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AnHotamusa. Pa3zpaborana o0masi MoJens BO3HUKHOBEHHUS W IBOJIOIHMH XAOTHYECKUX BOJHOBBIX IIPOIIECCOB
B AJIEKTPOXMMUYECKH AKTHUBHBIX HEUPOHOBBIX Cpelax Ha OCHOBE MPEJIOKEHHOTO METOAa MaTpUYHOU [ie-
KOMIIO3ULIMM OIEPaTOpOB HEIMHEWHBIX CUCTEM. PaccMOTpeHBI MaTeMaTHdecKue MOJENM XOMKKMHA — XaKCiIH
u OurXsio — Harymo 31eKTpoXuMHYeCcKy aKTHBHOIM HeHpoHOBOI cpeabl. OnpeneneHbl HEOOXOAUMBIE YCIOBHS
CaMOOpraHU3aIK Xa0THYECKUX aBTOKoJeOanuii B monenn dutiXeio — Harymo. KommnberoTepHoe MoaeaupoBa-
HUE HA OCHOBE MATPUYHOH JEKOMIIO3ULIMY XaOTUYECKUX BOJIHOBBIX IIPOLECCOB B JIEKTPOXUMUYECKU aKTUBHBIX
HEUPOHOBBIX Cpefax I0Ka3alo B3aUMOJEHCTBUE HEJIMHEHHBIX IPOLECCOB BBICIIUX IMOPSAKOB, NPUBOAAILCE
K cTabunu3anuu (KOHEYHOW BENMYMHE) aMIUTUTY/bl XaOTHUYE€CKOTO BOJHOBOTO mMpoiiecca. MaTeMaTHUeCKd 3TO
BBIP@)XKAETCSI B CHHXPOHHOM «IPOTHBOJEHCTBUM» HEIHMHEHHBIX INPOLIECCOB YETHBIX M HEYETHBIX IOPSIKOB
B 00IIeHl BEKTOPHO-MAaTPUYHOW MOZIETH DIICKTPOXUMHUYECKH aKTHBHOW HEHPOHOBOM Cpebl, HaXOsIIeHCs B Xa-
oTH4YecKoM pexxume. OTMEUYEHO, YTO PEXKUM JKECTKOTO CaMOBO30YKICHUS HETMHEHHBIX KOJNCOAHUH B AJIEKTPO-
XUMHUYECKH aKTUBHOM HEMPOHOBOM cpejie MPUBOAMUT K MOSIBIEHUIO XaOTHUYECKOTO aTTPaKTOpa B MPOCTPAHCTBE
cocTostHUH. BMecTe ¢ TeM TpeutoskeHHass BEKTOPHO-MaTpUYHAsE MOJIENb TI03BOJIMIA HAUTH Oojee o0Imue ycio-
BHS BO3HUKHOBEHHUS! M 3BOJIIOLMU XAOTHMYECKHUX BOJHOBBIX MPOLECCOB MO CPABHEHUIO C MOJEINIBIO HAauyaJbHOM
TypOynenTHOCTH JlaHmay M, Kak CIeJICTBHE, OOBSICHUTh BOSHIUKHOBEHIE COTJIACOBAHHBIX HENWHCHHBIX SIBIICHUHA
B 3JIEKTPOXUMHUUYECKU aKTUBHON HEHPOHOBOM cpejie.

KiroueBble cJioBa: 3JIEKTPOXUMHYECKH aKTHBHAS HEHPOHOBas cperna, moaenb dutXero — Harymo, HeoOxoqu-
MBIC YCJIOBHS CaMOOPTaHH3AIMH aBTOKOJCOAHUH, XaOTHUSCKHH aTTPAKTOP, MATPUYHBIA DSl B IPOCTPAHCTBE
COCTOSIHWH, BEKTOPHO-MAaTPUYHAs MOJETh XaOTHYECKUX BOJIHOBBIX IPOIECCOB, PEXKHUM KECTKOTO CaMOBO30YXK-
JIEHUS] HeTMHEHHBIX KOJIeOaHMH, CTaOMIU3aIvs aMIUIUTYIbI Xa0THYECKOTO Tpoliecca
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Abstract. A general model of the origin and evolution of chaotic wave processes in electrochemically active
neuronal media based on the proposed method of matrix decomposition of operators of nonlinear systems has
been developed. The mathematical models of Hodgkin — Huxley and FitzHugh — Nagumo of an electrochemically
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active neuronal media are considered. The necessary conditions for self-organization of chaotic self-oscillations
in the FitzHugh — Nagumo model are determined. Computer modeling based on the matrix decomposition of
chaotic wave processes in electrochemically active neuronal media has shown the interaction of higher-order
nonlinear processes leading to stabilization (to a finite value) of the amplitude of the chaotic wave process.
Mathematically, this is expressed in the synchronous “counteraction” of nonlinear processes of even and odd
orders in the general vector-matrix model of an electrochemically active neuronal media being in a chaotic
mode. It is noted that the state of hard self-excitation of nonlinear oscillations in an electrochemically active
neuronal media leads to the appearance of a chaotic attractor in the state space. At the same time, the proposed
vector-matrix model made it possible to find more general conditions for the appearance and evolution of chaotic
wave processes in comparison with the initial Landau turbulence model and, as a result, to explain the
occurrence of consistent nonlinear phenomena in an electrochemically active neuronal media.

Keywords: electrochemically active neuronal media, FitzHugh — Nagumo model, necessary conditions for
self-organization of self-oscillations, chaotic attractor, matrix series in state-space, vector-matrix model of
chaotic wave processes, mode of hard self-excitation of nonlinear oscillations, stabilization of the amplitude of
chaotic process
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Beenenme. l3ydyeHue pacrnpoCTpaHEHUs! DJIEKTPHUYECKHX CUTHAIOB BO30YXKICHHS 1O HEPBHBIM
KJIETKaM U CeTSIM MPEICTaBIsIeT OOIBIION HHTEPEC VI COBPEMEHHOM HEHPOHAYKH, BKIIIOYAsl TUarHo-
CTHUKY HEPBHO-MBILIEYHBIX NaToioruil. HepBHoe BOJMOKHO (aKCOH) SBJIsETCA TUIUYHBIM NPUMEPOM
AKTUBHOW cpezibl, B KOTOPOH MMEETCsl pacIpeleleHHbIM 3anac MOTeHIHaIbHOM sHeprun. Pacrpoctpa-
HEHUE CUTHAJIOB 110 HEPBHOMY BOJIOKHY MOXHO PaccMaTpHBaTh KaK aBTOBOJHOBOM mporecc [1, 2], ko-
TOPBIN MPENCTABISAET COOOM IEKTPOXMMUYECKYIO BOJIHY IIEPEX0/a MEXIY COCTOSHHEM IOKOS M aK-
TUBHBIM cocTosiHHeM. Ilpu pacmpocTpaHeHHMH HEPBHOTO HMMITYyJbca B KaXJIOM TOYKe BO30YyAMMOI
MeMOpaHbI BRICBOOOIKIAETCSl SHEPTHUS, MCXOJHO 3allaCeHHas B BUJE HEPABHOBECHBIX KOHIIEHTpAIUH
MOHOB KaJIusl M HATpHA 110 00e CTOPOHBI MeMOpaHbl. B KHUBBIX OpraHn3Max MOMHMO OZHOMEPHBIX aK-
TUBHBIX CpPeJ M HEPBHBIX BOJIOKOH CYIIECTBYIOT IBYX- U TPEXMEpHBIE aKTHBHBIE Cpebl (TOTOBHOM
Y CIIMHHOM MO3T, cCepeyHasi MbIIIIA, [VIaJKOMBIIIEYHbIE CTEHKH KUIIeYHUKa U T. A.). PacmpocTpans-
IOLIMECS IO HUM aBTOBOJIHBI UMEIOT Ty kK€ (PM3NYECKYIO MPHPOIY, YTO M HEPBHBIN UMITYJIbC, OTINYA-
ACh OT MOCJIETHETO JIUIIb JJIUTEIBHOCTBIO U CKOPOCTBIO, a TAKXKE 3HAUYCHHEM B MpoLeccax XU3HEAes-
TEJILHOCTH Opranu3ma. BooOmie roBopsi, aBTOBOJNIHBI — 3TO0 000OIIEHHOE IMOHSATHE, TO3BOJISIOIICE
CHCTEMaTH3UPOBaTh HKCIEPUMEHTAIbHbBIE (DAKTHI M TEOPETUUECKUE MPEICTABICHUS O HEKOTOPBIX He-
JMHEHHBIX Mpolieccax, HaOMI0JaeMbIX B aKTUBHBIX cpefax B (U3UKE, XUMUU U OMOJIOTUH. ABTOBOJHBI
NPECTaBISIOT 000 HAOI0AaeMbIe CTPYKTYPbI, KOTOPBIE MOJICPKUBAIOTCS MPOIIECCaMHK JIOKAITBHO-
r'O BBICBOOOJKICHHSI 3aIIaCEHHOM B Cpelie HEPTHH, HIyIEel Ha 3allyCK aHAJIOTUYHBIX MPOIIECCOB B CO-
CeIHUX 00JaCTX.

Pa3BuTHe TeopHM XAaOTUYECKUX BOJHOBBIX IPOIECCOB (B YACTHOCTH, TEOPUH TYpOYJIEHTHOCTU
B a3POTUAPOAMHAMUYECKHX MOTOKAaX) BAKHO C TOYKH 3PEHUS TTOHWMaHHS MPOLIECCOB CaMOOPraHU3a-
UM B 3JIEKTPOXUMHYECKH aKTUBHBIX HEHpOHOBHIX cpeaax. JI. JI. Jlanaay B cBoeii crathe «K mpobite-
Me TypOysneHTHOCTH» [3] paspaboTan Teopuio HadyanbHOU TypOyJneHTHOCTH. Mest ucroiabp30BaHus He-
OpPTOTOHAIILHBIX 0a3MCHBIX (YHKIHMIA B CHEKTPAILHOM TNPEACTABICHHH XaOTHYECKHX IIPOIIECCOB
paccMoTpeHa B ctaTthe [4]. O. Jlopeni [5], uccnenyss TMHaMHYECKOE MOBEACHHUE BSI3KOM >KUAKOCTHU
B YCJIOBHUSIX KOHBeKUuH (TeueHue Panes — benapa), mpennoxui mMonens TypOYJIEHTHOCTH, JUIS TIO-
CTPOEHHSI KOTOPOH MCIOJB30BAIICSA METO [ aepkuHa ¢ IeNbl0 PeaIylupPOBaHUs CHCTEMBI YpaBHEHUI
Hagpe — CToKca 1 TermonpoBogHOCTH. B pesynbrate pemyrupoBanHas Mojenb JlopeHna, onuckiBae-
Masi TpeMsl OOBIKHOBEHHBIMH HEJMHEHHBIMU IU(QepeHInaTbHBIMI YPAaBHEHUSIMH, [TO3BOJIMIIA BBI-
SBUTh XaOTHYECKOE TOBEICHHE CHCTEMBI, MPUBEIIIEE K OTKPBITHIO XaOTHYECKOro (CTpaHHOIO) at-
TpPaKTOpa B MPOCTPAHCTBE COCTOSHHUA. MaTeMaTHYecKH MOHATHE «XaOTHYECKWH aTTPaKTOp» OBLIO
copmysmpoBano Jl. Prosnem n @. TakencoM [6] kak KITFOUEBOH AJIEMEHT B MHTEPIPETAIIMU UPPETY-
JISIPHOTO TIOBEAEHHUS, ONMHUCHIBAEMOr0 JACTEPMHUHHCTCKUMHU YPaBHEHUSAMH JUIsI NMMOHMMAaHUS TJIaBHBIM
0o0pa3oM TypOyneHTHOCTH. TeM cambIM OBLJIO IIOJIOKEHO Hadajo UCCICIOBAHUAM SIBICHUS, KOTOPOE
Tereps MMEHYETCS JAeTEPMUHMPOBAHHBEIM xaocoM. Brocmencteum W. Ipuroxun [7], T. Xaken [8]
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U JIp., 3aJI0’KUBILIKE OCHOBBI IIO3HAHUS OOLIMX 3aKOHOB HBOJIOIMU CJIOXKHBIX AUHAMUYECKHX CHUCTEM,
MMOKa3aJId, 9YTO HOBBIH MOPSAOK (CaMOOpPTaHM3AIUsA) B CIOKHON CHCTEME Pa3IMIHON (Pu3ndeckoit
NPUPOABI BO3HHUKAET uYepe3 IEeTCPMHUHUPOBAHHBIH Xa0C — XAOTHYECKUH PeXUM (YHKIMOHHUPOBAHUS
CIIOXHOU cucteMbl. [Iporpecc, JOCTHTHYTHINA B 3TOW 0OJACTH, CITOCOOCTBOBAN MHTEHCHBHBIM HCCIIE-
JOBAaHUSIM Pa3JIMYHBIX CLIEHAPHEB MEPEX0/1a ANHAMUKH CIIOKHBIX CUCTEM OT IIEPUOIUYECKOr0 PEXUMA
(YHKIMOHUPOBAHUS K XaOTHYECKOMY: Yepe3 KBa3HIIEPUOIUYHOCTh, CyOrapMOHHUYECKUH KacKaj, Tme-
PEMEKaeMOCTh U T. II. (CM., Harpumep, [9]).

HecmoTpst Ha TOCTUTHYTHIE YCIIEXH, OCTAIOTCS HE IO KOHLIA BBIACHEHHBIMU BOIIPOCHI, KACAIOLIUECS
CTaOMIIM3aIM Xa0THUECKUX BOJHOBBIX MPOIIECCOB, KOTOPAasl MO3BOJSIET JOCTATOYHO JOJTO MOANEp-
JKUBATh HE3aTyXaIOMINE Xa0TUIECKUE KOJIEOaHHs B CIIOXKHBIX CHCTEMAaX MPH HEU3MEHHOCTH HX YIPaB-
JSOIIUX TTapaMeTPoB (HAMpUMeEp, XapakTepucTuueckux uncen Peitnonbaca Re, Panes Ra u 1. 1.
JUTSL CITydasl a9pOTMAPOJMHAMUYECKUX cucTeM). B aToit cBs3u B pabote [10] Obla mpeyioxxeHa 3Bo-
JIOIMOHHAST MOJICb BOSHUKHOBEHUS U CTAOMIIM3allUN Xa0TUYECKUX BOJTHOBBIX MPOIIECCOB Ha OCHOBE
MaTpU4YHON aekoMmo3unud. Llens HacTosmed paboThl — pacKpPBHITHE MEXAaHH3MOB aMILIATYTHOW CTa-
OMIM3alKy 1 3BOJIIOLUMN Xa0TUYECKHUX BOJHOBBIX MPOLIECCOB B ANEKTPOXUMHUYECKH aKTHBHBIX HEHPO-
HOBBIX Cpelax, MOJAEIUPYEMBIX CUCTEMOM HEIMHENHBIX YpaBHeHU PuTiXbto — Harymo.

MaremaTnueckue Moaeau XomxkkuHa — Xakceau 1 PurtuXpio — Harymo 3jieKTpoXuMu4ecKu
AKTHBHOH cpelbl 0M0JIOTMYECKOr0 HeilpoHa. Bo MHOrMX ciyyasx akTUBHYIO CPEly MOXKHO pac-
CMaTpUBaTh KaK 3HEPreTHUECKU JBYXYPOBHEBYIO CUCTEMY, KOTOPas MOKET HaXOAUTHCS B BYX CyIIe-
CTBEHHO Pa3JIMYHBIX COCTOSHUSX: BBICOKO- M HU3KOOHEPreTHUYECKOM. AKTHUBHBIE Cpeibl 06e3 BoccTa-
HOBJICHHSI IIOCJI€ TIEPEX0Aa OCTAIOTCS Ha HU3KOIHEPIreTHMYECKOM YPOBHE, M aBTOBOJIHA 10 HUM
MOBTOPHO PaCIpOCTPaHATHCS HE MOXKET. B 3T0ii CBsI3U aBTOBOJIHBI 110 CBOMM CBOMCTBaM CYIIECTBEHHO
OTJIMYAIOTCS OT BOJIH, PACIPOCTPAHSIONIMXCS B OOBIYHBIX JWCCHIIATHUBHBIX CpellaX, HallpuMep OT
3JIEKTPOMArHUTHBIX WM MEXaHHYECKHMX BOJH. /[IBe aBTOBOJHBI, CTAaJKWUBAsICh, AHHUTHIMPYIOT,
T. €. YHUUYTOXAIOT, ApyT Ipyra. s aBTOBOJIH HE UMEIOT 3HAYEHUS] HHTEPPEPEHLUS U OTPaKEHUE OT
TpaHMIl Cpebl WK mpensTcTBuil. O0IIee CBOWCTBO OOBIYHBIX BOJH U aBTOBOJIH — CIIOCOOHOCTD K JIH-
¢pakuun. B akTHBHBIX cpefax ¢ BOCCTaHOBIIEHHEM (HEPBHOE BOJIOKHO MJIM aKTHUBHAs cpela jiasepa)
ABTOBOJIHBI MOT'YT PacpOCTPaHITHCS IOBTOPHO, TAK KAk JI000M JIEMEHT TaKOH Cpe/ibl BO3BpAIaeTCst
Ha BBICOKO’HEPIeTUYECKHUI YPOBEHb BCJEICTBHE IPOIIECCOB BOCCTAHOBIECHMS — HAKAYKH DHEPIUU.
B mMemOpaHe HEpBHOTO BOJIOKHA HAKa4Ka OCYIISCTBIISIETCS 32 CUET HOHHOTO OOMEHa, PH KOTOPOM M3
BOJIOKHA OTKAUMBAIOTCSI HOHBI HATPHS, a MOCTYNAOT BHYTPh HOHBI Kanust [1, 2, 11].

Ypasuenus, onucwviearowue mooenv Xooxickuna — Xaxcau. Moaenb XoIKKHUHa — XaKCIIH OIU-
CBIBaeT T'eHEPAIUI0 OMORIIEKTPUUECKUX NOTEHIIMAIOB HA YPOBHE TOKOB MOHHBIX KaHAJIOB KJIETOYHOM
MeMOpaHBI U SIBISICTCS OTIPABHOM TOYKOM Kak JUIs YHOPOLUEHHBIX, TaK U U OoJiee AeTalbHBIX MOJIEe-
Jeil HelpoHa, KOTOpbIE BKIIIOYAIOT OOJIbLIEE YMCIO MOHHBIX KaHAJOB, pa3jIM4HbIE TUIBI CHHAIICOB
Y YYUTBHIBAIOT MIPOCTPAHCTBEHHYIO T€OMETPHUIO OTAEIBHOro HelpoHa [12]. Baxwnelinryto posps B mpo-
11ecce BO3HUKHOBEHHNH HEPBHBIX UMITYJIECOB UTPaeT KiIeTouHas MemOpaHa. MeMOpaHa — 3TO JBOWHOM
CJIOH >KUPOBBIX MOJIEKYJ (JUMUAOB TOJIIMHON 3—4 MM), KOTOPBIA MPENSTCTBYET NEPEMELICHUIO 3a-
psoKeHHBIX HOHOB. CIIOCOOHOCTH K M3OJISIIUN 3aCTaBIIsIET MEMOpaHy (yHKIIMOHHUPOBATH KaK KOHICH-
caTop, OTAENAA 3apsiAbl BO BHYTPEHHEM MPOCTPAHCTBE KIETKH OT 3apsI0B BO BHEKJIETOUHOM KHIKO-
CTH. MHOTrOYMCIICHHBIE HOHOMPOBOISIINE KaHAJbI, MPOHU3BIBAIOLINE MeMOpaHy, MMEIT 3(dek-
TUBHOE COIPOTHBICHHE MOHHOMY TOKY, npuOmm3utesnsHo B 10 000 pa3 MeHblee, 4eM CIIOW JINIH-
1oB [12—-14]. Takum o6pa3om, MeMOpaHHast TPOBOIUMOCTD OIPEAEISIETCS TNIOTHOCTRIO M THITOM HOH-
HBIX KaHaloB. THNMYHBIN HEMPOH MOXKET UMeTh Oosee 10 pa3mMyHBIX THIIOB KAHAJIOB C IUIOTHOCTBIO
pa3MeIIeHns OT HECKOJBKHX JAECATKOB 0 HECKOJIBKUX COTEH KaHAJIOB HAa KBAaAPAaTHOM MHUKpPOHE MEM-
OpaHbI.

Takum 00pa3om, MeMOpaHy MOXKHO NPEJCTaBHTh B BUIE KOHIEHcaTopa. BXomHO# TOK, momaaas
B KJIETKY, MOXXET YBEJIMYMBATh 3apsA] KOHJAEHCATOpa WM MPOXOAUTH depe3 MeMOpaHHBbIE KaHaibl
HapyxXy. [lorennman HepHcTa, BRI3BaHHBIN paznudreM B KOHIEHTPAIMH HOHOB, MOXKHO M300pa3uTh
B BHJIe OaTapen, a MOHHbBIE KaHAJbI — B BHJIC PETYIHMpYyeMbIX conpotuBienuit (puc. 1). Ha puc. 1 npu-

HATHI cieayromue 00o3HaueHus: C — eMKOCTh MEMOpPaHEL; €na> Ex U € — DIEKTPOIBHKYIINE CUIIBI,
BO3ZHMKAIOIIUE 32 CUET PA3HOCTH KOHLIEHTpAIMil MOHOB HATPHUSl CHAPYKU U BHYTPHU KIETKH, HOHOB
KaJINsI ¥ OCTAJIbHBIX BHIOB MOHOB COOTBETCTBEHHO, RNa — COTIPOTHBIICHNE HATPHUEBHIX KAHAJIOB B 3a-
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BHCHMOCTH OT IIOTCHIHMAalla MeM6paHBI, npuxoadmeccd Ha CAUHULLY TUIomaan MeM6paHBI; RK — CO-

NPOTUBJICHHE KAIHEBBIX KaHAIOB; R — CONpOTHBICHHE KaHATA yTCUKH.
R
Rya K R,
¢l + +
€ Na —|7 € K T € L

Puc. 1. Cxemarndeckoe n300pakeHHE MOAETH XOKKHHA — XaKCITH

OnuiieM MmoBeieHUE MOJENN XOJUKKHHA — XaKCIM IMOCPEICTBOM MaTeMaTH4YeCKUX YpaBHEHUM.
Bxoznoit Tox | (t) MoxeT ObITh IIPeCTaBICH Kak eMKOCTHOU TOK | , 3apsbkaromuii konaencarop C

¥ CyMMa TOKOB |, , TpoXosIux 4epe3 HOHHbIE KaHas! [ 12-14]:
L) =10+ 21, (1)
|

CymMma GepeTcsi 0 BCeM MOHHBIM KaHajaMm, IPUYeM CTaHIapTHas MOeb XOJKKHHA — XaKCIH
BKJIFOYACT TOJBKO TPH THIMA KAHAJIOB: HATPHUEBBIN, KaJWeBbIH W KaHan yteukd, T. ¢. | =K, Na, L

(cm. puc. 1). U3 onpenenennst emxoctdt C=Q/V , rne Q — 3apsin u V — HanpsbKeHUe Ha KOHJIEHCa-
Tope, HeTpyAHO Haiitu Tok 3apsna | =C dV /dt. CnenoBatesbHO, BEpHO PaBEHCTBO

=31 ®+10) @

rne V — HanpsbkeHue Ha MemOpane; C — eMKOCTh MeMOpaHBI; Z ,(t) — cymMMa HOHHBIX TOKOB, MPO-
|

XOIAMIMX depe3 MeMOpaHy KieTku. Bce Tpu kaHajga MOTYT OBITH XapaKTE€pPH30BaHBI UX COMPOTHBIIE-
HUeM (WIM TPOBOAMMOCTHIO). KaHam yTedku He 3aBHUCUT OT HAMPSHKEHHS C MPOBOJAWMOCTHIO
g, =1/R. IIpoBoaguMOCTh APYrUX HOHHBIX KQHAJIOB ONpPEICIACTCS BPEMEHEM U HanpsbkeHueM. Ecitu
BCE KaHAJIbBl OTKPBITHI, TO OHH IIPOIyCKAIOT TOKU C MAaKCUMAaJIbHOH IPOBOAMMOCTBIO (,, WIH .

Mexny TeM HEKOTOpbIe M3 KaHAJIOB OOBIYHO OBIBAIOT OJIOKMPOBAHBL BepoATHOCTH TOTO, Y4TO KaHal
SIBIISICTCSI OTKPBITHIM, OIMUCHIBACTCSI JIOMONHUTEIBHBIMU IepeMeHHbIMH M, N u h. [Iycte N — Bepo-

SITHOCTb IPOXO/1a OJIHOM YIIPaBIISIONIEH YacTUIIBI, Tora N*! — BepOsSTHOCTH IIPOX0/1a YETHIPEX YACTHIL
onHoBpeMeHHO. COBMECTHOE JeHCTBHE MepeMeHHbpIX M u h ympasnsier kanaimoM noHOB Hatpus Na*,

a 3a uonsl kst K oreeyaer N. XomkkuH ¥ XaKciu ONpeIeTMIA TPU KOMIOHEHTHI CyMMAapHOTO
MOHHOI'0 TOKA clielyromumM oopazom [11, 12]:

i(V, m, n, h) :zll(t) = gNamSh(V _SNa)+gKn4(\/ _SK)+gL(V _SL)7 (3)
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IIe €y,, € U € — MoTeHIMabl nokos. [loTeHnnanbl MOKOs U MPOBOJIMMOCTD SBJISAIOTCA SIMIMpPUYE-
CKMMH IapameTpaMu. BenuunHa nmoreHnuana mnokos A MHOHOB Hatpus €y, = 50 MB, a 11 noHos
Kamua €, =—77 MB [14].

MaremaTtrueckasi MOJIETh aKCOHA XOJKKMHA — Xakciu (T. €. IIaJKOT0 HEPBHOTO BOJIOKHA, JIU-
MIIEHHOTO MUEJIMHOBOM 000JI0UKHM) MOXKET OBITh 3amrcana B Buae [11, 15]

d°u_au _i(u,m,n,h)

, 4
Yox? ot C )

rae D, — koadpdpuument nuddysnn, D, =1/RC, R u C — COOTBETCTBEHHO CONPOTHBIECHHE U EMKOCT
Ha eAuHUIly MeMOpaHbl, U — HampsbkeHHe HEpBHOTO MMIYJbca; X — KOOpAWHATA, BAOJL KOTOPOH
pacmpoCTpaHseTcsl UMITYIIbC;, M, N, h — mapamerpsl, HE3aBUCUMO PETAKCHUPYIOIIHE K CBOUM PaBHO-

BECHBIM 3HaueHUsM. [lepemerrbie M, N u h Ha3bpIBArOTCSA MEPEMEHHBIMH CEJICKIIMH U YIOBICTBOPSI-
10T CIeAyIomuM ypaBaernusim [11, 12, 14]:

0 =, )@= m) -, ()m
0o, 0=, 0n ©)
& =, )a-n-p,0h.

DOyHKIUKA O U B SBISIOTCS SMIMPUYECKUME QYHKIMAMU HApspkeHust V', KOTOpble ObLIH 1010~

Opanbl X0/DKKUHBIM 1 Xakcyu [12] s akcoHa KajibMmapa B COOTBETCTBHU C JaHHBIMH HaOJIOACHUI.
st Jiydinero MOHMMaHUS STH ypaBHEHHUS yJIOOHO MepenucaTh B JAPYrod Qopme, pasleiuB Ha

o, (V) +B, (V)
ds -1
dt 7,(V)

rae S 3amensiercs Ha M, N wim h, npenensHoe 3uauenne g (V) =o,(V)/ [ocs(\/ )+B.(V )] U IIOCTO-

[s—a,(V)], 6)

-1
ssHHast BpemeHu T (V)= [ocs(\/ )+B(V )] . Kak BusiHO 13 ypaBHenus (6), st GUKCHPOBAHHOTO 3HA-
YeHHs HanpsvkeHus V' MepeMeHHast S almpoOKCUMHpPYeTCs mpeaenbHbiM 3HaueHueM (V) ¢ mocro-

saHoi Bpemenn T,(V). VYpaBuenus (1)—(3) u (5)—(6) BmecTe ¢ SMIUPUYECKUMH JAHHBIMH
ONPEACIAIOT MOJIHYI0 MOJENb XOMKKHHA — XaKCIM, HAa3bIBAEMYIO TaKK€ KAHOHWYECKOH MOJIENBIO
3JIEKTPOre€He3a HEPBHOM KIIETKHU.

[Ipu pacnpocTpaHeHHMM HEPBHOI'O UMITYJIbCa OTMEYAETCs JJaBUHOOOpa3HOe HapacTaHue MeMOpaH-

HOTO TOKA, B OCHOBHOM TI0TOKa HOHOB Na', uTo 00yCIIOBJIEHO B IEPBYIO OYEpPElb HAPACTAHUEM TIPO-
BOJMMOCTH MeMOpaHBI JJIsi 3TUX MOHOB. /|aHHBIN MPOIECC MOJHOCTHIO aHAIOTHYEH IPOIecCy BO3-
OyXJIeHUsT TeHepaTtopa C TOJOXKHUTENbHOW 00paTHOW cBsA3bio [11], W ero OOBIYHO HA3BIBAIOT
B030yxaeHneM MeMmOpaHnsl. IIporecc ke ycTaHOBIEHHS PaBHOBECHOI'O MEMOPAaHHOTO MOTEHLHAaa
V >V, (Vy =—65MB), 1. e. Bo3BpaTa MEMOpaHbI B COCTOSIHHE TTOKOSI, OOBIYHO HAa3BIBAIOT IIPOLECCOM

penakcanuu, uiu pedpakreproctd. [Iporecc peppakTepHOCTH TMPOUCXOJUT B OCHOBHOM Onaronaps
HAJIMYUIO BBIXOJSAIIECTO U3 MeM6paHBI KaJIneBOro Toka. HaHHBIe QJICKTPOXUMHUYECCKHUE IMTPOLICCCHI BECh-
Ma TOYHO OIUCHIBAIOTCS MOJIETBbIO XOKKHHA — XaKCIIH.

Hccneoosanue aemoeoinogslx npoueccos Ha ochoge mooenu @umuXoro — Hazymo. Heobxou-
MO OTMETHTh, YTO MaTeMaTHUYeCKas MOJelIb XOIDKKMHA — XaKCIH SIBJSIETCS OYECHb TPOMO3JKOM
Y CIIO’KHOM ISl KAYeCTBEHHOT'O aHAJIM3a PACIPOCTPAHECHUS UMITYJIbCa [0 HEPBHOMY BOJIOKHY. B cBsi3H
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¢ 3tuM OUTHXBI0 MPEUIOKIIT TPHOIMKEHHOE OMMMCAHNe BO3HUKHOBEHHSI U PACIIPOCTPAHEHUST HEPB-
HOT'O UMITYJIbCA, CMBICT KOTOPOTO 3aKJII0YAETCS B CIEAYIONEM. Y akcoHa XOKKIUHA — XaKCIu BpeMst

pellakcanu 1jI1 HATPHUEBOI'O BKIIIOYCHUA T, Ha IIOPAAOK MCHBIIC, YEM BPEMs pelakcanuu T, U T,

AJId KaJIMEBOI'0 BKIIHOUCHHA W HATPUEBOI'O0 BBLIKJIHOYCHUSA COOTBETCTBCHHO. Taxkum o6pa30M, HUMECT
CMBICJI PaCCMOTPETH HpI/I6J'II/I)KeHI/Ie, KOrza BBIIIOJIHAIOTCA YCIOBUSL

T, —0, T, >0, T, >0, @)

B pe3yJibTaTe Yero HOHHBIN TOK CTAaHOBHUTCS KyOmuyeckod (yHkumedt Hanpsbkenus [11]. 3to npubnm-
JKEHHE CIPaBEAJIMBO TOJIBKO JJISl IPOLIECCOB C XapaKTEPHBIMU BPEMEHAMH, CYIIECTBEHHO OOJBIIUMH,

4eM T, , 1 MaJIbIMH IO CPABHEHMIO C T, U T, . JUIMTEIbHOCT ()pPOHTA UMITYJIbCA B AKCOHE XOJUKKHHA —
XaKciH Kak pa3 On3Ka K yJJOBIETBOPEHHIO JaHHBIX TPeOOBaHUIL.

IlepenuceiBas Beipaxkenue (4) ¢ yuerom (3) u (7) (mepemennyto U npu 5ToM 3aMeHss Ha U, ) U J10-

TIOJIHAS €70 «BOCCTAHABJIMBAIOIIEH» IIepeMEHHON U, , IPUXOAUM K ypaBHEeHUIO [2, 11]

o°u, ou,
-—L=0(u)+u,, 8
Pl dCY AL (®)
MPUYEM peakCcaloHHOE ypaBHCHNE
ou, . A Q2
E—S(Ul‘i‘a—buz) (9)

MOJIENIUPYET BOCCTAHOBJIEHUE MeMOpaHbl, T. €. mpouecc peppakrepnoctu [11]. B ypaBuenun (8)
GyHKIMS (p(ul) TpecTaBiIseT co0oi KyOUUHbIH noauHoM; €, 4, b — nocrosHHbIE.

Cucrema ypaHernuii (8), (9) Hocut HazBanue mojenu OutnXpio — Harymo (OXH) u mo3BomnsieT
OTMCHIBATh MHOTHE KAYEeCTBCHHBIC CBOWCTBA aBTOBOJH 0€3 HEOOXOJUMOCTH JETalH3UPOBATh KOH-
KpEeTHbIE OCOOEHHOCTH JAMHAMHYECKOH cHCTeMbl. /laHHas MOJENb JaeT BO3MOXKHOCTh HCCIIEIOBATh
CTallMOHAPHOE PACIpPOCTpaHeHHEe M (OPMUPOBAHHME MMITYJIbCa, AEJICHHUE (PPOHTOB HMITYJIbCA, ABTO-
BOJIHOBBIE PEXKUMBI «3X0» U npyrue sBienus [2, 11]. Mogens ®XH mmpoko npumeHsieTcss npu aHa-
T3¢ aBTOBOJHOBBIX MPOIIECCOB KaK B OJIHOMEPHBIX, TaK M B JABYX- U TPEXMEPHBIX aKTUBHBIX Cpe/Iax,
0COOEHHO TIPH HM3YYEHHWH BUXPEBBIX NPOLECCOB, NPUBOIAIMX K OOPa30BaHMIO MPOCTPAHCTBEHHO-
HEOJHOPOIHBIX CIMPAJIBHBIX CTPYKTYP B aKTHBHBIX Cpelax, a TakkKe IMPU MCCIICAOBAaHUN HEHPOHHBIX
ocruuisaTopos [1, 15, 16].

ITpu Dul =0 cootHouenus (8), (9) cBOOATCS K ypaBHEHHMSIM, OMHUCHIBAIOIINM TOYEUHYIO KHHETHKY
ABTOBOJIHOBBIX MPOLIECCOB. DTH ypaBHEHHUS! HOCAT Ha3BaHHe «cucrema Ban mep Ilons» (mo anamorum

C aHAJIOTUYHOM MOJIeNbI0 B Teopuu konebanuii [11]). [nsa monenelt ®XH cymecTByrOT 1Be OCHOBHBIE
dopmsr 3ammcu [17, 18], omHa U3 KOTOPHIX MOXKET OBITH TIPEICTAaBIEHA B BHIE crcTeMBI [16, 19]

u3
U, =c(u, ——=%Fu, +Q),
(10)
. 1 _
u, :—E(iul—a+bu2),

rae U, U, — mepeMeHHbIe, ONUCHIBAIONIIE KHHETHKY aBTOBOJIHOBOTO IpoIecca; a, b, C — mapamerpsl.

IMapameTp g ClyXHuT 37ech OUDYPKAIHOHHON XapaKTEPUCTUKON M SBISIETCS TIOPOTOBBIM 3HAUCHHUEM
BO3HUKHOBCHUs TU(GGY3MOHHOW HEYCTOWYMBOCTH B HCcieayeMoll cucteme. 3HaueHus a, b, C
B pabore [19] ObLTH BEIOpAaHBI HA OCHOBE SKCIEPHMMEHTAIBHBIX Hccaenosanuii a = 0,7; b = 0,8; ¢ = 3,0.
Ha ocnoBanuu unciennoro ananusa (10) npu momormu merona Pynre — Kyrra B padote [19] ObL10



WNudopmaruka. 2020. T. 17, Ne 3. C. 7-24 13

nokazato, uro npu —1,4023 < g < —0,3452 cranuoHapHOE COCTOSHHE CTAHOBUTCS HEYCTONYMBBIM,

a Ga30BbIe TPACKTOPUH CXOIATCS K aTTPAKTOPY THIIA MPEASIbHOTO IHMKia [7].
[IpumernM MeTonnKy OM(ypKaIMOHHOTO aHan3a K kuaetndeckord monenu OXH, ams gero nepe-
ratem (10) B oOmmiem Bue:

u, = f, (u,u,),

(11)
u, = f,(u,u,).

1)

PaccmoTpum matpuity L(2X2 JMHEAPU30BaHHOM CUCTEMBI, cOoTBeTCTBYIomIeH (11):

o _ !11

22 =1 1

, (12)

I21

of.
rae |i§1) = —

.. 1 o
, 1, ] =1, 2, — s7eMeHTBI MaTpHUIIbI L(2x)2- Criest 1 onpeIeuTeNb JIMHEAPU30BaHHON
i uj

MaTpuibl (12) HaxoauM coriiacHo GopMyiam

* *

Spl-(zlx)z (u1 ) =l +1,, det I-(zlx)z (ul ) =Ll — Lol (13)

N3BecTHO [7], 4TO HETpUBHAIBHBIE PELICHUS TUHEAPU30BAaHHON CUCTEMbI YPaBHEHUN CYIIECTBYIOT
TIPY BHITIOJTHEHUH YCIIOBHS

1
det| 1Y), - wE,,, |=0,
OMPEACTIAIOUICTO XapaKTEPUCTUUICCKOC YPAaBHCHUC

o’ —SpLY w+det LY, =0. (14)

Jns motepu yCTOMYMBOCTH NPH BBIXOJE CHCTEMBI U3 CTALIMOHAPHOTO COCTOSHHUS HEOOXOAMMO,
4TOOBI XOTs OBl OJJMH KOpeHb (14) MMeN MOJI0KUTENBHYIO IEHCTBUTENBHYIO YaCTh, T. €. BBITOIHSIIHCH
yCIIOBUs

Rew, > 0; (15)
1 1 ’
0, =305, Sspid, | -dents, (16
rae i = 1, 2. B pabore [7] moka3zaHo, 4TO 3TO MMEET MECTO JIHIIb B TOM Cily4ae, eciiu Ha (pa3oBoii

TUIOCKOCTH CTallMOHAPHOE COCTOSHHE IPEACTaBIIsIeT cOO0H HEyCTOMUYMBBIN y3es Win QoKyc, IpuueM
JaHHYI0 0COOYI0 TOUKY OKPYKAaeT, KaKk MpaBuio, (azoBasi TPAaeKTOpHUS THMA MPEAeTbHOrO IHKIIA.

Ecmu det L(zlx)2 >0, to u3 Beipaxenuii (14), (16) cienyer, uto s BeinoiHeHus (15) TOHKHO UMETh

1 o
MECTO YCIIOBHE SpL(ZX)2 > 0. JlaHHOE HEPAaBEHCTBO OMpe/essieT HEOOXOIMMOE YCIOBHE HEYCTOWINBOCTH,

MIPUBOJIAIICE K BOSHUKHOBEHUIO SBJICHUS camoopranm3anuu B aktuBHOW cpexe [20]. Ilpm atom, kak
NPaBUIIO, TIPOUCXOAUT OMpypKalus 0coO0i TOYKH, COOTBETCTBYIONICH CTAIIHOHAPHOMY COCTOSHHIO,
T. €. SKCIEPUMEHTAIILHO HAOJII0AAeTCsl HAJTMUKE «IBOWHOT0» aBTOBOJIHOBOTO Mporecca. B HepBHOM Bo-
JIOKHE, HalpUMep, HAUMHAIOT PACTIPOCTPAHSITHCS [IBA UMITYJIbCA C Pa3IMYHBIMU CKOPOCTSIMH, MPUYEM aB-
TOBOJIHA, PACTIPOCTPAHSIOIIASICS C MEHBILIEH CKOPOCTBIO, IOCTATOYHO OBICTPO 3aTyXaeT.

Hns momenern ®XH (10) auaroHanbHbIE DIEMEHTBI JTMHEAPM30BAHHOW Marpumbl |, =C(1—UI2)

u |, =xb/c, nosromy neobxomumoe ycnosre camoopraHu3anii MOKHO 3alUCATh CICAYIOLUM 00-

pasom [20]:
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2 1y )
C

€CJIn
det L), >0.

Cornacuo Bepaxenuio (16) B cmyuae detl$), <0 ycnosue (15) Bemonnsercs, ecmn SpLY), <0,

T. €. C YYCTOM JHUArOHAJIbHBIX 3JICMCHTOB HGO6XOI[I/IMOC yCJI0BHUE CaMOOpTraHru3alui NIpUHUMACT BU

b

1-u? <F—, (17a)
C

€ClIn

det L, <0.

Crnenys pa6ote [19], paccmoTpum Monens OXH mnpu BeIOOpe BepXHUX 3HAKOB IIPH ITEPEMEHHBIX
U, u U, B cucreme (10). Torna 3nayenne nepeMeHHON U, , COOTBETCTBYIOLIEE CTAIMOHAPHOMY COCTO-
SHUIO HeMUHEHHbIX nuHamudeckux cucteM (HIIC), MokeT ObITh ONMpEeeHO ¢ MOMOIIBI0 PEHICHHUSI
CHCTEMBI YpaBHEHHH, KoTopoe nomydaercs u3 (10) mpu U, =u, =0:

U3
u,+u, ——=++g=0,
2T (18)
u,—a—bu, =0.
Haiinem pemrenust cucremsr (18), T. €. ompenenuM cocTosiHUS paBHOBecus. [IpupaBHuBas mpaBbie
yactu ypaBHenui (18), momyunm xkyOuueckoe ypapaenue [20]

1-b a
u’+3=—u,—3| g+— |=0, 19
N p W [9 b} (19)
WM B OoJiee KpaTkoit hopme

u’+pu, +q=0. (20)

ITpu =0 10 aHAIOrHH C MOJIEIIBIO, PACCMOTPEHHO# B [2], IMeeM HyJIeBO MOPOT BO30YAMMOCTH
aKkTUBHON cpenbl. [lpomecc BO30YXIEHHs HAYMHAECTCS M3 HYJIEBOTO CTAIIMOHAPHOTO COCTOSIHUS
u; =0, u, =0. BMecTe ¢ TeM B peabHBIX (U3MUECKHMX CHCTEMAX MOPOT BO30Y KIEHHS BCETIa OTIMYEH
OT HyJsl U, cooTBeTcTBeHHO, (] # 0. Ilpu 3TOM BMECTO HyJEBOro peieHus OyJeM paccMaTpuBaTh
neicTBUTeNbHOE perienne ypaHerus (20), onpexnensiemoe dhopmyioit Kapaano:

uf=d—%+\/6+3—%—\/6, (21)

3 2
pUYeM JAUCKPUMUHAHT KyOMUECKOro ypaBHEeHHUS Q = (gj + (%) .

U3 ypasuenwmii (19), (20) cnenyer, uro P =3%, q =—3(g +%j. [loncrapmnsist BenMuuHbI P U (

B (21), U1 paBHOBECHOIO 3HAUEHHMs NIEPEMEHHON U, Toirydaem cieayroniee Boipaxkenune [20]:

uf:i/%+ﬁ+i/3—gl—ﬁ. (22)
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a
3necy v, =0+ B , a quckpuMuHanT Q KyOmueckoro ypasuerus (19) onpenensiercs mo popmysie [20]

92
Q=[5+, (23)
1-b
—=.

Kax ynomunanocs Beimie, B pabote [19] Op110 MOKa3aHO, YTO B OKPECTHOCTH 3HAYEHUs OMdypKa-
nuonHoro mapamerpa g =-1 cocrosnue paBHOBecHs KuHeTHueckoil mMozxenu (10) craHoBuTCs He-

rac vy, =

ycroitunBbIM. Bocmonbs3oBaBuiichk Gopmynamu (22) u (23), HEeTpyAHO ONpeNeNUTh 3HAYCHHS Mapa-
Metpa (, Npd KOTOpbIX BbimoiHsiercs ycimosue (17). Tak, B ciaydsae ¢ =-1 BenuuuHa

1-u,>=0,9551198, B TOo Bpems Kak 3HaueHue JeBoil wacTu (17) He 3aBUCHT OT ( M PaBHO
2

b/c? =0,0889. JIpyrimu cOBaMH, Ha OCHOBAHHHI PE3yJIbTATOB YHCICHHEIX PACUETOB MOXKHO CCTATH

BBIBOJl O TOM, YTO B OKPECTHOCTH 3HAueHHs OudypkannonHoro mapamerpa g =-—1, a umenno mnpu

—1,4034 < g <—0,3466 nelcCTBUTENHHO BBIONHACTCS HEOOXOIMMOE YCIOBHE CaMOOpIaHH3a-

1y (17). JJaHHBIH OTPE30K C BBICOKOW TOYHOCTBHIO COBIIAJACT C OTPE3KOM, PACCUMTAHHBIM B pado-
te [19] nmpu moMoIIK YHCICHHOTO PelIeHnsT CUCTeMBI uddhepeHnrnanbHbIX ypaBHeHui (10).

Henunelinblii aHaau3 xaoTu4veckoii JfuHamMuku cucremMbl @XH Ha ocHOBe MATpPH4HOIl Jae-
KOMHNo3uumuu. Boobiie roBopst, Xa0THUECKUE BOJTHOBBIE MPOIIECCHl BOZHUKAIOT B CIIOKHBIX CHCTEMax
caMoii pa3NMU4IHON (hU3MUECKON MPUPOB! (HATTPUMEp, B TUAPOAHMHAMUYECKIX, XUMHUYECKUX U (PH3HO-
noruveckux cucremax [7]). B atoit cBs3u B ctarbe [10] mocTpoeHa oOmias MOJIeNb BOSHHKHOBEHUS
Y CTa0MIIM3alMK XaOTHYECKHUX BOJHOBBIX IPOLECCOB C MCMOJIB30BaHHMEM METO/a MaTPUYHOHN JEKOM-
IIO3ULIUU B IIPOCTPAHCTBE COCTOSHUIN CIIOXKHOM CHCTEMBI.

Ilocmpoenue ooweit mooenu 803HUKHOBEHUA XAOMUUECKUX BOTIHOGLIX NPOUECCO8 8 C/IOHCHBIX
OUHAMUYUECKUX CUCIEMAX C UCNOAb30GAHUEM MEMO0a Mampuunoi dekomnozuyuu. VI3sectHo [7],
YTO MEXaHU3Mbl BOZHUKHOBEHHS ITPOCTPAHCTBEHHBIX M BPEMEHHBIX CTPYKTYp B ciokHbIXx HIC moryT
OBITH BBISABIICHBI IPH aHAIIN3€ CUCTEMbI HEJTMHEWHBIX YPaBHEHHUI B YaCTHBIX MPOM3BOHBIX BHJIA

_

~ = VRV g6, =120 N, (24)

rae f, — wenuneiinas gymxums; U, = U, (t, T) — Qpynkuus Bpemennoii t nepemenHoii u mpoctpan-
CTBEHHBIX | TEPEMEHHBIX, YIOBJIETBOPAIOIIAS HAYAILHBIM U TPAHMYHBIM ycioBusaM; V — nudde-
peHLualbHbI omeparop ['amunbrona; C, — mapamerpsl cucteMsl. C moMomnpro Merona I'anepkuna

cUCcTeMa HeTMHEWHBIX YPaBHEHHI B YACTHBIX MPOU3BOIHBIX CBOJUTCS K CUCTEME HETMHEWHBIX OOBIK-
HOBEHHBIX D depeHInaIbHbIX ypaBHeH i [8], mo3aToMy B nanbHeiieM He OyeM yUUThIBATh SBHYIO

3aBHCHMOCTB U; OT IPOCTPAHCTBEHHOTO BeKTOpa [ , cumrast, uro U; = U, (t).

Yacto HEOOXOIMMO M3ydaTh MOBEIEHUE PENIEHNUs ypaBHeHHs (24) BOJIN3H KOHKPETHOTO CTaHIapT-
noro cocrosrmst {U; }, mpuuem U, = U, (t) paccmarpuBaercs Kak HEBO3MYIIEHHOE perueHue (24), mo-
CTOSIHHO BO3MYIIAEMOE BHEIIHMMH BO3IEHCTBUAMHU WM BHYTPEHHUMH (DIIYKTYalMsIMH Ha BEJIMYUHY

V, =V,(t) [7]. B pesymbTate BMecTo U, BOSHHKAET HOBOE PEIICHHE
u =u +Vv. (25)
U3 coorHomenuii (24) u (25) nonyuum cucremy ypasaerui st {V, }:

B o) -4 (0 @
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BoOnu3u Havana otcuera, T. €. IPH |vi / u|*| <<1, moxHO nuHeapu3oBath Gynkumio f; B okpectHO-

CTH HyJIEBBIX 3HAYECHUI V; , UCIIOB3Ys MEPBbIC YIeHBI KpaTHOro psaaa Teiinopa [7]. Teopema Jlsamyno-
Ba YCTaHABJIMBAET CBA3b MEXJY YCTOWYHMBOCTBIO CHCTEM ypaBHeHUH (24) u (26): eciau TpUBHAILHOE
pemenne (V, =0) ypaBHeHus (26) aCHMIOTOTHYECKU YCTOHYHMBO, TO U; SBIAETCS aCHMITOTUYECKH

YCTOHYMBBIM pemieHrneM ypaBHeHus (24). OmHako NTHHEHHas TeopHsl YCTOWYMBOCTHA HE IO3BOJISET
CIenaTh TOYHBIHN MPOTrHO3 B cirydae ciuoxabix HIC.

B BekTOpHO-MaTpUYHOM BHJE CHUCTeMa OOBIKHOBEHHBIX AW((epeHIHaTbHbIX YpaBHEHHMH, MMOITY-
ueHHast u3 (24), MOKeT paccMaTpuBaThes Kak 3amada Komm B N-meprOoM mpoctpancTse coctostauii U
cnoxxknoit HJIC:

U="f (U, Uo.{c}), U©O)=d,, T(t)eU, (27)

rae U(t) = (u,(t), ..., u ()", T — cumBon TpancronupoBanus, U, — BEKTOp HAYATbHBIX JAHHBIX,
{c,} — muox)ecTBO Mapamerpos cucremsl. Pemenne U(t) ypasuenust (27) 3a1a€T HEKOTOPYIO KPUBYIO

o N o v
B TIpocTpaHcTBe cocTosiHui ((asoBom npoctpanctee) U =R™ | HazsiBaemyto (a30Boil TpacKTOPHEHL.
AHanoru4Ho 3anuiiem cuctemy (26) B BEKTOPHO-MaTPHYHOM BHUJIE:

v=AF(V(t), 0" {c}). (28)

rae V(t) = (v (t), ..., v ()", AT —npupamenue BextopHOi byHKimH, [~ — BEKTOp HEBO3MYIIICH-
HOTO (CTaHIApPTHOI0) COCTOsIHMUS, {C, } — HAOOp NAPaAMETPOB CHCTEMBI.

B paborax [21-26] npemiokeH METOA MATPUYHOMN JAEKOMITO3UIMK oriepaTopos crokueix HJC Ha
OCHOBE MATPUYHOTO psijia B MPOCTPAHCTBE COCTOSHHHA M PACCMOTPEHBI MHOTOYMCIICHHBIC MPHUMEPHI
NPUMEHEHHUS] IAHHOTO METOoJia JUIsl aHAJIW3a CIIOKHBIX CHUCTeM. B HX 4HCle aTTpakTOphbl CIOMHBIX
HJIC [23, 24], a Taxxe UCKYCCTBEHHAs! HEHpOHHas ceTh Xonduiiia u dekTpudeckas mnenb Yxya [26].

CornacHo 3TOMy MeTOy npupanienue BektopHoi pynkuun AT cnoxnoit HIC B poctpanctse co-
CTOSIHU# ONTMUCHIBAETCS MATPUYHBIM psioMm [21-23]

AfF,0") =@ +v) - @) = LY, v+ % L& . (V®V)+

1o (oo SERIOE
+§LNst(V®V®V)+“'=ZELNxNk'V : (29)
H k=1 K2
e LY =( 0 ®( 0 ®...0( 0 ®f)..)). — MaTpuuHble AIpa OZHOPOAHBIX HENMHEHHBIX
NxNK 6\7T avT avT g p p P

k
onepatopoB cuctembr; V™ = (VAV®...®V) — k-1 KpoHEeKepoBCKas CTeNeHb BEKTOpA BO3MYIIlE-
-
k

o = —_ % N
Hui V,a U paccMaTpuBaeTCs Kak BEKTOP CTaHIAPTHOTO COCTOSHUS B R .

[pumensist marpuyHOe pazioxkenue (29) k nmpaBoii yacti ypaBHeHus (28), MOIy4UM ypaBHEHHE

- _ 1 _ .1
v=LY, v+ B L . (V®V)+ 3 L

(VRVRV)+... (30)

Kak ormeueno B padote [10], ypaBuenue (30) obobmaer monens Jlannay HadaibHOH TypOyJieHT-
HOCTH [3] mociie cpbIBa CTAIIMOHAPHOTO PEKUMA TEUSHHUS )KUIKOCTH C TOYHOCTBIO 10 YJIEHOB TPETHETO
HOpSIKa:

S=2yS—a,S*-B,S°—..., (31)
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rae vy, — KodhQHULUUEHT 3aTyXaHus, o, — nocrosHHas Jlangay [27], B, — monoxuTenbHas WIKA OTPHU-

2
HaTelbHasl MOCTOSHHAS, S :|A| — KBaJIpaT aMIUIATY/bl HECTAI[MOHApPHOTO mpouecca. B padore [3]

IIOKa3aHoO, 9YTO B cnyqae BBIITOJTHCHUA YCHOBI/Iﬁ
v,>0,0, >0,B =0 (31a)

peanusyeTcs HECTAllMOHAPHBIA PEKUM KOHEYHON aMIUIUTYIBI C JOIONHUTEIBHOM 9aCTOTOH @, IIPH-
4eM , >>7,. OTOT PEKUM IPU KPUTUYECKOM 3HAUYEHHM YIPABIIAIOLIEr0 IapaMerpa — 4yucia Peii-

Honbzca Re,, — CTAaHOBUTCS HEYyCTOWYMBBIM JaKe IO OTHOLICHHIO K OECKOHEYHO MAIbIM BO3MYIIE-

HUSIM U TI03TOMY COOTBETCTBYET CUCTEME C MATKHM CAMOBO30YXKICHUEM.
Ilo Mepe n3MeHEHUs YIpaBISAIOLIEro MapaMeTpa BO3MOKEH HOBBIM XaOTHUECKUN pexHuM, IPU KO-
TOPOM BBITIOJTHSIOTCS YCIIOBUS

v, >0, a <0, B, >0. (310)

B 3TOM pexrMe CTalroHapHbIe KOJIeOaHHs He MOTYT CYIIIECTBOBATh BOBCE, T. €. IpH R, Bo3MyIeHue

CKa4YKOM BO3pacTacT H0 KOHEYHOI AMIUIUTYAbI C TIOABJIICHUEM HOBOM JIOIOJIHUTEIHLHON YacTOTHI a,.

B unrepsane Re,, <Re<Re,, OCHOBHOE ABIKCHHE METACTAOMIBHO YCTOMYMBO IO OTHOIICHHUIO

K OECKOHEYHO MaJIbIM BEJIMYMHAM, HO HEYCTOHYMBO 10 OTHOIIECHHUIO K BO3MYIIEHUIO KOHEYHOW aMILIH-
Tyzel [27]. Crnienyer OTMETUTB, 4TO (PeHOMEHOJIOrHYecKast Teopusi JlaHaay, mocTpoeHHas: Ha UHTYUTHB-
HO-JIOTHYECKOM BbIBOjIe ypaBHeHHs (31) u pe3ynprarax THAPOIAMHAMHYECKHUX JKCIEPUMEHTOB Peii-
HOJIBJICA, MPUTOJIHA HWCKIFOUMTENIFHO JUIsl OOBSICHEHHS BOZHMKHOBEHHS HAa4Yaj bHOW TypOYJIEHTHOCTH
B JBIDKYIIEHCS BS3KOH xkuakocTd. CrnenoBatenbHo, ypaBHeHue (30) MOKHO paccMaTpuBaTh B Ka4eCTBE
00111l MOIe M BO3HUKHOBSHHUS M SBOJIIOIIMY Xa0TUYECKUX BOJHOBBIX MpolieccoB B cioxkubix HAC [10].

Boisagnenue cunxponuszauuu HeauHeUHbIX KOMHOHEHM XAOMUYECKUX KollebaHuii 6 cucmeme
DXH na ocnoge mampuunoii dekomnosuyuu. Kak nokazano B padore [10], HecMOTpsl Ha paznuine
(bU3NYeCKUX SIBICHHUN, ONMMCHIBAEMBIX PAa3HBIMHU CIIOKHBIMU CHUCTEMaMHM, XaOTHUYEeCKasi JUHAMHKA HX
MOBEJICHUSI B MPOCTPAHCTBE COCTOSHHUM JOKHA MMETh CXOXKWHU CIIeHApWi, BBIPAYKAIOIIMICS B CHH-

XPOHHOM ((HpOTPIBOILeﬁCTBPIH» HEJIMHEHHBIX mponecCoB YCTHBIX WU HCYCTHBIX MOPAAKOB, MMOPOKIACH-

L(2k+1)

HBIX COOTBETCTBYIOIIMMH SIIPaMU L( N1 B o0mieit BekTopHO-MaTpuaHOi Moxenu (30)

N2k
cnoxuoi HJIC. B 310t cBSI3M paccMOTpuM o6u1y}o Mozenb (30) BOBHUKHOBEHHS XaOTHYECKHX MPO-
neccoB npumenutensHo K cinoxuoir HJIC ®XH (10). Kak mokazano B pabotax [22, 23], nuHamuka
cnoxxnoit HJIC ®XH onuceiBaercst Ha ocHoBe JinHewHoro (11), KBagpaTHUHOTO ¥ KyOH4ecKoro saep:

c- cuc
L5, (0") = b 32)
¢ ¢
2cu* i0:i01:0
(2) g* N Tt R 33
L) = 0 '0!0'0 (33)
2 (_)_ 0:0:0; o_ _o_ 0

(34)
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nmo3roMy BekTopHoe ypaBHeHHe (30) st cnoxHort HJIC ®XH npunumaet Buj

— 1 . — = = =
=L, v+ o LY, (Ve V) + (2?;)8 (VRVRV) =v®+v@ 1y, (35)
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C ydetoMm (32)—(35) ypaBHEHHUE I SBOIIOLHMU MEPBOM KOMIIOHEHTH! V; BEKTOPHOI IepeMeHHOM

VeR® s HAC ®XH 3anmiercs B BUC ypaBHEHUS
. . * 1
V, =V, +c(1-u?)v, —cu,v,” — 3 cov,’. (36)

. _ *2 — eyt _
BBozs o6o3HadeHus, ananornunsie mogenu Jlannay [3, 27]: 2y, =c(1-u,"), o, =cu,, B, =¢/3,
npy 3a7aHHbIX napamerpax a=0,7, b=0,8, c=30 u u; =-0,45 momy4aem HepaBeHCTBa Y, >0,
o, <0, B, >0, COOTBETCTBYIOIINE YCIOBHIO JKECTKOrO caMOBO30yxkIeHHs cucTeMmsl [27]. B sTom
ciydyae HaOJIOAAr0TCS TEepeXoibl OT CTAI[MOHApPHOrOo pekuMma cioxHoit HJIC k HecTanmoHapHOMY
pPEXHMy ¢ BOSHMKHOBEHHMEM CHadajla 4acTOTHI (,, @ 3aTEM BTOPOM YacTOTHI (0, COTJIACHO TEOPHAM

Jlanpay [3, 27] u Prosnst — Takenca [6], KOTOpbIE B OCIIEIYIOMIEM OMPEACIAIOT UKl Xa0THIECKOTO
aTTpakTopa B mpoctpaHctBe cocrosauii HJIC ®XH (puc. 2). 3amerum, yro HIC OXH mnpu
BBIIIICYKA3aHHBIX ITapaMeTpax IOJHOCTBI0 COOTBETCTBYET HEOOXOOUMOMY YCIOBHIO BO3HHUKHOBEHUS
HeycToiunBocTH Buaa (17), KOTOpoe, Kak OKa3bIBaeTCs, IPUBOIUT K KECTKOMY CaMOBO30YKICHHUIO
3TOU CUCTEMBL.

u,

¥ Ais

2 15 1 a5 O 1 15 2 2s ul

Puc. 2. Artpakrop, hopMupyIOmUiics Ha OCHOBE IPEAEIFHOTO UK
B npoctpaHcTBe coctostHuit HIAC ®XH

C nensto neranpHoro uccnenoBanud auHaMukn HIAC ®XH nmoctponM mo pe3ynbraTtaM pasioxke-
HHsl B MATPHYHBIN PsiJ] OriepaTopa 3Toit cucteMsl (35) a1eKkTpoHHy0 Moeib (puc. 3).

:

d

consth

st

b

Puc. 3. Simulik-monens HAC ®XH, nony4yeHHONH METOAOM MaTPHYHOM ICKOMITO3HUIIHN
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Ha puc. 4 arrpakropsr HIC ®XH, chopMupoBaHHBIE HA OCHOBE MPEIASITHHOTO ITUKJIA TIPH 3aaH-
HBIX BBIIIE TIApaMeTpax, MOCTPOCHBI HA OCHOBE HEMOCPEICTBCHHO YMCICHHOTO WHTETPHUPOBAHUS CH-
ctemsl (10) u MaTpuaHOTO paznoxenus (35).

T =
a) /
)

Puc. 4. Artpakropsr HAC ®XH, mocTpoeHHbIe HA OCHOBE MaTPUYHON
Jekomro3unu (a) u 6e3 ee ucronb3oBaHus (6)

HccnenyeM CKOpPOCTh M3MEHEHMs BO BPEMEHHM IIEPBOM KOMIIOHEHTHI V; BEKTOPHOM NEPEMEHHOU

G 3
VeR® anua HIC ®XH. CunresupoBaHHas SJIEKTPOHHAS MOJEIb JEMOHCTPUPYET Pa3sHOOOPA3HbIE
JUHAMHYECKHE PEKUMBI paboTel (puc. 5). CremoBaTreiabHO, COTIACHO PHC. 5 CKOPOCTh M3MEHCHHUS

. . . Lo 3
IIepBOil KOMIIOHEHTH! V, BekTopHOi mepemennoi V € R mas HAC OXH 3BOMIOLUOHUPYET TaKUM

00pa3oM, YTO BBIXO/IHBIE CUTHAIIBI OT KYOW4YeCKOro U KBaJpaTHYHOTO SIep, HAXO/SICh B MPOTHBOda3e,
YaCTUYHO KOMIEHCHPYIOT APYT APYyTra TOIBKO Ha OJJHOM MOJYIIEPHO/E, a Ha IPYTrOoM MOJTYTEePHOIe STH
K€ BBIXOJIHBIE CHI'HAJbl CHH(A3HO CKIAIbIBAIOTCS, YTOOBl CUHXPOHHO «IIPOTHUBOJECHCTBOBATEY BBI-
XOJJHOMY CHT'HAIIy OT JIMHEiHOro siapa (puc. 5, 6). TouHee, Ha OTHOM IOJYNIEPHOJE CUTHAIBI OT SIEP

2
BBICHINX MOPSAAKOB L(2341/I L(2328 CKJIIaJAbIBAIOTCA U YaCTUYHO KOMIICHCUPYIOT CUT'HAJ OT MCPBOTO SA1-

1 1 2
pa L(2>32’ a Ha JPyroM MOJYNEpHOe CHUTHANIbI OT siep HHU3IIHUX HOPSIAKOB L(zx)z u L(2><)4 CKJIa/IbIBAIOTCS

1 YaCTUYHO KOMIICHCUPYIOT CUTHAJI OT TPETHETO A/lpa L(S) 4TO B IIEJIOM MMPUBOJUT K CTa6I/IHI/ISaHI/II/I

2x8 ?
AMIUIUTY bl XaOTUYCCKOI'O IMponecca.

1

T RINC) W w®
AR VERNCE

a) 6)

Puc. 5. Buj CHrHAIIOB, MIOPOKICHHBIX KBAAPATUYHBIM L(ZZX) M KyOHYECKUM L(Zi)g sapamu (a)

U JIMHEHHBIM L(lez , kBazpaTuubiM LP , 1 kyGmaeckum L), sinpamu (6) B obmeit mogenu (35)

BO3HMKHOBEHUS Xa0THYECKUX BOJIHOBBIX IporeccoB B ciaoxHoi HIC ®XH
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I/ITaK, IIPUMCHCHUEC METOAA ManPI‘IHOﬁ JACKOMIIO3UIHNHA ITO3BOJIUJIO MOJYYUTh HOBBIC 3HAHUA O AU~
HaMHKE CHUCTCMBI (DXH, B YaCTHOCTH BBISIBUTH 3(1)(1)6KT CUHXPOHH3allM1 CUTHAJIOB C BBIXOJI0B YC€THBIX
1 HCYCTHBIX AACP. KpOMe TOro, YuUc€T B SHGKTpOHHOﬁ CXEMC (CM. puc. 3) JOIMOJHUTCIILHOI'O YIIpaBJid-

IOIIETO MapameTpa ul* OTKpPBIBACT HOBBIC BO3MOXXHOCTH JJIsl UCCIICIOBAHUS €€ AMHAMUKH. JleiicTBH-
TeJNbHO, TpHU UI = 1,942 908 996 nabmogaercss Ka4eCTBEHHO WHOW XaOTWYECKUH aTTPakTop B IPoO-
ctpanctie cocrosauit HIC ®XH (puc. 6), Hexenu npeacTaBieHHbli Ha puc. 4, a. IIpyuyrHa COCTOUT
B ToM, uto HJC ®XH npu 3anannsix mapamerpax a = 0,7, b =0,8, ¢ = 3,0 u u; =1,942 908 996
YIOBJIETBOPSIET BTOPOMY HEOOXOIMMOMY YCIOBHUIO HeycToiuuBOCTH (17a), NpUBOASIIEMY K HEpaBEH-
crtBaM vy, <0, o, >0, B, >0 B Mozenu Jlanzay.

Puc. 6. Xaoruueckuii arrpaxrop HJIC ®XH, nomxyueHHsIH
npu 3HaueHusx napamerpos b =0,8, c=3,0u u; =1,942 908 996

Ha puc. 6 BuaHo, uto nipu Habope mapametpoB b = 0,8, ¢ =3,0 u UI = 1,942 908 996 Bo3HUKaeT

ANEPUOINYECKUN PEKUM, aHAIIOTMYHBIN allepUOJUUECKOMY PEXUMY B XMMUYECKOW MOJIENIN PEaKIUU
benoycosa — JKabotuuckoro [9, 28].

I'paduiky MEpEMEHHBIX C BBIXOJOB JMHEWHOIO, KBQJAPATUYHOTO U KyOUYECKOro sifiep MPHU TeX Ke
3HAYCHUIX ApaMeTPOB MMOKa3aHbl HA puUC. 7.

Vo u® V& v u®

(3)

Puc. 7. Bus cHTHANOB, TOPOX/EHHBIX KBagpaTuanbiM LY, u kybuueckum LY, sapamu (a)

v muneitnsiv LY, | kpagpatuussi P, u kyGuueckum LY, agpamu (6) B obweii Moxemu (35)

2x8
BO3HMKHOBEHUS Xa0THYECKUX BOJIHOBBIX IIpolieccoB B cinoxHoi HIC OXH
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Curnaisl ¢ BbIX0/0B siep marpuaHoro pasnoxenus HAC ®XH (puc. 7, 6) neMoHCTpUPYIOT 00-
1Iee CBOMCTBO CIIOKHOW CHUCTEMBI B Xa0TUYECKOM PEXKHUME — CHHXPOHHOE «IIPOTUBOJICHCTBUEY HEIH-
HEHHBIX TPOIECCOB YCTHHIX W HEYETHBIX MOpsakoB [10]. Takum oOpa3oM, BBIYHUCIUTEIBHBIE JKCIIE-

PUMEHTBHI, TPOBOJIMMBIC TIPU JIBYX HAOOpax mapamMeTpoB UI =-045n uf =1,942 908 996, nokazanwu,

YTO B MEPBOM Cliydae HaOIIOMANICS MPeaeabHbIi UK (CM. puc. 4, @), a BO BTOPOM — XaOTHYECKHUI
arTpakTop (cM. puc. 6). MMeHHO XaoTWyeckas HIWHAMHKA ITOPOXKIAET CAaMOCHHXPOHH3AIHMIO
aBTOKOJicOaHuH kak akTop camoopranuzanun HJIC ®XH.

HpyruMu cioBaMu, IWHAMHKA CHCTEMBI pa3inyanach MPH Pa3HBIX yCIOBHUSX BO3HUKHOBEHUS He-
ycroitunBocTH (17) u (17a), uto BuaHO M3 rpauKOB HA pHUC. 5 U 7, T. €. IKCIIEPUMEHTAIILHBIE HCCIIe-

JOBaHHs ITOKAa3bIBAIOT CYHMICCTBEHHOC BJIMAHHUC BCJIMYMHBI U:L Ha JUHaAMHKYy CHUCTCMBI. PC3y1'ILTaTLI

KOMIBIOTEPHOTO MOJEIUPOBAHUS MOKAa3alv, YTO NPUMEHEHHE METOJa MAaTPUYHOW JEKOMIO3WULIUK
k cnoxkaoit HJIC ®XH mo3BosisieT moayyuTh HOBBIE TaHHBIE O €€ JUHAMUKE (B YaCTHOCTH, BBISBIICHA

3aBUCHMOCTH OT BCIHMYMHBI Ul ), a TaKKC OLCHHUTH BJIIMAHHC HCIUHEHHOCTEH BBICHINX MOPAAKOB Ha

Xa0THYECKUH PeXuM (PYHKIMOHHPOBAHUS CHCTEMBI, MposBIsitomeecs B dddekre caMoCHHXpOHM3a-
MM HEIMHEHHBIX aBTOKOJIeOaHUH C BEIXOJIOB sJIep YETHBIX U HEUCTHBIX TTOPSIIKOB.

3akarouenne. PazpaboTaHbl aHATUTHYCCKHEC W MMHTAIIMOHHBIC MOJIEIH BO3HHUKHOBEHHUS TIPOIIEC-
COB CaMOOpraHM3allid B aKTHBHBIX JJIEKTPOXHMMHYECKHX CpeAax, Mouaenupyembix ciaoxkaor HJIC
OXH [11, 16-18, 28], Ha ocHOBe Teopun MaTpuuHOi Aekommosuiwu A. M. Kpora [10, 21-26]. TIpo-
BeJCH HelMMHEWHBIM aHanu3 arrpakTopoB HIC ®XH Ha oCHOBE MAaTpHYHOIO psaa B IIPOCTPAHCTBE
coctosaumii. [TokaszaHo, 4To omepaTop cucTeMbl AuddepeHuanbHbIXx ypaBuennii ®XH mpencrabiser-
¢S IIOCPEICTBOM JIMHEHHOTO, KBAAPATHIHOT'O M KYOMYECKOr0 WICHOB MaTPHYHOTO psaaa. IlomydeHHbIe
YJIEHBI MATPUYHOTO PsJIa MOJIOKEHBI B OCHOBY MMUTALIMOHHOW MOJEJH, UCIIOJIBL30BaHHOM JIJIsi TIPOBE-
JIEHUsI BBIYUCIHUTEIBHBIX SKCIEPUMEHTOB. [1o pesynapTaTaM SKCIIEPUMEHTOB OINPEICICHBI 3HAYCHUS
YIIPABIIAIONIUX [apaMeTPOB, MPHU KOTOPHIX BO3ZHUKAIOT KBA3UIEPUOIUYECCKUNA U XaOTUYECKUM PEeXKH-
MBI, ¥ OCYILECTBJICH OU(ypKaIlMOHHBIN aHaIU3 BO3HUKHOBeHUs HeycTonunBocTH B HIIC ®XH. IIpo-
BEJICHHBIE UCCIEIOBAHUS MO3BOJWIM CAENATh BBIBOJ O TOM, YTO MPOLECC BOZHUKHOBEHUSI XaoTHYe-
CKUX aBTOKojeOanuii B akTtuBHOM cpege DOXH npu BBINOIHEHHH HEOOXOJAMMOrO YCIIOBHS
HeycroiuuBocTd (17) COOTBETCTBYET MOJEIN HadanbHOU TypOynaeHtHoctu JI. JI. Jlannmay, npuBoss-
el K KECTKOMY CaMOBO30YKICHHIO 3TOH CHUCTeMbl. OqHAKO MPH BBITOTHECHHH BTOPOTO HEOOXOIH-
MOTO YCJIOBHSI HeycTOH4YmBOCTH (17a) B cTaThe HAWACHO MOTOJHUTEIHHOE YCIOBHE BO3HUKHOBEHHS
Y DBOJIIOIMH XaO0TUYECKHUX BOJHOBBIX MPOIIECCOB IO CPaBHEHUIO ¢ MOoJebIo JIaHmay. DT0 MO3BOIMIO
YCTaHOBHUTH, YTO MPH XaoTHIecKoM pexnuMe dhyaknuonupoBanus HJIC ®XH Bo3nukaer sdekT ca-
MOCHHXPOHHU3AIIMU HEJIMHEWHBIX aBTOKOJIEOAHWI ¢ BBIXOJAa YETHBIX M HEUYETHBIX SJIEp MaTPHUYHOTO
pasnoxkenns. Takum oOpazom, npu poctwkernn HJIC ®XH xaoTtnueckoro pekumma HaOIr0maeTcst
CaMOCHHXPOHHM3AIUS aBTOKOJIEOaHUH Kak (hakTop caMoopraHu3aluy akTHBHOM cpeabl XH.
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Arperanusi 1 HHAEeKCHPOBaHHUE JAHHBIX HECKOJIbKHX
HCTOYHMKOB HA OCHOBe rpag)oBoii Mo/1eJId B 0a3aX JaHHBIX
MEIULMHCKUX IKCIHEPTHBIX CUCTEM

A. B. Kypouxkun®, B. C. Cagos

Benopyccruii cocyoapcmeennwiil ynueepcumem, Munck, berapycey
=E-mail: alex.v.kurochkin@gmail.com

Annoranus. [Ipobnema arperanuu nHGOpMaNUH SBISETCS OAHOW M3 KIIOYEBBIX NPH pa3paboTKe W BHEIAPEHUU
OKCIIEPTHBIX CUCTEM B MEIMIMHCKOI npakTuke. Kak mpasuio, oOmas nHpopManus o manueHre, a Takxke JaH-
HBIE O POBOJUMBIX OOCIIEJIOBAHUIX SBIISIOTCS YaCThIO HECKOJIBKUX Pa30OIIEHHBIX HH()OPMAIMOHHBIX CHCTEM,
B K&KIOH N3 KOTOPBIX HCIIOJIB3YETCSI CBOSI CXeMa NPEJICTaBIICHNs U XpaHeHus! nHpopMarmu. B pabore paccmar-
pHUBaeTCsl pelIeHHE MO arperanyuu AaHHBIX 00 0OCHIeNOBaHHMAX M TMAIMEHTaX B MEIUIMHCKHUX YYPEKACHHUIX
C MCTIOJIb30BAHUEM IIPEUIOKEHHOTO MeXaHu3Ma (pOpMasbHBIX MPOCKIMH, KOTOPHII MTO3BOJISET YHU(PHUIIMPOBATH
npoLecc U3BIEYSHUS NHYOPMALNK U3 PA3INYHBIX BUIOB UCTOYHUKOB. J{JIst TpencTaBineHus nHGOpMAIUK O Ta-
IIMEHTaX M OOCIENOBAaHMAX IpelyIaracTcs NMpUMEHEHHE rpadoBOW MOJEINH, CIIOCOOCTBYIONIEH ONTHMU3AINA
HOJZIEPKKH 3aIPOCOB M0 OTJAEIBHOMY MAaIEHTY M MO COBOKYITHOCTU MCTOPUYECKUX JAaHHBIX OTAEIBHOIO BHIA
obcnenoBanus. IToka3siBaeTcsl, UYTO TaKOE MPEJCTaBICHUE MOXKET ObITh HCIIOJIb30BAHO JUIA LIEHTPAIN30BaHHOM
00pabOTKN AaHHBIX PA3TNYHBIMU METOAAMHU HHTEIJIEKTYaIbHOTO aHAJIN3a.

KiroueBble cjioBa: arperanusi JaHHBIX, IpadoBble cXeMbl, rpadoBble 6a3bl JaHHBIX, MEAUIIMHCKHIE 0a3bl daH-
HBIX, MEUIIHHCKUE YKCTICPTHBIE CHCTEMBI

Jns nuTHpoBaHuA. Arperanus U MHICKCUPOBAHNE JaHHBIX HECKOJHKUX HCTOYHHKOB HA OCHOBE rpadoBoil Mo-
Jenn B 0a3ax JaHHBIX MEIUIMHCKUX dKcnepTHeIx cucteM / A. B. Kypoukun, B. C. Canos // Undopmaruka. —
2020. —T. 17, Ne 3. — C. 25-35. https://doi.org/10.37661/1816-0301-2020-17-3-25-35

Data aggregation and indexing support from multiple sources
using graph model in medical expert system databases
Aliaksandr V. Kurachkin™, Vasili S. Sadau

Belarusian State University, Minsk, Belarus
®E-mail: alex.v.kurochkin@gmail.com

Abstract. One of the key problems in developing and integrating expert systems for medical research is the
problem of data aggregation. Most of the times, general information about the patient and data about undergone
research procedures exist as part of several disconnected information systems, each using its own schema for
presenting and storing information. The paper proposes a solution to aggregate research and patient data in
medical establishments using formal projections mechanism, which allows to unify data extraction from separate
data sources. Graph-based patient and research record representation is introduced, which allows to support and
optimize complex queries for single patient and for a set of historical data from single research. Proposed
representation mechanism is also shown to be effective for centralized processing using various data mining and
intelligent analysis techniques.

Keywords: data aggregation, graph schemas, graph databases, medical databases, medical expert systems
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BBenenne. MequIMHCKHE SKCIIEPTHBIE CUCTEMBI HaXOAAT Bce Ooliee MIMPOKOE paclpoCTpaHeHHE
B Pa3MYHBIX OTPACIAX MEAWIUHCKON MPAaKTUKW, B TOM YHCIIE XpPaHEHHH M cOOpEe CTaTUCTHYECKON
UHQOpMaIUK, MOJAEPKKE AUATHOCTUKHU, a TAKXKE IUIAHUPOBAHWU TEPANeBTUYECKUX MEPONPHUSITHH.
[lo xapakTepy BXOIHBIX AaHHBIX MEIULMHCKUE HKCIEPTHBIE CUCTEMbI MOYKHO YCJIOBHO Pa3/elNTh Ha
CHCTEMBI, OCHOBBIBAIOIINECS HA TAaHHBIX, U CUCTEMBI, OCHOBBIBAIOIIMECS Ha MpaBwiax [1, 2].

[Ipobnema u3BIEUEHHST UCXOAHBIX AAHHBIX SBISIETCS KIFOUYEBOM KaK AJs 3KCIIEPTHBIX CHCTEM Ha
OCHOBE JJaHHBIX U TMOPUAHBIX CHCTEM, TaK U JJI1 CUCTEM Ha OCHOBE IpaBwil. Bo MHOruX ciydasx uc-
XOJHbIE JaHHBIE JUI 0O0YYEHHUSI CUCTEM Ha OCHOBE JaHHBIX, a TaKXKe JUISA UCIOJB30BAHUSI B KaUeCTBE
BXOJIHBIX B CHCTEMaX Ha OCHOBE MPaBUJI MPEJACTaBICHBI Pa300MICHHBIMU UcTOUHUKaMU [3]. Kaxmbrit
U3 UCTOYHUKOB MOYKET MPENOCTaBIATh CBOM MEXaHU3M AOCTyIa K JaHHBIM (UTeHHe U3 ¢ailoBoil cu-
CTEMBI, NPSIMOE TOAKIIOYEHHE M HCIIOJIb30BaHUE SI3bIKA 3alIPOCOB HEKOTOPOM CHCTEMbI YIPABJICHUS
6azamu nannbix (CYB/I), u3Bneuenne naHHbIX 13 cepBucoB nocpenctBoM REST API, pasnuunbie BU-
Ibl IPOTPaMMHBIX HMHTEpdercoB noctyna u T. 1.). Kpome Toro, B MEOIUIMHCKONW NPAaKTHUKE YacTO
HaOIOJaeTCs 3HAYUTENbHOE Pa3sHOOOpa3ue HHCTPYMEHTOB 0 XpaHEHHUI0 U 00paboTke nHpOpMaIrun
0 MaIMeHTax W OTHACNbHBIX OOCIIEOBAaHHUAX, TaK KaK MHOXKECTBO MPOTrPaMMHBIX PEUICHWH pacmpo-
CTpaHsIETCs] COBMECTHO C MEIUIIMHCKUM O0OPYAOBAaHHEM U HE MOJICPKUBAET aBTOMATHYECKYIO HHTE-
Tpalyio ¢ NEHTPAJIM30BaHHON 0a30i maHHbIX. Hampumep, MHOrMe ammapartsl Ui IPOBEICHUS TOMO-
rpaduuecKoro o0CeIOBaHUs MOJIPa3yMEBAlOT BBITPY3KY JaHHBIX TOJBKO Ha JIa3epHBIC KOMIIAKT-
nmucku B popmate DICOM.

B kauectBe pemeHus mpo0OaeMbl U3BJICUCHHU UCXOIHBIX JAHHBIX B pa0OTE MpeiaraeTcs aropuTM
arperanyy MH(GOpMaIMU U3 Pa3IMIHbIX HICTOYHUKOB C TOMOIIbIO MEXaHN3Ma (POpMaNIbHBIX TPOESKLH,
OCHOBAHHBIN Ha aJalTUPOBAHWU MH(OPMAIMH U3 Pa3IMYHBIX KICTOYHUKOB B CTPOTYIO rpad)oBYIO CXe-
MY M HOAJEPKHUBAIOLINA MMIEPATUBHBIA (B BHIE MOCIEIOBATENIBHOCTH KOMAaHA) U JEKIapaTUBHBIN
(B BUIE omucaHus) CTHIIb 33/IaHUSI CaMOT'o Ipollecca NPOeKUUHU pa3HbIX GopmaToB nHpopmanuu. Ta-
KO€ TIpe/ICTaBlICHHUE MPUOIMKEHO K CEMaHTHUECKOMY Tpady U OTKPBIBAET JIOTMOJHUTEIBHBIE BOZMOXK-
HOCTH JUTsl MHTEPOTIepadeIbHOTO B3aMMOICHCTBHS B CHCTEMAaX aHalIM3a HHQOpMAIInH.

I'padoBast Mogenb JaHHBIX AJ1s1 00pa0OTKH pe3yIbTATOB MeAUIUHCKUX 00ciaenoBanmii. ['pa-
(oBbBIC MOJIENIN JAHHBIX OCHOBAHBI HA MIPE/ICTABICHUH BCEX CYITHOCTEH W CBS3EH, HAXOSIIUXCS B CHU-
cTeMe, B BUJIC BEPIIMH U pedep HEKOTOPOro OPUEHTUPOBAHHOTO MynbTHIpada. B rpadoBbix Momensax
CYLIHOCTH, COOTBETCTBYIOILIME BEpIIMHAM T'pada, U CYIIHOCTH, COOTBETCTBYIOIIUE pedpam rpada, sB-
JSIIOTCA B 00ILEM BHZE paBHONpPaBHbIMU. CYIIHOCTH, aCCOLMHUPYIOLINECS C BEPLUIMHAMHU, 33al0T MH-
(dhopMaIio 0 HEKOTOPOM OOBEKTE, a CYIIHOCTH, aCCOLMUPYIOIIHUECs ¢ pedpamu, — uHGOpMaIHoo 00
OTHOIIEHHWH, B KOTOPOM CYIIHOCTH B BEpIIMHAX HAaXOAATCS APYr OTHOCUTENbHO apyra. Ilockonbky
MOJIeJIb OCHOBaHa Ha MYJIbTUTpade, BCe OTHOIIECHHUS MEXy y3JIlaMH B TEPMUHAX PEJISIIUOHHON anre0-
pBI IO OTNPEETICHUIO SBISIFOTCS OTHOIIEHUSMH THIIA «MHOTOE KO MHOTOMY». Ilpu 3TOM pebpa, kak
W y3JIbI, MOTYT COZIEPKaTh B cebe HEKOTOPYIO CKAUIPHYIO HH(pOpMAIHio B aTpuOyTax ¢ GUKCUPOBaH-
HOI WJIM IPOU3BOJILHOM cxemol [4].

Bonee dhopmanpao 00b14HEI Tpad G mpencrasmnser coboit koptexk (V, E), cocrosimuii u3 MHOXKE-
cTBa BepiiuH V 1 MHOecTBa pedep E < V x V. I'padoBas cxema TaHHBIX S MOKET OBITh 3a/laHa B BU-
Jie MoJiesin rpada ¢ MeTKaMy M CBOMCTBaMHM, KOTOPasl 33]Ja€TCsl COBOKYITHOCTBIO MHOKECTB

S=(V,E, L, IV’IE’K1W’R/’pE)’ 1)

. L . L
e L — muoxectso metok; |, 'V — 2" u . 1 E — 2" — gynkumn BoraucieHns METOK Kak MOAMHO-
»KecTBa MHOXKecTBa L jurst BepmuH u pedbep cooTBeTcTBeHHO, K — MHOXKECTBO Kitouel (Ha3BaHUM)

o o o . KxW . KxW
cBoiictB; W — MHOXecTBO 3HaueHui cBoiicts; P, (V — 2" u pg i E — 27" — dynkuuu, crass-

ume B coorBercTBHe BepmmHaMm V, €V u pebpam € € E Hexoropoe mHOMecTBO map «kiod —
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X
snauenne» {(K, W)}, k €K, W, eW, a 2" ucnonssyercst anst 0603Ha4eHHs MHOKECTBA BCEX

MOIMHOKECTB (OyJieana) M3BECTHOrO MHOXecTBa X. MeTKH TO3BOJISIOT BBECTH MOHATHS THITA pedpa
W THTIA BEPIIUHbI, KaK TPABHIIO, YKA3bIBAIOIIETO HA TUIT TOMEHHOH CYITHOCTH, KOTOPBIH COOTBETCTBY-
€T ATOW BepIIMHE Wiu peOpy B TpadoBoii cxeme. METKM MOTYT NMPUMEHSATHCSA IS TPYMIIHPOBKH
Y BBITIOJIHEHUS 3aIPOCOB 0€3 MPUBSI3KKA K KOHKPETHOMY BXOJHOMY Y31y rpada. CroiicTBa MOACTUPY-
IOTCSl B BUJIC TMAp «KIIOY — 3HAYCHUE» M UCIONB3YIOTCS JIJISl MPEJCTaBIeHUs] aTpuOyToB rpadoBoit

cxembl. [Ipi 5TOM MOHO JOTIONHUTENBHO BBECTH CBsI3b KOHKpeTHOH MeTku |, € L Bepumusl nin pe6-

paco cxeMou anI/I6yTOB, COOTBGTCTByIOHIefI I[aHHOI‘/'I BCPIIMHC WIN pe6py, C IOMOLIBIO IMPOCKIINU BHJA
. KxV
S (1)L —> 2% @)

Xots npoexius (2) He SBIsAeTCA 00s13aTeNbHON 1S 3a0aHus rpadoBoil cxeMsl naHHBIX B Buje (1),
Ha MpaKTHKe MH(POPMALIUS O HANWYUU ONPEACICHHBIX aTpUOYTOB, UX TUIE U OTPAHUYCHUSX YKE U3-
BECTHA M 3a/1a€TCS METAMOJEIbIO JaHHBIX, IO3TOMY TaKasl MPOCKIIHs MOXKET UCTIOJIb30BAThCS JIOTIOJI-
HUTEJIBHO [UIA BBEACHUS TUIM3ALUHI U3 METaMO/JICNIU B ITOJYUCHHYIO CXEMY U Ul YIIPOIIEHHs JOCTyIa
K 3TOH cXeMe ¢ MPUMEHEHUEM POrpaMMHBIX HHTEpP(EHCOB.

[Tpu 06paboTKe AaHHBIX MEAUIUHCKUX CHCTEM Pa3InvHbIe BUbI 00CIETOBAaHUN TPEOYIOT pa3HOTO
NPEACTABICHUs, a CaMO NPEACTaBJICHUE JAHHBIX 00 00CIEeIOBAaHMM OIPENESeTCsS HCIOIb3yEMbIMU
anmapaTHBIMU M MPOrPaMMHBIMH CPEICTBAMHU IUArHOCTHKH. MOXXHO BBIAEIHMTH JIBE OCHOBHBIE CO-
CTaBISIIONINE C TOYKU 3pEHUS] POPMUPOBAHHS BHIOOPOK, OTHOCHUTEIBHO KOTOPBIX JOJDKHA CTPOUTHCS
UTOTOBasl CXeMa: OTHOCUTEIBHO MAalleHTa U OTHOCUTEIBHO oOcienoBaHusl. BeIOOpKkH OTHOCHTEIHHO
MAIMeHTa MoIpa3yMeBatoT paboTy C OTAETFHON MEANIIMHCKON KapTOH U UCTOPHEH OOJe3HH MalrneHTa
¢ arperanueil ”HPOPMaIUK 10 PA3TUYHBIM BHUIaM o0cienoBaHuii. BEIOOpKH OTHOCHTENBHO 00cieno-
BaHUsI MOJJPa3yMEBalOT arperamuio pe3yabTaToB 00CIETOBAaHUN M COOTBETCTBYIOIINX JAUArHO30B WIIH
MCXOJIOB T10 BCEH COBOKYITHOCTH MAaIlMEHTOB, KOTOPbIE MPOXOAMIN 3TOT BUJ o0cnenoBanus. B mepsom
ciydae BBIOOpKA OCYIECTBISIETCS JUIsl OKa3aHUsl MEAMIUHCKUX YCIYT OTJENFHOMY Maluenty u Gop-
MHUPOBaHUS OOIIETO TPEACTABICHHUS O KIMHUYECKOW KapTHHE C TeueHHEeM BpeMeHH. Bo BTopom ciy-
yae BBIOOpKa OCYILIECTBISIETCS ISl CTATHCTUUECKOTO aHAJIN3a 10 HEKOTOPOH KOHKPETHOM MATONOTUH
WIN KOHKPETHOMY BUAY 00CJIe€IOBaHUs ISl BHIBOJA HOBBIX HAOJNIOJACHUH 10 BCEMY 00BEMY aHHOTO
WCCIIEIOBAHUS, a TakKe sl pa3pabOTKH U TECTUPOBAHUS MEAUIUHCKUX IKCIIEPTHBIX CHCTEM H CH-
CTEeM TIOJIJICPXKKH MPUHATHUS PEIISHUH 110 KOHKPETHOMY BUIy oOcienoBanus [5].

Arperanusi uHpopMauuMu B MeIMUMHCKUX CHCTEMaxX € HCNOJIb30BaHUEeM MexaHu3ma d¢op-
MaJbHBIX Mpoeknmii. Kak yxe yrmoMuHanoch, OJHIMH U3 KIIIOUEBBIX 0COOEHHOCTEW cOopa mHDOp-
MalMyd B MEIWUIMHCKUAX CHCTEMax SBISIOTCS Pa3HOPOJHOCTh M PAa3HOILIAHOBOCTh MCTOYHUKOB JaH-
HBIX, CHCTEM 00pabOTKM M AONTOBPEMEHHOro xpaHeHus mHGopmanmu. B 3Tol cBsA3u ans opraHu-
3alUHU LEHTPAIU30BaHHON 00paboTKN TpebyeTcsi BBEACHUE AONOIHUTENHFHOIO MEXaHU3Ma Mpeodpa-
30BaHMS JAHHBIX W3 TPOHU3BOJILHOTO BUJIA, KOTOPBIA UCIIONB3YETCSl B CYNIECTBYIONUX POTPAMMHBIX
Y anmnapaTHBIX PEIEHHUAX, B TOT BHI, KOTOPBIA ObUT OBl YZ0OEH Ui LeHTPAIN30BaHHONW CTaTHCTHUYE-
CKOM 00paOOTKH, MHIEKCUPOBAHUS U IOAIEPKKHU MPOU3BOJILHBIX 3aIIPOCOB.

OCHOBHOH CJI0)KHOCTBIO TIOCTPOEHHSI YHUBEPCAILHOTO MEXaHU3Ma arperaiyy JJaHHBIX U3 Pa3iind-
HBIX KICTOYHHUKOB SIBIISIETCS] TOT (DAKT, YTO KOHEUHBIE CXEMBbI JAHHBIX B K&XKJIOM M3 TAaKUX UCTOYHHKOB
MOTYT 3HAQUUTENBHO OTIMYAThCS HE TOJBKO MPHUCYTCTBYIOLIMMH B HUX CYIIHOCTSIMH, aTpuOyTaMu
U CBAI3SMH, HO U CAMHM TIOJIXO/IOM K OpraHH3alliy JaHHBIX B 11e1oM (puc. 1).

Annapamuvie cucmemot 6e3 cobcmeen020 Xpanuauuia OOBITHO MPEACTABISIIOT COO00H HEKOTOPYIO
€AMHUILY JAUATHOCTUYECKOTO 000pYJOBaHUs JUIS MPOBEACHUS CIECHUATM3UPOBAaHHOIO 00CIEI0BaHNU,
KOTOpasi CBSI3BIBACTCS C TIEPCOHAIBHBIM KOMIIBIOTEPOM IO HEKOTOPOMY MPONPUETAPHOMY MPOTOKOILY
YPOBHS JipaiiBepa U MO3BOJISIET (HANPSMYIO MM ¢ TIOMOIIBI0 KOMIUIEKTHOTO MPOrpaMMHOT0 obecrie-
YEeHHUs) BBITPY)KaTh Pe3ynbTaThl B (AMIOBYIO CHCTEMY KOMIIBIOTEPAa B HEKOTOPOM (UKCHPOBAHHOM
¢dopmare. Takue cUCTEMBI UMEIOT Psii OCOOEHHOCTEH MpH MPOrpaMMHOM AOCTYIE K JaHHBIM, I10-
CKOJIBKY (pOpMaT ISl BBITPY3KH MH(POPMAINY, KaK [IPAaBUIIO, SIBJISIETCSA MPOIPUETAPHBIM U €r0 UHTEP-
IpeTanys MOXeT ObITh 3aTpyAHEHA.
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Annapamuvie cucmemvl ¢ COOCMBEHHbIM XpaHUIUWeM TIPEACTABISIIOT COOOW HHTETPHPOBAHHOE
arnmapaTHOE JUArHOCTUYECKOE PEIIEHUE C BCTPOCHHBIM MJIH TOJIKIIOUEHHBIM KOMIIBIOTEPOM, Ha KOTO-
POM YCTaHOBJICHO CIIEHUATU3UPOBAHHOE MPOrpaMMHOE obecrieueHne, Mo3Bosoniee paboTaTs ¢ JaH-
HBIMH, TIOTY9aeMbIMH C 000PYAOBaHUs, a TAK)Ke XPAaHUTh UCTOPHUECKYIO HH()OPMAITUIO O TIPOBEICH-
HBIX 00CIICZIOBaHUSAX.

Basbl sxypHanoB obcreoBanuii 6e3 Jluarnoctuueckoe Jluarnoctuueckoe [enpanisosasse
MHTETPalMH B IIEHTPAJIM30BaHHY 10 000py 1oBaHHE ¢ COOCTBEHHBIM obopy oBaHKe 6e3 P
MHTETPUPOBAHHBIC 0a3bl JAHHBIX
cHucTeMy XpaHHIHIIEM COOCTBEHHOTO XpaHHIIMIIA

LleHTpanu30BaHHOE XPAHUITHILIE C
rpadoBoii cxemoit

Puc. 1. CprKTypHaH CX€Ma arperanvu JaHHbIX U3 pa3JIMYHbIX TUIIOB
MEIUIMHCKUX CUCTEM B LIECHTPAJIU30BAHHOC XpaHUJIUIIE C Fpad)OBOﬁ CcXeMou

ba3zvl oanneix unu scypHansvlt obcredosanuti 6e3 unmezpayuu 8 YeHmpaisHylo cucmemy SBISIOTCS
HauOoJiee pacrpoOCTPaHEHHBIM BUIOM XPAaHEHMS HCTOPUYECKHUX JAHHBIX O MPOBOAUMBIX 00CIen0Ba-
HUsIX. Takue cucTeMbl MOTYT OBITH MpENCTaBICHBI 0a301 JaHHBIX WM CBOJHOM TaOJMIEH, KoTopas
3aIOJIHSETCSl BPYUYHYIO CIIELHAINCTOM, MPOBOAAIINM oOcieqoBaHue. [ 3THX CHCTEM XapaKTEpHO
HaJINYUE CTPOrOH CXEMBbI, BAPHATUBHOCTH B ONMCAHWH OJHOTHIIHBIX JAHHBIX JaXK€ C YUYETOM HUMEIO-
HIeHCsT CXeMbl U3-3a OIIMOOK M BBOJUMBIX YCIOBHBIX OOO3HAUEHHH, a TaKkkKe, B HEKOTOPBIX CIIydasX,
JIEHOPMAJIN30BAHHON CTPYKTYPBI.

Llenmpanuzosannvie unmezpuposanuvie 6a3bl OAHHBLIX MEOUYUHCKO20 YYpedcOeHUs TIPEIICTABIISIOT
co0OH eMHYI0 CHCTEMY yueTa NalMeHTOB B paMKaX KOHKPETHOIO MEIMLMHCKOTO yupexaeHus (Kap-
TOYKH, UCTOPUU OOJNE3HEW U T. I1.) B BUJIE CEPBEPHOTO MPHIIOKEHHUS, MOJKIIOUYEHHE K KOTOPOMY MO-
JKET OCYIIECTBIISATHCS C IOMOIIbIO KIIMEHTCKUX MPUIOKEHHUH Ha pabounx MecTax crenuanucToB. Kak
NPaBUIIO, B PaMKax MEAWLMHCKOTO YUPEKACHHUS pa3BopauyuBacTcsi He Ooiee OHOM CUCTEMBI TaKOro
tuna. KpoMe Toro, Takue CUCTEMBI UMEKOT CTPOTYHO CXEMY M IPEIOCTABIISIIOT JOCTATOYHO MPOCTOM
KIIMEHTCKHUI MPOrpaMMHBINA HHTEpQENc, KOTOPBIH 3HAYUTENHFHO 00JIerdaeT JOCTYI K YTEHHUIO C JII000-
IO y311a, IIOJKIIFOUEHHOT'O K CEPBEPY.

Kaxnplii n3 BUI0B HHPOPMALMOHHBIX CUCTEM TpeOyeT OTAENbHOrO MOAXO0Ja K M3BJICUCHHIO JaH-
HBIX JUIS MX JaITbHEHIero ucrnonb3oBanus B rpadoBoii cxeme. UToObl ynpocTUTh 3a7auy arperanuu
JIAHHBIX 00 OJIHUX U TeX K& 00BEKTaX B PA3IUYHBIX YACTSIX MEAUIMHCKUAX CHCTEM, MpeiaraeTcs uc-
N0JIb30BaTh MeXaHu3M (opManbHBIX Tpoekuuii [6]. Ha puc. 2 npencrasnena 0yiok-cxema ajaropurMa
arperaiuy WHQOpPMAIIMK C UCIIOJIL30BaHHEM (POpPMANBLHBIX MPOCKIHMA. B OCHOBE Mpe/yIoKEHHOTO a-
TOpHTMA JISKUT METaMOJIeTh — OIHCATEIbHOE MPEJICTABICHUE OTAEIBHBIX THIIOB BBIXOJHOW WHQOP-
Mallly, 10 KOTOPOH B abHeHIeM BhIToNHAeTCs GopManibHast mpoeKius. OCOOEHHOCTBIO alropuT™Ma
ABJIsieTCS 3a1aHie MoAuduKanuii rpagoBoil CXeMbl B BUAE TOCIEA0BATEILHOCTH KOMaH/I B JIeKiIapa-
THBHOM CTHWJIE, YTO MO3BOJISIET NMPEJOCTABIIATh PEATN3AlNN CaMUX MOAN(HUKALNA HE3aBUCHMO OT HX
ONHMCaHus. ANTOPUTM TeHEpPaluy TaKOH IMOCIIEI0BATENbHOCTH KOMaH/ ¢ TOMOIIBIO JOPMaIbHOM Mpo-
eKLUH [TOKa3aH Ha puc. 3.
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(hopMaIbHON IPOEKINH
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MOCITeIOBATEIBHOCTH
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3anucatk KoManas! u3 Q B
HOCTIeI0BATEIEHOCTD COOBITHIA

|

OOHOBUTH COCTOSIHUE
MPECTaBICHUS

Puc. 2. AJIFOpPITM HU3BJICUCHUA I/IHq;)OpMaIII/II/I U3 OTACIIBHOI'O HCTOYHHUKA JJIA 0OHOBJIEHHS
HEHTPAIMU30BAHHOI'O COCTOSAHUA MPEACTABJICHUS C UCITOJIb30BAHUEM q)OpMaHI)HI)IX HpOeKIII/Iﬁ
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¢ BepnyTh mycToii BekTOp
BBIXOAHBIX JTAHHBIX

CdopMupoBaTh BEKTOP BBIXOIHBIX
nanseix ({k, w})

y |

A

BepnyTs BexTOp
BBIXOJIHBIX JTaHHBIX

({k, w})

Y

<
<

Puc. 3. AIIFOpI/ITM (i)OpMaHBHOfI MPOCKIHHU — I€HEPAllUU BEKTOPA BBIXOAHBIX JAHHBIX 110 METAMOACIN
Ha OCHOBAaHUH I/IMS}O[I.[BP’ICS[ B CUCTEMC I/IH(I)OpMaLU/lI/I B 3aBUCUMOCTHU OT BH/Jla €€ XpaHUJIMIIIa

ITox popmanbHOM MpoeKIMel Moapa3yMeBaeTcs MPoleAypa MPOU3BOJILHOTO BHIA, MPEICTABICH-
Has B BUJC MPOrpaMMbl WK COCHAPU, KOTOpas IO 3aIlipoCy IMMO3BOJIACT IMPUHATE JaHHBIC N3 KOHKPET-
HOHM CHCTEMBI, OTHOCSUIECHCS K OJAHOMY M3 OIMCAHHBIX THUIIOB, U CT€HEPUPOBATH O 3TUM JAHHBIM
HA0Op JEKIIAPATUBHBIX OMUCAHUN ONeparuil MoubUKaIui HHPOPMAIIHH B paMKaX rpadoBoil cXeMbI
0 HEKOTOPO# HavambHOM BpeMeHHOW MeTKe. I1o cyTH, momoOHBIN CIIeHapUil WM MpoIeaypa Ipe-
CTaBJISIFOT COOOM CIMHUYHYIO MPOCKIIHMIO JJII KOHKPETHONH MH(DPOPMAIIMOHHON CUCTEMBI, TTO3TOMY MPH
HATMYUHM Ha0Opa TaKUX MPOSKIUH UTOTOBEIM HA0Op MHCTPYKIUU IS aKTyallu3aluu Tpad)oBOH CXEMBI
SIBIISICTCSl CBEPTKOM 1O 3TUM IpoeKIusM. bonee ctporo dopmanbHasi MPOEKIUS MOXKET ObITh Tpe-
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crasiieHa B Bune pynkuuu P: X — {0}, rae X — MHOXKECTBO BCEX BO3MOYKHBIX JIAHHBIX B HH(OpMAIIH-
OHHOW CHCTEeME B UCXOJHOM Buje, 0; € O — onucanue onepanuu mo Moaudukayu rpadoBoil CXeMbl.
COop uH(popMaIuu OCYIIECTRISICTCA B JIBa dTamna: Mpoekiuei (map) s GpopMupoBaHus omnepaiuit
U cBepTKO# (reduce) uis ux BBIMOJHEHHUs — aHaaorn4Ho anroputmy MapReduce [4, 6]. Kaxaas ore-

pats Oj, B CBOIO O4epe/ib, MO3BOJSIET 3a1aBaTh ONCPALIHIO YAATICHHS WIN CO3aHus Bepiunusl V, €V,
yJaneHus uiin cosnanus pebpa € € E , sananus wim ynanenust metku | € L, ynanenns atpubyra no
sHauennio kmoua K. € K wimm momudukaumm arpubyra mo wmouy K, € K u HoBomy 3Haue-

o W, €W . Mouduxanus camoit cxeMbl IIPeCTaBICHa B BHIE OIEpaTopa

f.:(S{o})—>S. A3)

CMBICIT oniepaTopa MOJUQUKAIIMK CXeMbl (3) 3aKIII0YaeTCs B TeHEpaIlii €€ HOBOTO MPEACTABICHHUS
B COOTBETCTBHH C Ha0OPOM OMHCaHWi omnepanuii mo Moaudukanuu. OnepaTop SBISIETCA THHEHHBIM
OTHOCHUTENBFHO Ofepaluy 00beAMHEHU MHOKeCTB onepanuit O.

Kak mokazaHo Ha puc. 3, GopmalbHble TPOCKINN PEATH3YIOTCS Pa3IMYHBIME cIIocoOamMu s pas-
HBIX BUJIOB XPaHWIHII B UCXOTHBIX cucTeMax. [y annmapaTHeIX cucTeM 0e3 COOCTBEHHOTO XPaHUIH-
112 IPOEKLUHU OCYLIECTBISIIOTCA HA OCHOBAaHUHM HEKOTOPOT'O MPEACTaBICHUs (KakK MpaBuio, (haiioBo-
ro) mo pesyinbTaram oOcnemoBanus. [lpu paboTe ¢ cucTeMaMu C COOCTBEHHBIM XPaHUIUILEM
Y MHTETPUPOBAHHBIMHU CUCTEMaMHM MPOEKIMS MOXKET OCYIICCTBIISATh BBIOOPKY O JaHHBIM M3 XpaHH-
JMI 3THX CHUCTEM, a TAKKE CHHXPOHM3MPOBATHCS C COOCTBEHHBIM XPAHWJIMIIEM I10 PACIHCAHMIO.
Kpome Toro, ecnu cructema MoJAEPKUBACT YBEAOMIICHHS O MOAUGDUKAINH, CHHXPOHHU3ALUS MOXKET
ObITh MHUIIMUpPOBaHA UMU. [Ipu paboTe ¢ 6a3zamu JaHHBIX WU XKypHAIaMu 00CIIeJOBaHUH OJTHUM W3
BapUAaHTOB OpPraHU3alUy NPOEKLUUH SBISETCS NpeaocTaBieHne uHTepdeiica A1 BBOJA JaHHBIX CIIe-
LIUAJICTOM, IIPOBOJASAIINM 00CIIEIOBAHHE.

OcHoBHBIE cocTaBJsA0IMe TPadgoBoii cxeMbl /151 00pad0TKHU Pe3yJbTATOB MEAUIMHCKHUX M C-
ciaenoBaHuii. cnonp3oBanue rpadoBeIX MOAEEH NMPH NPOSKTUPOBAHUU CXEMBbl XPAaHEHUS JaHHBIX
IUTS METMIIMHCKUX CUCTEM OOOCHOBBIBAETCS CIIEIYIOLIMMHU OOCTOSTEIbCTBAMMU:

1. B kauectBe BEpIIMH B MOJC/IHN IMpPEAIaractCsa BBOAUTH Y3Jibl, COOTBCTCTBYIOUINE ITallUCHTAaM,
W y3J1bI, COOTBETCTBYIOIINE KAaKMM-IIMOO BUAaM oOcienoBanus. [Ipu Takoil opraHu3aluy JaHHBIX pe-
Opa, cBSI3BIBAIOIINE Y3€J1 KOHKPETHOrO MAMEeHTa C Y3JI0M OIPEJesIeHHOr0 BUa 00CeI0BaHus, pe-
CTaBJISFOT COOO0 MPOTOKOJI MPOXOXKACHHS OTACIBHBIM IMAIIMEHTOM JaHHOTO BHJIa 00CIICIOBAHUS.

2. IIpu pabote ¢ maneHTaMH YA00HO B Ka4eCTBE BXOJIHOW TOYKH HCIIOJIL30BATH y3€ll, COOTBET-
CTBYIOIIMH KOHKPETHOMY IaLMEHTY. NMPH 00X0A€ TOJIBKO pedep COOTBETCTBYIOIIEIO y3ia OyaeT 1o-
CTynHa HH(pOpManus O BCeX MPOTOKOJIaX 00CIIEA0BaHMS STOTO HNallMeHTa BHE 3aBUCUMOCTH OT UX BHU-
na. Takoe mpeacTariaeHne yaA00HO I IPOCMOTpa 001Iel HCTOPUN OOJIE3HH U MOYKET HCIIOTH30BATHCS
JUTSI TOCTAHOBKH KOMIIEKCHOTO TUarHo3a.

3. Ilpn paboTe ¢ KOHKPETHBIM AWArHOCTUYECKHM OOOPYIOBaHMEM MM KOHKPETHOW O0JIACTHIO Me-
JIMIIMHCKOW JMAarHOCTUKH B KAYECTBE BXOJHOM TOUKHU MOXKET MCIIOJIb30BAThCS y3€Jl, COOTBETCTBYIOIIUI
ofpeJielleHHOMY BUAy oOcienoBaHus. Takoe MmpeacTaBiIeHne YA00HO IS MCCIeI0BaHU B paMKax KOH-
KpPETHOTO 3a0oiieBaHMsl WM OOJNACTW JAWArHOCTUKU Uil cOopa CTaTUCTHYECKOH HH(pOpManuu
0 pe3ysbTaTax MPOBOJUMOTO 00CIIeIOBaHUS, YCTAHOBIECHUS 3aBUCUMOCTEH, POBEPKH CTATUCTHUIECKUX
THUIIOTE3 U pa3pa60TKH CHUCTEM MOAACPIKKHU IMPUHATUA peIHeHI/Iﬁ Ha OCHOBAHUHN MUCTOPUYCCKUX JaHHBIX.

CxeMa JaHHBIX MOXKET ObITh KOHKPETHU3MPOBaHa TUITU3ALMEH AT Y3JI0B, COOTBETCTBYIOIUX MallH-
€HTaM, a TaKKe ISl CBSA3EH Kak MPOM3BOJBHOIO, TAK M KOHKPETHOro Tumna odcnenoBanus. [lpumep
0a3bl JJAHHBIX, PEATM30BaHHON MO OMMCaHHON TpadoBOl cxeMe W BHU3YalM3UPOBAHHOW C ITOMOIIBIO
CYB/] Neodj [7], noka3an Ha puc. 4. Ha npeacraBieHHON cXxeMe BbIJICICHO TPH TUIIA Y3JIOB: HAIMEHT,
oOcieoBaHMe U Bpad — M JBa TUIA CBSA3EH: MPOTOKOJI 00CIEOBAaHMS KaK CBA3b MEXIY MalMEHTOM
U 00CJIeIOBaHUEM U CIIEIMaIM3alus Bpada Kak CBA3b MEXIy BpauoM M obOcinenosanueM. Ilpu stom
CBSI3U, COOTBETCTBYIOIIME NIPOTOKOJIAM OOCIIEI0BAHUS, UMEIOT HEKOTOPYIO COBOKYITHOCTH 000OIIECH-
HBIX aTpuOyTOB (HampuMmep, JaTy NPOBEJCHUs 00CIEI0BAHNUS) U PA3IUUHBIE CXEMBI B 3aBUCUMOCTH OT
neneBoro odcnenoBanus. B gactHOCTH, AN 00CiIeqOBaHMsI, COOTBETCTBYIOIETO ONTHYECKOH Kore-



32 Informatics, 2020, vol. 17, no. 3, pp. 25-35

peHTHOI ToMorpadun, B IPOTOKOJIE MOTYT yKa3bIBaThCA Pa3IMYHbIE U3MEPEeHHBIE (DYHKITMOHAIHHEBIE
nokazatenud. Kpome TOro, KOJIMuecTBO CBS3EH Takke HE OTPAHUYCHO, TaK KaK MOJENb MPEICTaBIsET
co0oit MmynbTUTpad. ITO 03HAYAET, YTO MOKHO CO3/IaBaTh HECKOIBKO OTACIBHBIX IPOTOKOJIOB OJTHOTO
U TOTO € 00CIIeI0BaHuUs OJJHOTO M TOTO K€ manuenTta (Hampumep, Kak MoKa3aHo Ha puc. 4) u 3amu-
CHIBaTh B OT/ICJIBHBIC MPOTOKOJBI PE3YJIbTAaThl ONTHYCCKONW KOTEPEHTHOUM TOMOrpaduu Ul MpaBoro
U JIEBOTO IJa3a.

[[acTpoango-
cKonus Obcnenosanme ot 10.04.2020
o
Q%‘}Q{L
P
0‘(
\J\G
e
i\e@'oe'a rLQrLQ
o . o
o
‘J\a
oefb\’\
o«

Obcnenosanwue ot 06.05.2020

Puc. 4. Hanmonmenue rpadoBoii cxeMbl i1t 00pabOTKU pe3yabTaTOB MEIULIUHCKUX 00CIIeI0BaHHI
JUIS IBYX TTAI[MEHTOB, IBYX Pa3IMYHBIX BUIOB 00CIEIOBAHUS U YETHIPEX MPOTOKOJIOB 00CIIeI0BaHMI

KittoueBoit 0COOEHHOCTRIO MPEIOKESHHON CXEMBI SIBJIIETCS IPOCTOTa 00X0/1a MOIYYSHHOTO Tpada
JUTSI U3BJICYCHHSI COOTBETCTBYIOIICH MH(OPMAIIMHU O TAIIMEHTE W 00CICI0BaHUIX.

CpaBHUTENbHAS XapaKTEPUCTHKA MPEIJIOKESHHON TpaoBOi MOJIENH M aHAJIOTUYHOW CXEMBI JIaH-
HBIX, BRIPQXKEHHOW C IMOMOIIBIO PEISIIHOHHON WU JTOKYMEHTHO-OPUEHTHPOBAHHON CXEMBI, IPEICTaB-
JieHa B Ta0nuie. [ pensiMOHHON CXEMBbI TaHHBIX, aHAJIOTUYHOMW MPEICTABICHHOW Ha puc. 4, HE00-
XOJTMMO HCIIONb30BaTh AEBITH OTACIBHBIX TAOJWIl, a TOSBICHWE HOBOT'O OOCIEIOBAaHHUS BBI3BIBAET
HEOOXOMMOCTh JOOABIATh KAXKIBINA pa3 elle TpH TaONHIbl, T. €. MOAU(UIIUPOBATH CXEMY JAaHHBIX,
YTO SIBJIIETCS] BECbMa 3aTPATHOM ONEpaluen.

CpaBHHTENBHAS XapaKTEPUCTHKA ACHMIITOTHIECKOI BBIYHCIUTENFHON CII0XKHOCTH OTEpaIyii BEIOOPKH

Tun onepanuu

PensuponHas cxema

JlokyMeHTHas cxema

I'padoBas cxema

Bribopka wuHpOpMa-
WU 110 MAITUCHTY

Tlouck oTHOWIEHHS TIO
urgexkcy O(log n) wm
xenr-uraexcy O(1)

Ilouck noxkyMeHTa 1O
urgexcy O(log n) wimm
xew-unnexkcy O(1)

ITouck y3ma rpada 1o
unrgexcy O(log n)

Bribopka wuHpOpMa-
UK [0 MPOTOKOIY
00 oOciieqoBannn

Tlouck oTHOWIEHHS TIO
urgexkcy O(log n) wm
xenr-urgaexcy O(1)

Ilouck noxkyMeHTa 1O
urgexcy O(log n) wmm
xem-uanekcy O(1)

ITouck pebpa rpada mo
ungexcy O(log n) wmu
xemmr-uaaekcy O(1)

Bribopka mportoko-
JIOB IO MAIUEHTY

OObenuHeHne TabIIuIL o
urgexkcy O(m log n) win
o xenr-uaaekcy O(n)

BeiOopka  BIIOXKEHHBIX
noxymentoB O(1)

Ilepexox mno cBs3aH-
HBIM pedpaM ¢ eIuHNY-
ubM marom O(1)

Bribopka mportoko-
JI0B 1o oOcienoBa-
HUIO

OObenuHeHne TabIIuIL 1o
ungexcy O(m log n) win
no xeur-uaaekey O(n)

JIMHEWHBINA ITOMCK C BEI-
OOpKOIi BIIOKEHHBIX JI0-
kymenToB O(n + m)

Ilepexon mno cBs3aH-
HBIM pedpaM ¢ eIuHHY-
HbiM 1arom O(1)

s peanuzaiiiy BBIOOPKH KOJUICKIIMH HAa aHAJIOIMYHON DEJSIMOHHOW cXeme Tpebdyercs ocy-
IICCTBISATh ONEPAIUI0 OOBCIUHEHHS TAOJIUI], UMEIOIIYI0 ACHMITOTHYSCKYH) KBAa3WIMHEHHYIO WIIH
JTUHEWHYIO BEIYHCIUTENHHYIO CIOKHOCTh B 3aBUCHMOCTH OT OPraHM3allii WHIEKCOB. B MOKyMeHTHO-
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OpHEHTHPOBAHHON CXeMe C BJIOXEHHBIM XpaHEHHEM JOKYMEHTOB BBIOOpPKA C OJHON CTOPOHBI CBS3H
MOJKET OCYIIECTBIISTHCS 32 KOHCTAHTHOE BPEeMsl, HO TIPY 3TOM aCHUMITOTHYECKAasK CJI0KHOCTh BEIOOPKH
C Ipyroil CTOpOHHI cBs3U OyneT ONMu3Ka K KBaIpaTH4HOH. B pamkax rpadoBoii CXeMbl MO CCBHIJIKE Ha
KOHKPETHBIN y3€J, CBA3aHHBIA C MallMEHTOM, WJIM KOHKPETHBIN y3€ll, CBA3aHHBIA C 00CIIeZIOBaHUEM,
HEOOXOMM TOJBKO OJIMH IIar Mepexojia 1mo cBs3sM (00xox Ha TiyOuHy 1), KOTOPBIH B COBPEMEHHBIX
rpadoBeix CYB/] ocymecTBisieTcss aCMHMOTOTUYECKU 3a BpeMsi, OTM3K0Ee K KOHCTAaHTHOMY, YTO B 3Ha-
YUTEILHOW CTETIEHH BIUSIET HAa MPOU3BOAUTEIHLHOCTH CUCTEMBI C YBEIMYCHHUEM KOJIH4YecTBa oOpada-
THIBAEMBIX JaHHBIX.

H3meneHne BpeMeHH BBIITOJHEHHUS 3allPOCOB C POCTOM KOJHMYECTBA JIEMEHTOB B XPaHUIHUILE TaK-
YK€ OLIEHMBAJIOCh HKCIEPHMEHTaIbHO. B KauecTBe OCHOBHOTO HArpy304HOIO 3ampoca HCIOJIB3YeTCs
BBIOOpKA MPOTOKOJIOB oOciefoBanuii. Jist pemsiumonHon cxembl npumensuiace CYBJ] PostgreSQL
C XeUI-WHACKCAaMH JUISI BHEUTHUX KIFOYeH, U1 JAOKYMEHTHO-OpHeHTHpoBaHHOW cxemMbl — CYB]]
MongoDB ¢ BioxeHHbIM XpaHEeHHEM JOKYMEeHTOB, misi rpadoBoit cxembr — CYBJ[ Neodj
C IIPEJJIOKEHHON apXUTEKTYpOH XpaHEHUs JaHHBIX. Bce M3MepeHus MpOBOJUINCH B PEKUME XpaHe-
HUS TAHHBIX B ONEPATHBHOM MamsTH Ha TectoBoM Kommbtotepe ¢ LIITY Intel Core i7-8700K u 32 I'b
O3V ¢ paBHOMEpPHBIM yBEINYCHHEM KOJINYECTBa 3amucei (puc. 5).
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KonnuecTBo 3anuceit
e PostgreSQL MongoDB Neodj

Puc. 5. Bpems Bemmonsenus 3anpocoB k CYB/] ¢ yBenmueHnemM o0beMa TaHHBIX

CoryiacHO IMpeJICTaBICHHBIM SKCIIEPUMEHTAIBHBIM 3aBUCUMOCTAM JIOKYMEHTHO-OPHEHTHPOBAHHAS
CXeMa TII0Ka3bIBaeT HAMOOIBIIYIO IPOU3BOJUTEIBLHOCTh IPH HEOOJBIIOM KOJHYECTBE 3aruceit
(mo 22 000), HO NMTUHEHHAS ACUMIITOTUYECKAs! CIIOKHOCTh 3HAYHTEIHHO YBEIIMYUBACT BPEMs BBIIOITHE-
HUS 3a1poca ¢ pocToM 00beMa BhIOOPKH. ClieyeT TakKe OTMETHUTh, YTO JIMHEHHBIN MMOUCK ¢ BBIOOP-
KOH BJIOYKCHHBIX JIOKYMEHTOB MOXET OCYIIECTBISTHCS I10 MAlMEHTaM, a He [0 MPOTOKOJIaM, HO B 3TOM
clly4ae TpEeJICTaBICHHBIA XapakTep 3aBUCUMOCTH OyaeT HaOJIromaThCs y BHIOOPKH IO MPOTOKOJIAM.
PensiimonHas cxema Ha MCIOJIb30BAaHHBIX 00bEMax MaHHBIX JIEMOHCTPHPYET Jorapu@MUYECKUI Xa-
pakTep pocTa BpEMEHM BBINIOJIHEHHUS 3arpoca Ojaroaapsi ONTHMU3ALKIM Olepaiuu 00beIUHEHUS 110
xem-uHnekcy. Tem He MeHee yxke mist 18 000 3amuceil Bpemsi BBITTOJHEHHS] CTAHOBHUTCS BBIIIE I10
cpaBHEHHUIO ¢ TpadoBoii cxemoii. Mcrnoabs3oBanue rpadoBOi CXEMbI JIa€T BO3MOXKHOCTh pealii30BaTh
BBIOOPKY 3a IMOCTOSIHHOE BpeMs (XOTs MPH Nepeade JaHHBIX MPUIOKEHUI0 MOXKET HaOIF0AaThCs JIH-
HelHasl 3aJIep’KKa), 4TO MO3BOJISET HAauOOoJIee ONTUMAIILHBIM 00pa30M OCYIIECTBISITh PaboTy ¢ 0OJb-
mmu o0bemMamu AaHHbIX. [Ipu 06pabotke 200 000 3amuceit HabMOgaeTCS OYTH ABYKPATHOE YCKO-
pPEHUE M0 CPABHEHUIO C PETISIIUOHHON CXEMOH.
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[TomydenHsIe pe3ynbTaThl CBHAETENHFCTBYIOT O 3HAYUTENHHO 00JIe€ ONTUMAIEHONW MTPOU3BOIUTEIb-
HOCTU TpagoBOM CXEMBbI MPU HEOOXOJUMOCTH TOJICPKKHU 3alPOCOB U O KOHKPETHOM TMAIlUCHTE,
1 0 KOHKPETHOM BHJIE 00CIJIeZIOBaHUs 0€3 MOTePU TMOKOCTH CaMOMN CXEMBI.

Br16opku U1 MoncKa KOHKPETHOTO TAIIMEeHTa WM KOHKPETHOTO BUIa 0OCIIETOBAaHUS 110 3HAYCHH-
SIM TIOJICH B TpadoBBIX 0a3ax JaHHBIX MOTYT OBITh ONTHMHU3HPOBAHBI C TIOMOIIBIO U3BECTHBIX MOJIXO0-
JIOB K WHACKCHpOBaHMIO. ['padoBas cxeMa Takxke SBJISCTCS HAMHOTO OoJice TMOKOH, IMOCKOJBKY HE
TpeOyeT CTPOrol TUIU3AINH U CKATIPHOCTH OTAENBHBIX aTpUOYTOB BXOASIINX B HEE Y3IIOB U CBSI3EH,
YTO MO3BOIISET JOOABIATH MOJACPIKKY ITPOMU3BOIBHBIX JaHHBIX 00 00ciemoBaHuM 0e3 He0OXOUMMOCTH
MIPOBEJCHNS MUTpALU cxeMsl [4, 7].

3akaouenue. 3amada OpraHM3alWN JAaHHBIX B MEIUIIMHCKUX CHCTEMax SIBISIETCS Ba)KHEUIIINM
HampaplieHHeM nccieqoBannid. OCHOBHYIO CIIOKHOCTPH TPH IOCTPOSHHUH aJeKBAaTHBIX MOJETel opra-
HU3aIUU JaHHBIX TPECTABISET HEOOXOUMOCTh PabOThl ¢ PAa3HOPOIHBIMU U Pa300IICHHBIMU UCTOY-
HUKaMHU JaHHBIX 00 00CIeIOBaHUIX, KOTOPbIC IOMUMO Pa3JIUYHBIX CXEM CaMUX XPAHSIIUXCS B HUX
JTAHHBIX TPEIOCTABIISIOT OTIMYAIONINECS U HECOBMECTHMBIE CIIOCOOBI JOCTYTIA K 3TUM JaHHBIM.

B pabote mns arperanmu wHGOpPMAIMK U3 Pa3IMYHBIX UCTOYHHKOB B MEAHMIMHCKAX CHUCTEMax
npeJiaracTcs UCIOJIb30BaTh MEXaHU3M (OPMAJIbHBIX MPOCSKIIUH, KOTOPBIA MO3BOJIAET YHUDHUIIUPO-
BaTh IMPOIECC M3BJICUCHHUS MHPOPMAIMHA O KOHKPETHOM BHJE OOCIEIOBAaHUS CIIOCOOOM, HE 3aBUCS-
muM oT Gopmara HHPOPMAIIMHA W METOAA JOCTYyMa K HeH. DTO JaeT BO3MOKHOCTh OCYIIECTBUTH H3-
BJICUCHUE JAaHHBIX B O0INyH cxemy. Kpome Toro, mpemjaraeMblii MEXaHH3M MOXET HMPUMEHSITHCS
B KaYeCTBE MPOMEKYTOUYHOTO CJIOS JIOCTYIA K JaHHBIM i 00JierdueHus (POPMUPOBAHUS 3alIPOCOB, HE
3aMEHSS TP 3TOM YK€ CYIIECTBYIOIINE CUCTEMbI U MCTIONB3YIONIUECS B HUX XPAHMIIUINA, YTO YIIPO-
IIACT U YCKOPSIET Pa3BEPTHIBAHUE CUCTEMBI.

st HemocpeICTBeHHO 00pabOTKU MOJYYCHHON arperupoBaHHONW WH(pOPMAIMK MpejiaracTcst uc-
MOJIE30BaTh TPahOBYIO CHCTEMY YIIpaBlieHUs] 0a3aMy JaHHBIX C pa3MelleHneM WH(GOPMAIUU O Maln-
€HTaxX W BHJAaX 00cIeoBaHus B y3iax rpadoBOi CXeMbI M pa3MelieHHeM HHPOPMAIUU O TPOTOKOJIaX
MPOXOXKICHUSI KOHKPETHOTO 00CJIeIOBAaHUS HEKOTOPBIM MAI[MCHTOM B BHJE CBs3el (pebep) B 3Toi
cxeme. lIpemioxkeH bl MOAX0] TTO3BOISAET ONTHMH3UPOBATH BRIOOPKY WH(MOPMAIH 110 COBOKYITHO-
CTH 00CIJIeJIOBaHNH KOHKPETHOTO MAIMeHTa ISl TPOCMOTpa 001Iel uctopun 00ne3Hu, GOPMUPOBAHHS
KJIIMHUYECKON KapTUHBI M YIPOIICHUS MOCTAHOBKM KOMIUIEKCHOTO JIMarHo3a, a TakKe BBIOOPKY IO
COBOKYITHOCTH IIPOTOKOJIOB 00CJICIOBAaHUI KOHKPETHOT'O BHJIa 00CIICIOBAHMUS, YTO JAaCT BO3MOXKHOCTb
aHAIM3UPOBATh CTAaTHCTUYECKHE 3aBUCHMOCTH, pa3padaTblBaTh M TECTHPOBATh METUIIMHCKIE
9KCIICPTHBIC CUCTEMbI U CHCTEMBI MOIJICPKKH TPUHATHS PEIICHUMN, OMUPAIOLINECS Ha UCTOPHUUSCKUE
JnaHHble. OCOOECHHOCTSAMU PaccMaTPUBAEMO MOJIEIH SBIISIFOTCSI HEO0s3aTeNIbHAS TUITU3AIUS U OTCYT-
CTBUE HEOOXOIUMOCTH 3aJIaHUsI CTPOTOM CXEMBI JaHHBIX, YTO TIO3BOJISIET MOAUMUIIUPOBATH U T00aB-
JSATh aTpUOYTH Kak B MH(GOPMAIUIO O MAI[UeHTEe, TAK M B UCIOJIB3yeMble TPOTOKOJBI 00CIIeI0BaHUN
0e3 HEOOXOUMOCTH BBEICHHUS HOBBIX a0CTPAKIMH M BBIMOJIHEHUS MUTPAIUM CXEM JaHHBIX. JTO
O4YeHb YyAOOHO mpu paboTe co CIabOCTPYKTYPHUPOBAHHBIMHU JITAHHBIMH, MOIyYAaeMBIMU C ITOMOIIBO
MPEIUIOKEHHOTO MeXaHn3Ma (DOPMabHBIX TMPOESKIUI C Pa3TUYHBIX BUIOB TUATHOCTHYECKOTO 000pYy-
JTIOBaHMSL.
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AnnHoranus. [IpuBoasTcst pe3ynabTaThl pa3pabOTKU MPOrpaMMHO-ANINAPaTHOTO KOMIUIEKCa (MUKPOMOJYJIS) IO
OOHAPYXKEHHIO U KITaCCU(PHUKAIIMKA U300paXKCHUH MOACTUIIAIOIICH TTOBEPXHOCTH 3eMin. MHUKPOMOIYJb UCIIOJb-
3yercsi Ha OOpTy JIErKMX OECIMJIOTHBIX JIETAaTENbHBIX ammaparoB (ApoHOB). [lomydeHHOe ycTpoiicTBO MMeeT
pasmepsl 5,2x7,4%3,1 cM, Macey 52 1, paboTaeT Ha OIHOIUIATHOM MUKPOKOMIIbIoTEepe Moenu Raspberry Pi Zero
Wireless 1 ucronp3yeT CBEpTOUYHYIO HEHPOHHYIO CETh Ha OCHOBE apXUTeKTypel MobileNetV2 s knaccuduka-
MU M300paKeHUid B peajbHOM BpeMeHH. [Ipu pa3paboTke MUKPOMOIYIIsSl aBTOPHI NIPECIieIOBAH Lelb JOOUTHCS
KauecTBa KJIAacCCH(pHUKALMU H300paKeHUH B peajJbHOM BPEMEHH Ha HEIOpPOroM MOOHIBHOM 000pYyIOBaHHU
C MaJIoil BBIYUCIIUTEIBHON CHOCOOHOCTBIO, COMIOCTABUMOIO C KQUeCTBOM KJIaCCU(HKAIWK MOMYJISPHBIMU apXH-
TEKTypaMH TITyOOKHX CBEPTOUHBIX ceTeil. [IpiBeeHHBIC B CTaThe CBEICHUS MOT'YT OBITh IOJIE3HBI HH)KCHEpaM U
Hay4YHBIM pabOTHHKAM, pa3pabaThIBAIOIIMM KOMIAKTHBIE OFOKETHbIE MOOMIIBHBIE CHCTEMBI 00padOTKH, aHAaJIH-
3a ¥ pacno3HaBaHUs N300paKEHHH.

KiroueBble cjioBa: pacrio3HaBaHWE HM300pa)Ke€HHM, CBEpTOUYHAs HEWPOHHAas CETh, IIyOOKoe oOyueHue, OaHO-
TUTATHBIH MUKPOKOMIBIOTEP, MOOMIIbHAS CHCTEMA

Baarogapuoctu. Pabora Obuta BhimosiHeHa mpu (hUHAHCOBOW mojepkke mpoekta Ne 3.2.4.1 mporpammsr Co-
t03HOTO rocyaapcTBa «Texnomorus-CI .

Jns uuTHpoBaHus. Pacro3sHaBaHne MOJCTUIAIONIEH TTOBEPXHOCTH 3€MIIM C ITOMOIIBIO CBEPTOYHON HEHPOHHOM
CeTH Ha OJHOIUIATHOM MHKpokommbiotepe / JI. A. ITasnenko [u ap.] // Uadopmaruka. — 2020. — T. 17, Ne 3. —
C. 36-43. https://doi.org/10.37661/1816-0301-2020-17-3-36-43

Recognition of underlying surface using a convolutional neural
network on a single-board computer

Dzmitry A. Paulenka, Vassili A. Kovalev, Eduard V. Snezhko, Vitali A. Liauchuk,
Evgeniy I. Pechkovsky

The United Institute of Informatics Problems of the National Academy
of Sciences of Belarus, Minsk, Belarus
™E-mail: dmitri.pavlenko@gmail.com

Abstract. The results of the development of hardware and software system (micromodule), which detects and
classifies underlying surface images of the Earth are presented. The micromodule can be installed on board of
a light unmanned aerial vehicle (drone). The device has the size 5.2x7.4x3.1 cm, the weight 52 g, runs on a
Raspberry Pi Zero Wireless single-board microcomputer and uses a convolutional neural network based on
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MobileNetV2 architecture for real-time image classification. When developing the micromodule, the authors
aimed to achieve a real-time image classification on inexpensive mobile equipment with low computing power
so that the classification quality is comparable to popular deep convolutional network architectures.
The provided information could be useful for engineers and researchers who are developing compact budget
mobile systems for processing, analyzing and recognition of images.

Keywords: image recognition, convolutional neural network, deep learning, single-board computer, mobile system
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Brenenue. ABToMaTHuecKas KiaccU(UKALUs H300pKESHUH TOJCTHIIAIONICH TOBEPXHOCTH, & TaK-
K€ TIOWCK U pacro3HaBaHue OOBEKTOB HA BUIEO- M (POTOM300PAKEHMSIX ABIISIIOTCS BaXKHBIMH 3a7ada-
MU COBPEMEHHOH 00pa0OTKH M300pakeHHH. ABTOMAaTHYECKOE PACIO3HABAHHE MECTHOCTH C MCIIOJNb-
30BaHUEM H300paKCHUN TMOJACTUIIAIOINICH MOBEPXHOCTH HUCKJIIOYACT JUIMTEIBHBIA U YTOMHUTEIIbHBIM
IPOCMOTP BHIEOMATEPHUAIOB OIEPaToOpaMH Ha3eMHBIX IyHKTOB YIPaBJICHHs, COKpaIlaeT BpeMs MOJ-
TOTOBKH HEOOXOAMMBIX JAHHBIX, IIOBBILIAET JOCTOBEPHOCTH BBIOOPA, YMEHbLIAET MOTPEOICHHE SHEP-
THU OT OOPTOBBIX HCTOYHUKOB 33 CYET aBTOMAaTHUECKOTO 0TOOpa MHTEPECYIONINX YYaCTKOB U YMEHb-
IaeT BpeMsl 3aJ€P>KKH MEXKAY IMOCTYNHBIIMM CUTHAJIOM M OTKJIMKOM Ha HETO.

CoBpeMeHHBIE OIHOIUIATHBIE MUKPOKOMIBIOTEPHI U CMapT(OHBI 00JIaAal0T JOCTaTOYHOM BBIYMC-
JUTENBHOW MOIIHOCTBIO 7Sl pa3MElIeHUs] Ha HUX mporpaMmHoro obecneuenus (I10) ¢ nensio aBTo-
MaTHYECKOTO HAXOXACHUS M KIacCUPUKAIUU W300paKeHUH. DTO MO3BOJSIET MPOBOJUTH MPEIBAPH-
TEIhHYI0 00paboTKy WH(OpPMAIMKM HETOCPEACTBEHHO Ha CaMOM IPHHHUMAIOIIEM YCTPOHCTBE 0Oe3
nepenavn 00IbIIOro 00beMa HH(OpPMAaIIUK Ha CepBep.

ABTOpBI CTaThu pa3paboTand MUKPOMOJYJb, KOTOPBIA SIBISETCS MPOrPAaMMHO-AMNNapaTHBIM KOM-
IUIEKCOM U COCTOUT M3 OAHOIIATHOTO MUKPOKOMIIBIOTEpA C HEOOXOAUMBIM BCIIOMOIaTEIbHBIM 000-
pylIOBaHHEM, a TaKkke cBepTouHoi HeiliponHoit cetn (CHC) Ha ocHoBe apxutektypbl MobileNetV2
JUisi 00pabOTKKM TOJIy4YeHHOH uH(popmarmu. [Ipu 3TOM craBuiach 1eab JOOUTHCS KiacCU(DUKALUN
n300paKeHNH B pealbHOM BpeMEHH Ha 000pYJI0BaHUH C OUY€Hb MaJIeHbKOW BBIYMCIUTEIHHOMN CIIOco0-
HOCTBIO.

OcHoBHBIe (PYHKIMU MUKPOMOAYJIA. MUKPOMOYJIb SBJISETCS aBTOHOMHOM CHCTEMOH i aBTO-
MaTHYECKOTO Paclo3HaBaHUs U300paKeHUH MOJCTUIIAIONICH TTOBEPXHOCTHU: JIECOB PA3IMYHbIX BHJIOB,
NPOMBIIIEHHBIX COOPY>KEHHUH, BOJIOEMOB, JIOPOT, MOJIeH, KyCTapHUKOB, JAYHBIX 3aCTPOEK, CEIbCKO-
XO3SHCTBEHHBIX YTOIUH C PACTUTENBbHOCTBIO, HAXOISIICHCS HA Pa3IMYHbIX CTaANUAX POCTa, U T. 1.

KoHKpeTHBIE IieNieBble KJIACCHI 3aaloTcs B TosieTHOM 3aiaHuu ¢ nomompio CHC, xotopas
pa3paboTaHa ¢ UCIOJb30BaHUEM TexHoyornu Tirybokoro oOydenus (Deep Learning). C momomibo
BCTPOCHHOH BHAEOKaMEPbl MHUKPOMOAYJb MOJIy4aeT H300pa)kKeHUs MOBEPXHOCTH, KOTOPHIE 3aTeM
KJIacCU(QUIMPYET B COOTBETCTBUU C TIOJICTHBIM 3ajaHueM. [Ipu HEoOXOIUMOCTH Kaapbl BHJIEO-
MOCJIeIOBATEIFHOCTH MOTYT COXPAHSThCS Ha BHEIIHEM HOCHUTENIE MUKPOMOJYJIS ISl TIOCJIEAYIOIIEro
aHamn3a.

BzaumoneiictBue MexIy MHUKPOMOJYJIEM K OCHOBHBIM OOPTOBBIM KOMIILIOTEPOM CBOJHUTCS
K Tiepe/iade B peallbHOM BPEMEHH BBISBIIEHHOTO KJIACCA TEKYIIET0 M300paKeHUs MOJICTHIIAIONICH T10-
BEPXHOCTH W 3HAUYEHHS BEPOSTHOCTU €r0 JOCTOBEPHOro ompenesneHus. Kiacc «HOIbY» 03HaYaeT, 4yTo
TeKylee N300paKeHne He OTHOCHUTCSI HU K OJIHOMY M3 II€JIEBBIX KJIACCOB, 3a/IaHHBIX B ITOJIETHOM 3a-
JaHuu. PellieHre o BBITIOJIHEHHN BHICOKOKAYECTBEHHON CHEMKH, 3aITUCH H MIepeaur H300paKeH il Ha
HAa3eMHBIH MYHKT YHpaBJICHUs IPUHUMAETCSI OCHOBHBIM OOPTOBBIM KOMITBIOTEPOM HMJIM Ha HA3€MHOM
MYHKTE yIpaBJICHHSL.

Kommnbprorep MHKpOMOJyIsSl SIBJISIETCSl BBIYMCIUTENBHOW CHCTEMO# co BceM HeoOxomumbiM 10,
CpeAcTBaMH pa3pabOTKH MporpaMM M HHTepheHcHBIM 000pynoBaHueM. Peamms3amust MUKpOMOIYIIS
C TIOMOIMIBI0 CXEMOTEXHUUYECKUX PEIICHUH U3 OTACIBHBIX CTIEHUATN3NPOBAHHBIX KOMIIOHEHTOB (MHUK-
POKOHTPOJUIEPOB, LU(PPOBBIX CHUTHANBHBIX mpoueccopoB (DSP), uwriceroB, cucreM Ha KpHcTaiie
U JIp.) B JAaHHOM CTaThe HE pacCMaTPUBACTCS.
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YerpoiicTBO annmapaTHoOii YacTH MHUKpPOMOaYJis. AnmapaTHas 4actb MUKpomomayns (puc. 1) co-
CTOMT M3 3aIIUTHOTO KOPITyca, OJHOIUIATHOTO MUKpOKOMITbIoTepa Raspberry Pi Zero Wireless, kapTh
namsitu MicroSDHC, kamepsr Raspberry Pi Zero V1.3 Mini Camera, Li-Po, akkymynstopa Tuma
ROBITON emxoctbto 720 MA 4, maTsl 3apAaKd aKKyMYJISITOPHO# 0aTtapen U coeIMHUTENbHBIX MPO-
BOJIOB.

Puc. 1. AnmapaTHas 9acTb MEKPOMOTYJIS

JuanazoH BBICOT, HA KOTOPHIX MOXKET MPUMEHSITHCS MUKPOMOJYJIb, U pa3pelieHrne oopadaThiBae-
MBIX CHUMKOB 3aBHCAT OT MOJIETHOTO 3aJIaHU, T. €. OT 0a3bl M300paKeHHI, HCIOIb3yeMOH MpH 00Y-
YEeHUHU UCKycCTBEeHHOH HelpoHHOH cetn. CHC MoxeT knaccu(uuupoBaTh TOJIBKO CHUMKH, OXO0XKHE
Ha Te, Ha KOTOPBIX OHa oOyuanachk. Ecnu mpenocTaBuTh HEWPOHHON CETH CHUMKH C TEKCTYPOH MU
paspelieHnem, Ha KOTOPhIX OHa He 00ydaiach, TO OyIyT NOIy4YeHbl HEBEpHBIE PE3yIbTAThI.

PexomenayeMblie BBICOTHI AJi MOJIETOB MUKpOMOAYJs cocTaBistoT oT 300 o 600 m. Pa3pemenue
BCETO CHMMKA 3aBHUCHT OT KaMepbl. CHUMOK pa30MBaeTCs CKaHUPYIOMIMM (CKOJB3SIIMM) OKHOM Ha
MEJIKUE U300paKEHUS, KOTOPhIE YKUMAIOTCS 110 pa3Mepa 96x96 nmukcenoB u 00padaThIBAIOTCS HCKYC-
CTBEHHOW HEWPOHHOH ceThio. [Ipn 3TOM B CKaHUpYIOIEee OKHO JOJDKHBI MONaaaTh 0ojiee WM MEHee
OJTHOPOJHBIE YYACTKH IMOBEPXHOCTH OJHOrO THIa. Eciu B ckaHUpyoLeM OKHe OyIeT HECKOJIBKO pas-
JUYHBIX THIIOB TIOBEPXHOCTEH, TO JydYIlle CHH3HTH BBICOTY M OOYYHTH UCKYCCTBEHHYIO HEWPOHHYIO
CeTh Ha MEHBIIUX BBICOTaX JIMOO TPUMEHHUTH JPYTYIO 3a7ady MYJbTHKIACCUQUKAIINHK, KOTJa Ha
M300paXCHUH HAXOMAATCS HECKOJBKO THUIIOB IMOBEpXHOCTEH, a He OAuH. ['abapuThl MHKPOMOIYJIS
5,2x7,4x3,1 cM, Macca 52T, MakCUMaJbHOE JHEPronoTpedieHrne TMpH TMOJE3HOH Harpyske
1,75+ 0,25 Br.

s coxpaleHust BpeMEeHH Ha POU3BOACTBO, CHIDKEHHS TPYAOEMKOCTH M3TOTOBIICHHS M Ce0ECTO-
MMOCTH U3JIENNS KOPITyC MUKPOMOJYJISl M3TOTOBIIEH Ha 3D-NIpUHTEpE METOIOM MOCIONHON SKCTPY3UU
pacIuIaBIeHHOW HHUTH W3 moiimkapOoHarta. llenecoobpaszHocTh BbIOOpa 000pyI0BaHUs, CPABHUTEIb-
HBIH aHaJIHM3 BBIYUCIUTEIBHBIX MHUKPOIIAT(HOPM M TPeOOBAHHS TEXHHUYECKOTO 3a/IaHUS K MPOrpaMM-
HO-anmapaTHOMY KOMIUIEKCY IOJIpoOHO onMcaHbl B padore [1].

YcTpoiicTBO mporpaMMHOi 4YacTu MuUKpoMoayias. 110 MUKPOMOIYsi COCTOMT W3 TOJIETHOM
1 Ha3eMHO# gacteit (puc. 2). IToseTHast yacTh MpeAHa3HaUeHa I 00pabOTKK H300paKEHUI U BHIEO-
MOTOKa, 0TOOpa U cxkaTHA MH(OpMaIMK, Ha3eMHast — AJIsl co3/1aHusl 0a3bl H300paskeHuid u HOpMHUPO-
BaHUSI MOJICTHBIX 3aJaHui. MexXly Ha3eMHON M MOJETHON YacTsIMH MUKPOMOIYJISI HajlaskeHa Oecrpo-
BoxHas cBsa3p Wi-Fi mmst crapra, oOMena manHbIMEH B MOoHHTOpHHTA paboter I10. B cBoto ouepens,
MOJICTHAsI YacTh MHUKPOMOIYJIs pa0doTaeT B ABYX peKuUMax: 00paOOTKH M300pakeHHH M 00pabOTKH
BHJIEOTIOTOKA.
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Puc. 2. IloneTHas 1 Ha3eMHasi YaCTH MUKPOMOMYJIS

B pexume 00pabOTKH M300paKeHHIA MMOJIETHAS YaCTh MUKPOMOIYIIS NMPUHUMAET Ha BXOH (haiibl
M300paXCHUH, C MOMOIIBI0 CKAaHUPYIOIIEr0 OKHA pa30uBacT OOJbIIOE W300paKeHUE HA MaJICHbKHUEC
YacTH, TPOBOJIUT ONEPAaTUBHOE paclio3HaBaHUe, OTOOp M CxkaTHe MH(MOPMALUU KaXIOW MalleHbKOH
YacTH U BO3BPAILACT TOJIBKO T€ TUIIBI MOJCTUIAIOLICH TOBEPXHOCTH, KOTOPBIE TPeOyeTcsl HAWTH B CO-
OTBETCTBHU C MOJIETHBIM 3aIaHUCM.

B pexxume 00pabOTKM BHIEONMOTOKA MOJETHAST YaCTh MHUKPOMOAYJIS MPUHAMAET Ha BXOJ KaJpbl
BUEOIOTOKA, IPOBOJUT ONEPATHBHOE PAcHO3HaBaHWE, OTOOp M C)KaTHEe BUACOMH(OpPMALMU U BO3-
BpallaeT Kaapbl ¢ HAWACHHBIMU Ha HUX TUIIAMH HOJCTWIAOLIEH MOBEPXHOCTU B COOTBETCTBHHM C IO-
JIETHBIM 3alaHueM. B pexknme oO6paboTku BuaeonoToka oOpabaTeiBacTCsl Bech Kaap IeTHKoM. B pe-
)KuMe 00pabOTKU M300pakeHU OO0JIBIIIOE M300paKEHHE pa3pe3aeTcsl Ha MaJICHBKUE YacTH, U Kaxas
4acTh 00pabaTeIBaeTCsA OTJEIBHO.

[1O nHanmcano Ha s3bIKax nporpammupoBanus Python u Cu. OnepanmoHHas cuctemMa MoJeTHON
yactu — Raspbian Jessie, nazemuoii wacta — Ubuntu Linux.

Ha nazemHoii yactu oneparop GopMHUpyeT MOJIETHOE 3a/laHUE U IEpeslaeT €ro Ha MOJIETHYIO YacTb.
IToneTHast yacTb HaxoOUTCS HAa OOPTY KBaIpoKomTepa MM OECHMIOTHOIO JIETaTEJILHOIO ammapara
(BIIJTIA). MHKpOMO/IYJTb IPUKPEIUISETCS K JIETaTEIbHOMY CpPelCTBY. Bo Bpemst mojieTa MUKPOMO/IYJIb
B PEKUME PEabHOTO BpeMeHH 00pabaThiBaeT KaApbl BUACOIOTOKA C KaMePhl JTM00 CKaHUPYET HMOCTY-
naroiie emy Ha Bxoa mo Wi-Fi CHUMKH W BBLIAET MHACKCHI M W300paKEHMS HAMCHHBIX IIEIEBBIX
KJIACCOB B COOTBETCTBHH C MOJIETHBIM 3a7anueM. (i 00paboTku m3obpaxkenuii npumensercst CHC Ha
ocHoBe apxutekTypsl MobileNetV2 [2].

B nacTosmee Bpems pa3zpabotranHoe ycTpolcTBO He compsiraercs ¢ BIIJIA u, cooTBeTCTBEeHHO, HE
BJIMSET Ha rmpoliecc ero nonera. OHaKO MOXHO TPEANOIOKHTh, YTO B CIy4ae HEOOXOJUMOCTH MOJY-
yeHHust o0paTHOM cBsi3u 0 nosnete BIIJIA u aBToMaTHUeCKOM ero KOppeKIul MpeaCcTaBIeHHOE YCTPOi-
CTBO MOXeET OBITh YCIIEITHO WHTETPUPOBAHO C ycTpoiicTBoM yrpaBieHus: BIIJIA. B pamkax nannoit
CTaThU pPaccMaTpPUBAETCSl BONPOC OOECredYeHrsl MPUHIUIHAAIBHOW BO3MOKHOCTH aBTOHOMHOM 0Opa-
0O0TKM W aHanmM3a M300pakeHu#l (BuAeomnocienoBaTenbHocTel) Ha OopTy BITJIA ManbiMu BBIYHCIH-
TEJIbHBIMU CpeAcTBaMU. Pe3ynbraToM paboThl MUKPOMOIYJIS SIBJISIETCS Tepeiavya Ha HA3eMHYIO 4acTh
uHpOpMaluK o Kiaccuukanun nzodpakeHnid. Kakum obpasoM mnoiydeHHas WHPOpPMALUS MOXKET
OBITH HcTIONB30BaHa s mosieta BIUIA, B cTaThe HE paccMaTpHBaeTCSI.

ApxuTeKkTypa pa3paboTaHHOli CBepTOYHOIl HeilipoHHOIi ceTn. [ TaBHas 3a7a4a MUKPOMOIYIS —
3TO OINEPAaTHUBHOE PACIO3HABaHKWE M300paKEHWH MOJCTUIIAIONIEH MOBEPXHOCTH, T. €. aHAIU3 KaJlpoB
BUJICOIIOCIIEIOBATEIBHOCTH IJIs1 pekuMa 00pabOTKH BUIEOMIOTOKA MIIM MOCIIEI0BATEIILHOCTH U300pa-
KEHUH, Ha KOTOpble pa3OHBaeTcsi OONbIIOe M300pakeHue, Ui peknMa 00pabOTKU W300pakeHUH
Y OTHECEHHE UX K OAHOMY M3 KIJIaCCOB, YKa3aHHBIX B ITOJIETHOM 3aJaHUH.

Maiasi CKOPOCTb BBIYMCIICHHH Ha OZHOSAEPHOM mporeccope ¢ apxuTekrypoir ARMv6 (1 I'Ti)
1 HeOOoBIION pa3Mep omepaTHBHON maMATH (512 MO) MUKPOKOMITBIOTEPA HE MO3BOJIMINA MPUMEHUTH
HU OJIHY M3 IIMPOKO M3BECTHHIX HeHpoHHBIX ceTell (AlexNet, VGG16, GoogleNet u T. 11.), Ho3TOMY
OblIa peanu3oBaHa crienuanuzuposannas apxurekrypa CHC na ocnoBe MobileNetV2 [2].

Paspaborannas CHC umeer 11 6okoB (Bcero 106 cioes), Takux e, kak B MobileNetV2, u BbI-
XOJIHOM OJIOK, aJanTHPOBAHHBIA JIs KIaCCH(PHUKAILMK H300PaKCHUH IOJCTHIIAIOIICH MOBEPXHOCTH
3emum. Kpome cokpaieHus: KoianyecTBa OCHOBHBIX 0510k0B ¢ 13 1o 11, B paboTe MCIonb3yroTes ciie-
IOYIOLIME TEXHHYECKHE MPUEMBl pealln3alliii BEIYMCICHUH, KOTOPbIE YUUTHIBAIOT OCOOCHHOCTH apXH-
TEKTYpHI alapaTHOro 00eCIIeueHNsT MUKPOMOTYJISL:
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— TIpeBApPUTEIBHO BBIIEISIETCS TaMATh I Bcex BHyTpeHHHX OydepoB CHC npu ee nHMIIMANN3A-
LK

— azpeca BceX BbIJIENIEHHBIX OyQepoB B MaMATH BBEIpaBHUBAIOTCS 10 3HaueHuto Oxff;

— HEKOTOpbIe Oy(epsl BEICISIOTCS JIOKATFHO B (PYHKIMSX [T 60see OBICTPOro JOCTYTIA K JaHHBIM;

— MaMsATh JUISI IEPEMEHHBIX BBIIEISETCS M0 BO3MOXHOCTH JIOKATBHO B (DYHKIHMSAX, a afipeca BhIPaB-
HUBAIOTCS 110 3HaueHuo OXff;

— 3HAYCHMS [IEPEMEHHBIX BBIUUCIISIIOTCS IPEABAPUTENBHO ISl MX IIOBTOPHOTO HCIIOIB30BAHNS;

— UCIIOJIb3YETCs] MUHUMAaIbHO HEO0X0IMMOE KOJIMYECTBO BETBIICHHI;

— B HEKOTOPBIX MECTax BETBIICHHs 3aMCHSIOTCS Ha APYrHe KOHCTPYKIMHU C 3KBHBAJCHTHBIM pe-
3yJIBTATOM C LI€JIbI0 COKPAIIEHHUs IPOMaxoB JOCTyIa K KelllaM JaHHBIX U MHCTPYKIMI IpoLeccopa;

— BCE LIMKJIBI BBIIOJHEHUS! KPUTHUECKH BAXKHBIX BBIYUCICHUN Pa3BEPTHIBAIOTCS B CEKLHMH JHHEH-
HOT'O KOJa /715l BO3MOKHOCTH OCYILIECTBIICHHSI BEKTOPH30BAHHBIX OMEpaluii (T. €. U1 OIHOBPEMEHHO-
TO BBITIOJHEHHsI OJTHOTHITHBIX OTIepalyii HaJ AJaHHBIMH B COCEIHUX SUCHKaX MaMSTH C LENbI0 MUHH-
MH3alHMM BPpeMEHU 00pa0OTKH, a TaKKE COKpAIECHHUs NMPOMaxoB JOCTYNa K KEIlaM JaHHBIX M MUHCT-
PYKIIHIA).

[Tpu peanuzanyy pa3IHMYHBIX THIIOB CBEPTKH BCErla Ba)KHO, YTOOBI POX0[ 1Mo Oydepam mamsTH,
B KOTOPBIX XpaHaTcs ganaeie 1 Beca CHC, ObLT mocaenoBaTenbHBIM. JTO TAKXKE IMTO3BOJIET COKPATUTD
KOJINYECTBO AOPOTOCTOALIMX TPOMAXOB 110 KEIIaM IpoLeccopa.

Hnsa kaxmoro n3 tunoB cBeptok CHC, B ocobeHHOCTH Ui HauboJyiee HCIONb3YyEMBIX CBEPTOK
B INIyOMHY U TOYCYHBIX CBEPTOK (C simpamu 1x1), ObUIM peaqn30BaHbl MPOLEAYPHI, KOTOPBIC YUUTbI-
BAIOT XapaKTEPUCTUKU MX PEAIN3ALUH U MO3BOJISIOT BBIIOJIHATH [IOCIEI0BATENbHBIA IPOX0] 10 Oy-
¢depam B mamsITH B HaUOOJIBIIEM KOJMYECTBE ClydaeB. Takue Mpolueayphl pealn30BaHbl ¢ TOMOIIBIO
«OTJIOKEHHBIX» BBIYUCICHHUH, KOTAa PE3yIbTUPYIOIIee 3HAYCHHE B HEKOTOPOU SUEHKE BBIXOJHOTO
TeH30pa (HOopMHUPYETCS KaK CyMMa BBIYMCIICHHUM, MOJyYEHHBIX IIPU PAa3HECEHHBIX MO BPEMEHH IPO-
XOZax.

Bpems paboThl TOUEUHOW CBEPTKH C siipaMu X1 3aBUCHT OT pa3MepOB BXOJHOTO U BBIXOJHOTO
TeH30poB. [103TOMy U1 TEH30pOB, Y KOTOPBIX BBICOTA U IIMPHHA OOJIbIIE IIECTH, U TEH30POB, Y KOTO-
PBIX 3TH U3MEPEHUS] MEHbIIIE MO0 PaBHbI MIECTH, OBIIM peaM30BaHbl BE MPOLEAYPHI, OTIHYAIOLIHE-
csl MEeX]ly co00M CIIoco6aMu OpraHu3alluy JAHHBIX B MTAMSITH.

B nenom npumenenne texHuk mo ontummzanud CHC mo3Bonmino COKpaTHTh BpeMs MOTYYEHUS
BbIxoHOT0 Bektopa oT CHC 11 0qHHMX M TeX K€ JaHHBIX NPUOIM3UTENILHO B ST pa3 IO CPAaBHEHUIO
C BpeMeHEeM IOJIy4eHHsI BBIXOTHOTO BEKTOpa OT OPUIHHAIBHOM apxutekTypbl MobileNetV2.

[Mpouecc pemreHus 3a1auu pacio3HaBaHUsI COCTOUT M3 JIBYX JTAIlOB:

— TPEHUPOBKHU (00yUeHHUs) HEWPOHHOH ceTr Ha BBIOOpKE M300paKeHUH LENIEBBIX KIACCOB MOACTH-
JIArOILEH MOBEPXHOCTH, KOTOPAsi BBIOIHACTCS Ha Ha3eMHo# yactu 110 Mukpomomyns;

— OTEepaTHBHOTO pPaclo3HaBaHus 300pakeHni Ha ToneTHOH yactu [10 MUKpoMomyIis.

I1O ¢opmupoBaHUs MONETHBIX 3aJlaHUK HA3eMHOM 4aCTH MUKPOMOJYJISl pa3paboTaHo C HCIIOb30-
BaHHeM OubOnnoTeku Keras m BbimosHsAeT oOyueHHe HEHMPOHHOW CeTH Ha MOIIHOW BHAeoKapTe. Pe-
3yJIbTaTOM (POPMHPOBAHUS TTOJIETHOTO 33/IaHUsl SBJISIETCS] 00y4YeHHasi HeWPOHHAsSI CETh, KOTOpast 3aTeM
MEPEHOCUTCS Ha MOJIETHYIO YacTh MUKpoMoayJs. Tyza ke nepeHocurces u (aii, coaeprkaliui 3Havue-
HUsI BeCOB 00yUYEHHOM CETH.

i onepaTMBHOrO pacHo3HaBaHMS THUIIOB MOACTUIIAIOUIMX IOBEPXHOCTEH Ha MOJETHOW YacTH
MUKPOMOJIYJISL Ha si3bIKe nporpammupoBanus C Oblia pazpaboTaHa aBTopckas OubaroTeka QyHKIWH
it umnopta BecoB CHC u BbIuMCIeHHs 3HAYEHUH BBIXOAHOTO BEKTOPA IO BXOIHBIM H300paKeHUSAM
C TIOCJICAYIOIIMM BBIBOJIOM Pe3yJIbTaToB. IIpu Takoil peaau3anuu CKOPOCTh KiacCU(UKAIMKA OJHOTO
TPEXKaHATBHOTO M300paXeHHU pasMepoM 96x96 MHUKCEIOB Ha OJHOSIEPHOM IIPOIECCOPE C APXUTEK-
Typoit ARMv6 u gactoroit 1 I'T't cocrasisier B cpeanem 280 mc, wnu 3,5 Kajpa B CeKyHy.

Ouenka kayecTBa pacno3HaBanusi. /[y 00ydeHst UCKYCCTBEHHONH HEHPOHHOW CeTH OBUIM MOJ-
TOTOBJICHBI JiBe 0a3bl M300paKEHUI C Pa3IHUYHBIMH THIIAMH TIOJACTUIIAIONICH MOBEPXHOCTH 3eMIIn
(puc. 3).

CkaunBaHHE KapT MOACTUIIAIONIEH MOBEPXHOCTH OBLIO BBHIIOJIHEHO Ha OECINIATHOM HMPOTrPaMMHOM
obecnieuennn SAS.Ilmanera (SASPlanet, URL: http://www.sasgis.org), npoekuusi kaptr — Mercator /
Google Maps, maciirab kapt — Z18.
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Puc. 3. [Ipumeps! pa3nuvHBIX THUIIOB MOACTUIAIONICH TOBEPXHOCTH 3eMIH

Pa3merka xapT u nosyueHue 0a3bl H300PAKCHHUIA C PA3IMYHBIMU TUIIAMH TIOJICTHIIAIOIICH TOBEPX-
Hoctu mpomsBoaminck Ha 1O Manual image annotation with polygons (URL: https://github.com/
foobar167/junkyard/tree/master/manual_image_annotationl). Jlannast ytuiuTa paspaboTaHa aBTOpa-
MU CTaThH U SBJISETCS YacThio HazeMHOro 110 Mmukpomoyss.

[epBas 6a3a u300paskeHHUI COCTOUT U3 BOCBMH THIIOB MOJCTHIIAIOLICH MOBEPXHOCTH: 03€pO, T0-
pox, mone, jec, 1mocce, 0pora, peka, Jadd. B GopMupoBaHnU MOJETHOrO 3aJaHMs 3a/eHCTBOBAHO
40 000 m300paxkeHuit pazmepoM 256%256 nukcenos kaxmaoe. [Ipu 00ydeHnn NCKYCCTBEHHOI HEHPOH-
HOM CETH Ha BXOJ MHKPOMOJYJS IMOJAIOTCS M300paKeHUs pasMepoM 256%x256 MUKCENIOB, KOTOPHIS
B TIporiecce 00pabOTKH CXUMAIOTCS 10 96X96 MHUKCEeNnoB U 3aTeM KIacCH(UIUPYIOTCS C MOMOIIBIO
CHC. [Ins mpenotspamenus 3¢dexra nepeoOydeHuss n300pakeHus Ui o0yJaromeld BEIOOPKH clie-
JIaHBI B OKPECTHOCTAX MUHCKa, a I MPOBEPOYHOM BEIOOPKH — B OKpecTHOCTAX bpecta u 03. Hapousb.
Pesynbrarel padotsl CHC mpencrarienst B Taoi. 1.

Ta6numa 1

Marpuua serognocteit CHC as BOCBMH THIIOB TTOACTHIIAIONIEH TOBEPXHOCTH

Kiace Ozepo | T'opon | ITone | Jlec |Iocce |[Jopora| Pexka | Haum
n300paKeHHS
O3epo 0,81 0,00 0,05 0,13 0,00 0,00 0,01 0,00
T'opon 0,03 0,60 0,04 0,01 0,07 0,01 0,01 0,23
Ilone 0,04 0,00 0,95 0,00 0,00 0,01 0,00 0,00
Jlec 0,60 0,00 0,02 0,32 0,00 0,00 0,05 0,00
[locce 0,00 0,01 0,04 0,01 0,73 0,11 0,10 0,01
Hopora 0,00 0,00 0,01 0,00 0,05 0,91 0,04 0,00
Pexka 0,03 0,00 0,09 0,02 0,05 0,29 0,47 0,04
Jaun 0,00 0,00 0,01 0,00 0,00 0,06 0,00 0,92

Honst u3o0pakeHuit, 17151 KOTOPHIX BEPOSITHOCTD NMPUHAIJICKHOCTH K OJHOMY M3 THIIOB IOJCTHIIA-
IOIIEH MOBEPXHOCTH MPEBBINIAET TOPOroBoe 3HaueHue, coctapiaeT 0,86. CpenHsas TOYHOCTh KJIAacCH-
¢ukanuu paBHa 0,71. B Tabnunax >KUpHBIM MPUGTOM IO JUATOHAIH MATPHIBI BBIIEICHBI BEPHBIE
3HAYCHUS] TOYHOCTH, a )KUPHBIM KYPCHBOM OTMEUYEHBI CaMble OOJIBIINE 3HAUCHHS OIMMOOYHBIX KIlac-
cuUKauil.

U3 Tabn. 1 BuAHO, 4TO KJacc «ropoja» MporpaMMa 4acTo IyTaeT ¢ KIacCOM «Iadu», IOTOMY YTO
OHM TIOXOXHM MO TekcType. Kiacc «iec» dacto ommOOYHO ompeaessieTcss Kak «03epo», BO3MOXKHO,
M3-3a TOTO, YTO «03€p0» BBIICIISETCS BMECTE C MOPOCIINMHU JiecoM Oeperamu. Kitacc «peka» myraercs
C KJIacCOM «Z0pora», BO3MOXKHO, M3-32 TOrO, YTO MPOCEIOUYHBIE JOPOTM 4YacTO HAYT BJIOJb pEK.
[TosToMy Ha N300paXKEHUSX PEKU BBIJICICHBI BMECTE C JIOPOTAMH, T. €. Ha OJIHOM W300paKEHUN HaXO-
JIATCS cpa3y HECKOJIBKO THIIOB MOJICTHIIAIONIEH TOBEPXHOCTH.

PaccmoTpuM MaTpuily HETOWHOCTEH Uil momylisipHO HelipoHHOM cetn GoogleNet (tadm. 2).
W3 tabiuiisl BUAHO, YTO KauecTBO Kiaccupukanuu y GoogleNet mis omHO#M U Toi ske 0a3bl M300pa-
JKEHHUH JIMIIb HE3HAYUTEIIbHO JIY4Ie, YeM y Pa3pabOTaHHOW aBTOPaMH HMCKYCCTBEHHOM HEHpOHHOMH
CeTH.
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Tabnuma 2

Marpuna mHerounocrteit GoogleNet st BockMu THITOB ITOJICTHTAONICH ITOBEPXHOCTH

Kiace Ozepo | Topoxg | IMome | Jlec |IHocce |Hopora| Peka | Jaum
n300paKeHAS
Oszepo 0,91 0,00 0,01 005 | 0,01 0,00 | 0,02 0,00
T'opon 0,10 0,60 0,00 0,00 | 0,15 001 | 001 0,13
JINE 0,04 0,00 0,94 0,00 | 0,00 | 000 | 0,01 0,00
Jlec 0,55 0,00 0,00 0,44 | 0,00 | 0,00 | 0,01 0,00
occe 0,01 0,00 0,05 0,00 | 0,73 0,07 | 0,13 0,00
Hopora 0,01 0,00 0,00 0,00 | 0,01 0,95 | 0,03 0,00
Peka 0,01 0,00 0,00 0,00 | 0,01 0,11 | 0,87 0,00
Jaun 0,00 0,00 0,00 0,00 | 0,00 | 0,08 | 0,00 | 091

Jomnst n300paskeHuid, sl KOTOPBIX BEPOSATHOCTH MPHHAMICKHOCTH K OZHOMY M3 KJIACCOB IPEBbI-
aeT moporosoe 3HaueHue, coctasiseT 0,88. Cpennsist TouHOCTH Kinaccudukarmu pasHa 0,79.

Bropas 6a3a nzo0pakennii cocTout u3 11 kiaccoB: KaHbOH, TOPO/I, TyCTHIHS 1, MycThIHA 2 (Ipyras
TEKCTypa), MoJjie, JieC, 03epo, Tophl, caBaHHa, Mope, 00710To — Beero 282 700 n3o0pakeHUH Kaxaoe
pasmepoM 256%256 nukcenos (Tadi. 3).

Tabnuma 3
Marpuna Hetounocteit CHC 11 THIOB moacTHIaIoNIeH TOBEPXHOCTH
Knace Kanpon | T'opon ([Tyctemms 1|[Tyctens 2| ITone | Jlec |Ozepo | ['opsr (CaBanHa| Mope | Bomoto

M300paKeHUS

Kanbon 9991 0 0 0 0 0 8 1 0 0 0
Topon 0 8000 0 0 0 0 0 0 0 0 0
[yctems 1 0 0 5967 33 0 0 0 0 0 0 0
IMycrhins 2 0 0 0 5000 0 0 0 0 0 0 0
ITone 0 0 0 0 7500 0 0 0 0 0 0
Jlec 0 0 0 0 0 6000 0 0 0 0 0
Ozepo 0 0 0 0 0 0 6000 0 0 0 0
Topsl 16 0 0 0 17 0 0 6959 0 0 4
CaBaHHa 3 1 0 0 0 0 0 0 7984 0 0
Mope 0 0 0 0 2 0 0 0 0 6998 0
Bomoto 0 0 0 0 0 0 0 0 0 0 5500

Bricokoe kauecTBO pacrio3HaBaHUs IS BTOPO 0a3bl OOBSICHAETCS TEM, YTO OHA CIIEIIHAIBHO ObLTa
COCTaBJIeHa U3 M300pa’keHHH, KOTOPhIE B OTJIMYME OT U300paKCHUH IMEepBOi 0a3bl COBEPIIECHHO HE
MOXOXH MEXKIY COOOM M HE cOIepKaT HECKOJIBKO THIIOB IOJICTHJIAIONICH MOBEPXHOCTH Ha OJHOM
n300paKeHNH.

bein mpoBeneH CpaBHUTENBHBIN aHaIW3 KadecTBa pacro3HaBaHWS Mexay paspadoranmnoit CHC
Y TIONYJIIPHBIMH  apXuTeKTypaMu HeipoHHbix ceteil: LeNet, AlexNet u GoogleNet. Pesynbrars
CpaBHUTEIBHOrO aHaim3a [3] mokaspiBaroT, 4yTo npencrasieHHas apxurekrypa CHC comocraBuMa 1o
Ka4eCcTBY PACIO3HABAHUSI C MOMYJISIPHBIMH apXUTEKTYPaMHU TIYOOKHUX CBEPTOYHBIX CETeH.

3akaouenue. B O6benuuennom uactutyTe pobiem uadpopmatukn HAH benmapycu paspabdortan
NPOrpaMMHO-aNMapaTHbI KOMIUIEKC (MHUKPOMOAYJB) MO0 OOHApYXEHHIO M KiacCu(UKauu u300pa-
JKEHUH MOACTUIIAIOIIEH MOBEPXHOCTH 3eMiH. AnmapaTHas 4acTh MUKPOMOIYJISI HMEET HU3KOE dHEp-
ronorpedieHre, Malibie pa3Mepbl U Maccy. CTOMMOCTh KOMIUIEKTYFOIIIUX MUKPOMOJIYJISI HE TIPEBBIIIa-
et 200 Genopycckux pyonei.

Paspaborannas CHC oTnuuaeTcs HageXHOCTBIO, KOTOPasi COMOCTaBUMA C ITOMYJIIPHBIMHA apXUTEK-
TypamH TITyOOKHX CBEPTOYHBIX ceTeil. Manoe BpeMst 00pabOTKH OJJHOTO KaJ[pa MO3BOJISIET YCTAHABIIH-
BaTh JIAaHHYIO CETh Ha MOOWJIBHBIE MHUKPOIUIATQOPMBI C HEOOIBIIONW BBIYUCIUTEIHHON MOIIHOCTHIO.
OpHaKO TOYHOCTH PAaCHO3HABAHMA 3aBHCUT OT KauecTBa 0a3bl M300pakeHUH, KOTOpas MPUMEHSETCS
IU1s1 OOydeHHUSI HEUPOHHOU CETH.
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[Ipn manpHeimel pa3paboTKe MPOrpaMMHO-AIIIAPATHOTO KOMITIEKCA aBTOPHI IUIAHUPYIOT EPEeUTH
oT 3a1a4M Kiaccudukanun uzobpaxenunii (image classification) x 3amage moncka 06BEKTOB Ha M300-
pakennn (0bject detection), a Taxxke K MyJIbTHKIACCH(DHUKAIINN, KOT/Ia HA OJTHOM U300paKCHUH HaxO0-
JISTCS Cpa3y HECKOJBKO THIIOB TIOJICTHIIAIONIEH TOBEPXHOCTH.
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IBPHUCTHYECKHUI METOJ1 aJIredpandeckoi 1eKOMIO3UIIMH
YaCTHYHBIX 0yJIeBbIX PyHKIUI
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AnHoTanms. 3ajava JEKOMIO3UIMK OyneBol (DYHKLIMH 3aKIIOYaeTcs B MPEACTABICHUM 3aJaHHOM OyleBOi
(yHKIMH B BHJIE CYNEPIIO3HULHH HEKOTOPHIX OYNeBBIX (QYHKIMH, Ka)xias M3 KOTOPBHIX MMEET MEHBILEe YUCIIO
apryMEHTOB, YeM HCXOJHas. AnreOpanueckas JAeKOMIO3UIHS (B aHIIIOA3BIUHON auTeparype bi-decomposition)
NPE/ICTAaBISIeT 3aJaHHYI0 (DYHKIMIO B BUJI€ HEKOTOPOM 3aJaHHOW OIepaluu aireOpsl JJOTMKKA Haa AByMsl Oylie-
BbIMHU (DYHKIHMSIMH, U 9Ta 3a]a4a CBOIUTCS K X omnpezesenuro. [Ipeanaraercst 3BpUCTUYECKUIT MeTO anreOpau-
YEeCKOHW IEKOMMO3UIMHN [UISl HE MOJHOCTBIO ONPEAETICHHbBIX (YacTHYHBIX) OyneBbix GyHKumi. McxonHas Oynesa
(yHKIHMS 3a1aeTcs ABYMsI MHOXECTBAMH, OJTHO M3 KOTOPBIX IIPEJCTaBIIsET co00i 001acTh OyieBa MpOCTPaHCTBA
apryMeHTOB, T1e (YHKIHMI UMeeT 3HadeHue 1, a apyroe — obmacth OyieBa MpOCTPAaHCTBA, I QYHKIHUS HMEeT
3naueHne 0. PaccmarpuBaercsi MOSHBIA rpad) OpPTOrOHAIBHOCTH OYJIEBBIX BEKTOPOB, COCTABIISIONIMX 0O0JIACTbH
olpesiesieHust 3aJaHnHoi QyHKIn. B HeM BBIAemstoTCs pedpa, KOHIBI KaXI0ro pedpa COOTBETCTBYIOT JIEMEHTaM
OyneBa MPOCTPAHCTBA, HAa KOTOPBIX (DYHKIMSI MMEET Pa3IMyHbIe 3Ha4YeHUs. 3agada anreOpandeckor JeKOMITO3H-
IIUM CBOJUTCS K 3a/1a4e O JBYXOJIOUYHOM B3BEIICHHOM MOKPHITHH MHOJKECTBA BBIZIETICHHBIX pedep yKa3aHHOTO rpa-
(ba ero MoJHBIMH IBYAOJbHBIMH moArpadamu (Oukaukamu). Kaxaoil OMKIIMKE MPUIKCHIBACTCS ONpPEAEICHHBIM
00pa3oM M3bIOHKTHBHAsE HOpMasibHast popma (JJHD), n BecoM OMKIMKH CUNTAESTCS Mapa HEKOTOPBIX MapaMeTpOB
cootBerctytoei JJH®D. TTo kax0it n3 OMKINK MOJy4EHHOTO TOKPBITHS CTPOUTCS OysieBa GpyHKIMS, apryMEHThI
KOTOpOIl — MepeMEHHBIE U3 AJIEMEHTAPHON KOHBIOHKIIMUM MHUHMMAJILHOTO paHra cootBeTcTBytomend JJHD, uro aB-
JsIeTCsl pelIeHUeM 3aJa4un anreOpandeckoi nexkommo3niuu. IIpesaraercss MeTorKa MOMyYeHHs YKa3aHHOTO I10-
KPBITHSI TS IBYX BHJIOB BBIXOHOH (DYHKIUHL.

KaroueBble ciioBa: qactudHas OyieBa QyHKIHS, JEKOMITO3UIUS OyiIeBOH (QYHKIMM, CyNepro3unus GpyHKINH,
orepanyu aiareOpbl JOTHUKY, 331a4a O TIOKPBITHH, TIOJTHBIA ABYAOJIBHEIN oArpad rpada, 3IBpUCTHIECKUH METO

Juist nurupoBanust. [Torrocun, 10. B. OBpucTiyecknii MetTo anredpandeckoi 1eKOMIIO3UIMH YaCTHIHBIX Oy-
nesbix GyHkumii / 10. B. Tlottocun // Madopmaruka. — 2020. — T. 17, Ne 3. — C. 44-53. https://doi.org/10.37661/
1816-0301-2020-17-3-44-53

A heuristic method for bi-decomposition of partial
Boolean functions
Yuri V. Pottosin

The United Institute of Informatics Problems of the National Academy
of Sciences of Belarus, Minsk, Belarus
E-mail: pott@newman.bas-net.by

Abstract. The problem of decomposition of a Boolean function is to represent a given Boolean function in the
form of a superposition of some Boolean functions whose number of arguments are less than the number of
given function. The bi-decomposition represents a given function as a logic algebra operation, which is also
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given, over two Boolean functions. The task is reduced to specification of those two functions. A method for
bi-decomposition of incompletely specified (partial) Boolean function is suggested. The given Boolean function
is specified by two sets, one of which is the part of the Boolean space of the arguments of the function where its
value is 1, and the other set is the part of the space where the function has the value 0. The complete graph of
orthogonality of Boolean vectors that constitute the definitional domain of the given function is considered.
In the graph, the edges are picked out, any of which has its ends corresponding the elements of Boolean space
where the given function has different values. The problem of bi-decomposition is reduced to the problem of a
weighted two-block covering the set of picked out edges of considered graph by its complete bipartite subgraphs
(bicliques). Every biclique is assigned with a disjunctive normal form (DNF) in definite way. The weight of a
biclique is a pair of certain parameters of assigned DNF. According to each biclique of obtained cover,
a Boolean function is constructed whose arguments are the variables from the term of minimal rank on the DNF.
A technique for constructing the mentioned cover for two kinds of output function is described.

Keywords: partial Boolean function, Boolean function bi-decomposition, superposition of functions, logic
algebra operations, covering problem, complete bipartite subgraph, heuristic method

For citation. Pottosin Yu. V. A heuristic method for bi-decomposition of partial Boolean functions. Informatics,
2020, vol. 17, no. 3, pp. 44-53 (in Russian). https://doi.org/10.37661/1816-0301-2020-17-3-44-53

Beenenmne. [lon nexommosunueii OyneBoil (GyHKIUM MOHUMAETCS €€ MpEACTaBICHHE B BHJC CY-
MIEPIIO3HUIIMH IBYX WK Oosiee QyHKIUH, KaKAas U3 KOTOPBIX B HEKOTOPOM CMBICIIE MTPOILE UCXOTHOH.
3amavya JEeKOMITO3UIMH OYJIeBBIX (DYHKIUI SBISETCS OMHOW M3 BAYKHBIX M CIOXKHBIX 337ad B 00JIACTH
JIOTUYECKOTO TPOEKTHUPOBAHUS, YCIIEITHOE PENICHNE KOTOPOI HEMOCPEACTBEHHO BIHUSIET HA KAYECTBO
Y CTOUMOCTbH MPOEKTUPYEMBIX IH(PPOBBIX YCTPOKICTB, a TAKKE JaeT BO3MOXKHOCTh B PsJIe CIIydaeB 3a-
MEHHUThH CJIIOKHYIO 33/1a4y anmapaTHoOi peanu3anuu OyneBod (pyHKIUU OT OONBIIOTO YHCia EpeMeH-
HBIX Ha 0oJiee MPOCTYIO 3a[jauy peain3aluyd HECKONBKUX (PYHKIUH ¢ Topa3fgo MEHBIIUM YHCIOM ap-
T'YMEHTOB.

CyliecTByeT JIOBOJBLHO MHOI'O Pa3jIMYHBIX BUIOB JIEKOMIO3MIMK OyieBor GyHkuuu [1]. Oqgaum
U3 TAaKUX BUJIOB SIBJSIETCS airebpanueckas aekommosuius (anri. bi-decomposition). 3agaya anre6pa-
NYECKOM JTEKOMIIO3UIIMK CTaBUTCS CIEAyIOInUM obpasoM. [Iis 3amanHoii OyneBoit yrkimu y = f(X),
rJe KOMIIOHEHTaMH BeKTopa X = (X, X, ..., Xn) SABISIOTCS OYyJIeBBHI NIEPEMEHHbIC, COCTABIISIONINE MHO-
xecTBO X, Tpebyercs Haiitu cyneprosuimio f(X) = ¢ (91(21), 92(22)), Tie KOMIOHEHTaMHU BEKTOPOB Z;
U Z, SBIISIOTCS TIEPEMEHHBIE U3 MHOXKECTB Z; C X 1 Z; < X COOTBETCTBEHHO. Bun QyHKIMM ¢ OT ABYX
MEPEMEHHBIX TAKXKE 3aJlaH. ITO MOXKET OBITh JIt00ast U3 JAecATH OyJeBbIX (YHKIIUH, CYyIIECTBEHHO 3a-
BUCSIINX OT 00EMX IMEePEMEHHBIX U MPENICTABISIEMbIX ONeparusIMi anreopsl Toruku. OOBIYHO MHOXKE-
ctBa Zy u Zp 3anaubl U Z; N Z; = J. Takast IeKOMIIO3UIINS HA3bIBACTCA pa30eiumeibHOU B OTIUYUE OT
Hepaz0eaumebHol JSKOMITO3UIUH, T/Ie YCIIoBUe Z; N Z, = J HeoOsI3aTelIbHO, HO MPH 3TOM Ha MOIII-
HOCTH MHOXECTB Z; ¥ Z; MOTYT OBITh HaJIOXKEHBI OTPaHUICHUSI.

W3BecTHBI TpUMeEpHl MPUMEHEHUS METOAOB alTreOpandecKol JEKOMITO3UIIMH IS TTOBBIIICHUS
OpIcTpozelicTBUSA cxeM [2, 3] u mpu cuHTE3e cxeM Ha 6a3e MporpaMMUpPYeMON BEHTHIIHHON MaTpHIIbI
(FPGA) [4]. 3amaua anreOpandeckoil JEKOMIO3UIMU pU QYHKIMU (P, BBIPAKACMOW OIepauei cio-
JKSHMSI 10 MOZYJIIO 2, TIpU 3a7aHHOM pa3Ouenuu (Z;, Z) paccmarpuBaercs B padote [5], rae mus ee
peLeHNs IpeIaraeTcsi UCTOb30BaTh JIOTHYECKHE YpaBHEHHA. BepoaTHOCTh CyIiecTBOBaHUS KaKOM-
00 JEKOMIO3MLMUM Ul TOJHOCTBIO ONpeNeNeHHbIX OyneBbIX (YHKUMI BechbMa HH3Ka, HO IIO-
JPYyroMy Jeno 0OCTOMT, KOTJa paccMaTpuBaeMble (GYHKIMH SIBIISTEFOTCS HE MOJTHOCTBIO OIPEe/Ie/ICHHbI-
MU (4aCTUYHBIMH), OCOOCHHO KOTJja OHH OTpeeNIeHbl TOJIBKO Ha HeOOJbILOW YacTH OyieBa MpoCTpaH-
cTBa apryMmeHToB. Takoil ciydail pazaenuTeNnbHON anredpanyecKodl JEeKOMIIO3MLIMHU NP 3aJaHHOM
pasouennn (Z;, Z,) moapobHO uccaeroBan B pabore [6].

Janee paccmaTtpuBaeTcsl 3aJlauya alreOpandeckol JAEKOMIIO3UIIMH He IMOIHOCTHIO ONpeIelIeHHON
(vactuuHoit) OyneBoit GpyHkuuu. B aToM ciydae i 3aganHoi yacTHyHOM OyneBoi Gpynkuuu y = f(X)
HaI0 HaWTH cymeprosuuio ¢ (01(21), 02(z2)) = f(X), rme cumBom ~ 0003HaYaeT OTHOIIEHHE Pean3a-
1n. OYHKIMS @, YACTHYHAS WK TIOJTHOCTBIO ONPEIC/ICHHAsI, peau3yeT 4acTu4Hyo GpyHkuuio f, eciu
3HaYCHHsT (QYHKIIMK ( COBIAIAIOT cO 3Ha4YeHUsMH (yHkuuu f Besze, rae o ompeneneHsl. Tak ke,
KaK B IIOCTaBJICHHOH BBIIIE 33a]a4e, KOMIIOHEHTAMH BEKTOPOB Z; U Z, SBISIOTCS MEPEMEHHBIE U3 MHO-
XKecTB Z; € X 1 Z, X COOTBETCTBEHHO. MHOXecTBa Z; U Z, HE 3aIaf0TCS ¥ OTIPEACIIIOTCS B TIPOIIeC-
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ce pemeHus 3ana4u. OHU MOTYT N€peceKaThCsl, HO €CTECTBEHHO NMOTPE00BATh, YTOOBI CyMMa UX MOIII-
HOCTeH OblTa MUHHUMabHOW. CylIecTBYIOT pa3HOOOpa3HbIE METOJBI PELICHUS KaK pa3lenuTeNbHOM,
TaK ¥ Hepa3JeluTeNIbHOU anreOpandeckor aekommosuimu [7/—10]. B Hacrosei crarbe u3naraercs
MeToA anreOpandeckoil NEeKOMIIO3ULUH, UCIOIb3YIOMUN HOAX0 K PELICHHUIO 3a1a4yl MapajieIbHOR
JIEKOMITO3HULIMM CUCTEMBl YACTHYHBIX OyneBbIX (QYHKUWH, NpeaoxKeHHbIH B padote [11] u pa3BuThIid
B cTaThe [12] mpUMEHHTENBFHO K 3a7jade alreOpandeckoil 1eKoMITo3uunu. bonee ynoOHbI MeTo Asst
city4ast, kora GyHKIHS ¢ MpeACTaBiIseTcs ONepalueil CIoKEeHHUs 10 MOAYIIO 2, onucaH B ctathe [13].
Mertonet B crathsx [12, 13] MUHEMH3HPYIOT MOITHOCTH MHOXECTB Z; U Z, TIPU MOJHOM mepedope
BO3MOXKHBIX CUTYyallUil B IIPOLIECCE PEIICHUs], YTO 3HAYUTEIFHO OTPAHUYMBACT UX IMPAKTHUECKOE MPH-
menenue. [Ipemiaraemelii 31eck METO HE TapaHTHPYET a0CONIOTHOTO MHHAMYMa 3THX MOIIHOCTEMH,
HO TIO3BOJISIET PELINTH 3a/auy 3a Ooyee KOPOTKOE BpeMsl, IOCKOJIBKY He oOpaliaeTcsi K IOJIHOMY Iie-
pebopy.

Oco6oro BHUMaHUs 3aCIyXHBaeT MpolieMa CyIIeCTBOBAaHHUS HETPUBHAIBLHON AEKOMIIO3ULMY, TIPU
KOTOPOM MOIITHOCTh JIFOOOT0 M3 MHOXKECTB Z; U Z, MEHbIIIE MOITHOCTH MHOXecTBa X. DTa mpodiema
JIOBOJIFHO JIETKO pemIaeTcs, Korjaa pazouenne (Z;, Z,) 3amgano [1, 14]. He npu mobom Takom pa3ome-
HUM BO3MOKHA HETpPHBHAbHAs AEKOMIIO3UIMS 3aiaHHOI OyneBoil (pyHkumu. Bompoc onpexnenenus
MHOXECTB Z; U Z,, ISl KOTOPBIX OHA CYIIECTBYET, BHI3BIBAET €CTECTBEHHBINH MHTepec. Cpenu pador,
IJIc pacCMaTpUBAETCsl TaHHBIN BOIPOC, MOKHO Ha3BaTh padotsl [1, 5, 15-18]. IIpu 3TOM Hcronb3yeT-
sl TIOJHBIM 1mepe0op, HO AAl0TCS HEKOTOPBIE CIOCOOBI yMEHbIIECHHUS 00beMa BBIYMCICHHUI IpH pac-
CMOTpPEHHUH BapHaHTOB. B mpemnaraemoii cTatbe, KaK yke€ 0TMEUYanoch, MHOXKeCTBa Z; U Z; onpeze-
JSIOTCA B TIpOLlecce pelIeHHs 3afad. JTU0O0 BBIIAETCs pelieHHe, MO0 JenaeTcs 3aKiIioueHHe, YTo
JEKOMITO3ULIMHU HE CYILECTBYET.

Ipenaaraemsrii moaxoa. [1o10xuM, 4TO HE MOJHOCTBIO onpezeieHHas OysiaeBa Gyukmus f(X) 3a-
naHa AByMs MHOxectBamm: M' — oGmacth GyaeBa HpOCTpaHCTBA, rie DYHKIHMS MMeeT 3HaueHue 1,
u M° — o6nacTs GyleBa MPOCTPAHCTBA, IJie OHA MMeeT 3HaueHHe 0. DTH MHOXeCTBa OyeM TIpe/ICTaB-
JIATH COOTBETCTBEHHO Oyi1eBbiMu Matpuriamu M' i M. O6macts onpenenenus yrxiun f(X) 0603Ha-
auM cumBoitoM M (M = M*' U M°®). Pacemorpum momsbiit tpad G = (V, E), y KOTOPOro MHOKECTBO
BepuIrH V cooTBeTCTBYEeT MHOXecTBy M. Kaxxnomy pebpy rpada G npunuiiem apryMeHTbl 3a1aHHOM
bynkimu n3 MHoxectBa X = {Xy, Xz, ..., Xn}, M0 KOTOPBIM OPTOTOHAJIBHBI CTPOKH MAaTpPHUI] M' u M°,
COOTBETCTBYIOIINE KOHIIAM JaHHOTO pedpa.

[Tonromy aByzonbHOMY moarpady, win ouxiuxe, rpaga G npunuiieM MHOXECTBO MEPEMEHHBIX
u3 X, B3ATHIX TI0 OJHOW W3 KaxJ0ro pedpa, MpUHAUIeKAIETo NAaHHON OWKIHKEe. JTO MHOMXKECTBO
ompezensercs ciaemyommM oopasoM. Ilycts {X, X;, ..., Xk} — MHOXXECTBO MEPEMEHHBIX, 110 KOTOPBIM
OpPTOTOHAJILHBI JIBA BEKTOpa M3 M, COOTBETCTBYIOIIME KOHLAM pedpa m3 MHOxectBa E. Ob6pasyem
AIEMEHTAPHYI0 JU3BIOHKIUIO Xi V Xj V ... V X¢ U3 9TUX nepeMeHHbIX. s Ouknuku rpada G nomyunm
KOHBIOHKTHUBHYI0 HOpMalibHYIO0 Gopmy (KH®), unenamu xoropoil OynyT yka3aHHBbIE TU3IBIOHKIINH,
B3ATHIC TI0 BCEM pedpam, BXOASIINM B JaHHYI0 OUKIHUKY. [lociie yianeHus: BOSMOKHBIX MOTJIONMAEMbIX
AJIEMEHTAPHBIX JU3BIOHKINI npeobpazyem nonyueHHyr0o KH®, packpbiB ckoOKH, B TU3BIOHKTUBHYIO
HopMasbHYIO hopmy (JAHD). MHOXKecTBO IepeMEHHBIX, IPUIMCAHHBIX OMKIIMKE, COCTAaBST IePEMEH-
HbIE, BXO/SIIUE B 3JIEMEHTAPHYIO KOHBIOHKIIMIO MUHUMAJIBHOTO paHra nojgydenHou JJHO.

ITycts Tpebyetcs Bbipasuth 3amannyto ¢yHkumuoo f(X) kak f(X) = 0(01(z1), 92(z2)), rme @ moxer
ObITh JTF00O0W OylieBOW (YHKIMEH OT JBYX IEPEMEHHBIX, KOTOPBIE SBISIOTCS (QYHKIUSMH COOTBET-
CTBEHHO OT BEKTOPHBIX TIEPEMEHHBIX Z3 U Z;, IPEICTABIISIONINX YaCTH BEKTOPA X.

IMoctpoum ¢yHkIME §; ¥ §, cieayrommMm obpazom. B rpape G BbeimenuM aBe OMKIHKH
B, =(V, A E)uB,= (Vzl, A E») Tak, uToOnI 11000€ pedpo rpada G, KOTOPOE CBA3BIBACT BEPIIIH-
HY, COOTBETCTBYIOIIYIO SIEMEHTY M3 MHOXKECTBA M ', C BEpILIHHOMN, COOTBETCTBYIOLIEH JIEMEHTY U3
MHOXecTBa M°, IpHCYTCTBOBAIO XOTs Obl B OHOM U3 MHOXKecTB E; umn E,. BHKIHKH JOCTATOUHO
3aJ1aTh MMapaMy MHOKECTB (Vll, Vlo) n (Vzl, VZO), TaK Kak B OMKJIMKaX Ka)k[Ias BepITUHA U3 OJTHOU JOITH
CBsI3aHa peOpaMu CO BCEMH BEpLIMHAMU APYroi noiu. Aprymentamu Gynkuuu @i (i = 1, 2) asisrorcs
NepeMeHHbIe, IpUITMcaHHble OuKInKe B;. MHOXeCTBO M;' 3naueHmit BEKTOPHOM NEpEMEHHON Zj, T1ie
DyHKLMS Q; UMeeT 3HaueHHe |, COCTABIAIOT YacTH BeKTOpoB U3 M ' miu u3 M°, cOOTBETCTBYIOIINX
BepIIMHAM M3 MHOxecTBa V;'. UacTH 3THX BEKTOPOB OMPEIEIISIOTCS NEPEMEHHBIMH, PUITHCAHHBIME
oukiuke Bj, T. e. 3TH nepeMeHHbIe SBISAIOTCS KOMIIOHCHTAMH BEKTOPA Zj. AHAIOTMYHO (HOpPMHUpYETCS
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MHOXecTBO M’ 13 wacreii BEKTOPOB, COOTBETCTBYIOIIMX BEPIIMHAM U3 MHOXECTBA VL. Takum obpa-
30M, KaXJI0My BEKTOpY U3 M 'y M° COOTBETCTBYET Mapa 3HaueHui QyHKUMiA 0; U g,. Ecnu oTa mapa
COOTBETCTBYET BEKTOPY M3 M, TO OHA SBIACTCS IEMEHTOM MHOXECTBA M(Pl, rae QyHKOUsS (¢ UMEeT
suauenne 1. Eciin oHa COOTBETCTBYET BeKTOpy U3 M, TO OHA SBIACTCS HTEMEHTOM MHOKECTBA M@O. Tak
GyseT 3a1aHa (YHKIHS @, eI BHJ ee He 3ajaH 3apaHee. 3amerum, uto mapsi (Vo', Vi¥) u (V5! V2°) crre-
JIyeT CUMTaTh YNOPSAJOYEHHBIMHU, TOCKOJIBKY OHU CBSA3aHBI CO 3HAYCHUSIMU QYHKIMH () U J.

Takum 00pa3zom, monydenue GyHKIMIA ¢, §; ¥ §, CBOIUTCS K BhIJIeNIeHHIO B Tpade G mapbl OHKIIHK,
MOKPBIBAIOMINX HEKOTOphIe ero pedpa. EcrecTBeHHO moTpe6oBaTh, 4TOOR (DYHKITUH () U §, UMETH KaK
MOKHO MEHbIIIe aprymeHToB. s storo kaxmod Oumkiuke B; (i =1, 2) mpunuceiBaeTcsi Bec, Mpel-
CTaBJIAEMBIH yIops104eHHOM napoi (I, Sj), rae [ — MUHUMAaJbHBINA PaHT 2JIEMEHTAPHON KOHBIOHKIIUH,
a Sj — YMCJIO TaKMX KOHBIOHKIMH B cooTBeTcTBYytomell IH®. [Tomyyaemas napa GMKIMK J0IKHA 00-
JanaTh KaKk MOKHO JIy4IIUM BecoM. Bec mapel Oukiuk By u B, onpenensieTcs Kak ynopsaoYeHHas Ha-
pa(R,S), tme R=ry+r, u S=5; xS, Bec (R, S) cunraercsa nmyumum, ecr R MUHMMaIbHO, a cpenn
BECOB, OOJIAJAIOIINX PAaBHBIM MHUHHUMAIBHBIM R, JdydmmMm cumraeTcst Bec ¢ HanOoibmmuM S. SIcHO,
4yT0 R JOKHO OBITh MUHMMANBHBIM, TakK KaK 3Ta CyMMa paBHa JUIsl OKOHYATEIBbHO MOCTPOCHHBIX
OMKIIMK CyMM€ 4YrcCell apryMeHTOB (YHKUUI (1 M J2, KOTOPYIO HaJO MHHUMH3HPOBaTh. YeM OoJblie
JJIEMEHTapHBIX KOHBIOHKIIMHA MHHUMabHOTO paHra B JJH®, cooTBeTcTBYyOMIEH CTposIIeiicss OUKIHU-
Ke Bj, TeM Oonblie BO3MOXKHOCTh, YTO 3TOT PaHr [ YBETUYUTCS HA MHHUMAJbHYIO BEIUYMHY WU
OCTaHETCs IPEKHUM IpH J00aBiIeHun pedep k Oukimke. [loaToMy pu HECKOJIIBKUX BapHaHTax C OAH-
HAKOBBIMH 3HAUYCHUSIMU R ciiegyeT BEIOUpATh TOT, IS KOTOPOTO S MaKCUMAIBHO.

3ananue BHAA (YHKIMK (p OCYIIECTBIACTCS MpHIAHHEM CTpokaM Matpun M ' u M° GyneBsix ummn
TPOUYHBIX IByXKOMIIOHEHTHBIX BEKTOPOB, IPEACTABIIAIOIINX BO3MOXKHbBIE 3HaUCHNS PYHKUUH Q1 U J.
HanpumMep, eclii ¢ — CIOXKEHHE M0 MOAYII0 2, TO CTPOKAaM Matpuibl M ' MpHIHCHIBAIOTCS BEKTO-
pei (0, 1) u (1, 0), a crpoxam matpust M — Bextopst (0, 0) u (1, 1). Eciu ¢ — crpenka [upca (otpu-
[[aHUe JM3BIOHKIINK), TO CTpokKaM Marpuubl M~ mpumnuceiBaercs Bektop (0, 0), a cTpokam MaTpu-
et M° — Bexropst (1, -) u (-, 1).

Ecnu Bua GyHKIMM ¢ 3a1aH, ClEAyeT pacCMOTPETh JMHEHHbIE W HEJWHEHHbIe (QYHKIHUM 10 OT-
JeNIBHOCTH, KaK 3TO CIIeJIaHO B paboTe [6], BBUY TOTO, YTO B 3THX CIydasX MHOXKECTBA paccMaTpHBa-
eMBIX OMKIIMK UMEIOT CBOU 0COOCHHOCTH. M3 Bcex OyneBbIX (YHKIUH, CYNIECTBEHHO 3aBHUCAIIMX OT
JIBYX NEPEMEHHBIX, K JTUHEHHBIM OTHOCSTCS (PYHKIUH, BBIpayKa€Mble ONEPALUSIMUA CIIOKEHHS MO0 MO-
JYJTEO 2, U SKBUBAJICHIINH, K HETMHEHHBIM — BCE OCTAJILHBIE.

B paborax [12, 13] mis monmydeHus: pelieHus] UCTIONIBL3YyeTCsl MOMHBIN mepebop nap Ooukmuk. Kak
OBUIO OTMEYEHO BBIIIE, ATO 3HAYMTENFHO OIPAaHUYMBAET IMPAKTUUECKOE NMPHUMEHEHUE IMpeiaraeMoi
METOAMKU. B HacTosmiel cTaThe UCTIONB3yeTCs 1eNIeHAIPABICHHBIN MOUCK MOAXOASIINX Nap OUKIUK,
n3beraromuii onHoro nepedopa. [losToMy onTumalibHOE pelIeHHe He TapaHTHPOBaHO, HO OJM3KOe
K HEMY BO MHOTHX CJIy4asiX YAaeTcs MOMYyUYHTh 3a MPHEMIIEMOE BPEMSI.

Adredpanyeckasi 1eKOMNO3UIUS ¢ JuHeliHOl pyHkuueii. B xadecTBe nmHeiHOW QyHKIMH @
paccMOTpPHUM CITOKEHHE TI0 MOAYI0 2, T. e. mexommosuimio Buma f(X) < g1(z)) ® 02(z;). CormacHo
3HAYCHHMAM 3aJaHHON (QyHKImHK f, Kak GBIIO YKa3aHO BBINIE, CTPOKAM MATPHIE M TIPUITHIIIEM BEKTO-
pet (0, 1) 1 (1, 0), a crpokam matpuisl M ° — Bextopst (0, 0) 1 (1, 1) B KauecTBe BO3MOKHBIX HAGOPOB
3HaYeHUH QyHKIMIA §; ¥ J,. B cilyuae SKBHBaleHIIMH TH BEKTOPHI MEHSFOTCS MECTAMH, U TIOITOMY
JeHCTBUS, HCTIOIb3yEMbIE B XO/I€ PELICHUS IIPU CIOKEHUHU 110 MOIYJIIO 2, IPUMEHUMBI U B CITy4dae dK-
BUBAJICHIINHA. XOJ pEIIeHus yIoOHO MOACHUTH Ha mpumepe. IlycTh He MOITHOCTBHIO OmpeAeNeHHAs
byuxuums f(X) 3agana ciaeayrONMMA MATPHIIAMH:
X, X5 Xg X7 Xg
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Jlns ynoGcTBa NaibHEMIIEro M3I0KEHHs HCIIONb3yeM eIMHYI0 HYMEpAalMio CTPOK MaTpui M
1 M°. B stoM ciyuae Hymepauus BepmmH rpada G coBmagaeT ¢ HyMmepauueil COOTBETCTBYIOIIUX
CTpOK MaTpuil. MHOXecTBa MEPEMEHHBIX, PUIHUCHIBAEMBIX pedpam, MepeyrcisaTh He OyaeM BBULY
GombIIoro Koimdectsa pebep rpada G. OHM JErko OIpPENelsIoTcs Mo cTpokaM Matpun M u MY,
Hamnpumep, pedpy ViV, IPUITHCAHO MHOXKECTBO {Xi, X2, Xs, X7}, @ peOpy ViVis — {X2, X4, Xg}.

Ha nepBom sTane nmony4yeHHs UCKOMBIX OMKIUK By U B, BeAensAeTcs pedpo ViVj ¢ MaKCUMalIbHBIM
KOJITYECTBOM TIPHUITMCAHHBIX ITEPEMEHHBIX, 00a KOHIIa KOTOPOTO MPUCYTCTBYIOT B MHOKECTBE BEPIIUH
rpada G, cooTBETCTBYIOLIEM MHOXKecTBY M. TakuM peGpoM SBIAETCS ViV, 1 GUKITMKH HA 3TOM dTarle
npuobperator 3HaueHus By = ({vi}, {vs}) u Br=({vs}, {Vi}) ¢ onemeHTapHO#l IM3BIOHKIHECH
(r1 VX2 VX3V X8V X5V X7).

Craenyromuii 3Tan — NOJdydeHHe OMKIMK C OBYMs peOpamu MyTeM N0OaBJiCHHsS HOBBIX BEpIINH
C MHIIMACHTHBIMU UM pebpamu. /11 KaskIo# BEpIIMHBI Vi U3 MHOKECTBA, COOTBETCTBYIOLIIETO MHOKeE-
ctBy M°, dopmupyrores mapst 6uxmuk (ViU {vi}, Vi¥) u (Vo' U {vi}, V2°). U3 Beex Takux map BHIOH-
paeTcs mapa ¢ HaWIy4IInM BecoM. PaccMoTpuM ciemyromyie BapuaHThl ap OUKINK ¢ COOTBETCTBYIO-
v KH® u JIH®, cnipaBa nokasano 3HaueHue kpurepus (R, S):

({v, e}, {Ve}) — x2,

({vs, Vo}, {Vi}) —x1 v X3 vV X4 Vv X5V X7 2,5

({ve, Vioh, {vs}) —(x1 vxa vz vxg vV xs v x7) (X1 VX2V X3V X4V X7V Xg) =
=X1 VX2V X3V X4V X7V X5Xs,
({Vs, Vio}, {vi}) — (er v o v s v xg v x5 v x7) (X5 v xg) =
= X5 VX1 Xg VX2 Xg VX3 Xg VX4 Xg VX7 Xg; 2,5

({V1, Vas}, {Ve}) — (1 v x2 v X v X4 Vv X5V X7) (1 V X3 V X5 V X7V Xg) =
=X1VX3VXs5VX7VX2XgV X4Xg,

({vs, Vish, {vi}) —(x1 vxa vz v xg vV xs v x7) (X2 V X4 V Xg) =
=XV X4V X1Xg V X2Xg V X5Xg V X7 Xg. 2,8

[TepBoii B mporiecce nepedopa mapoi ¢ HamTyqimuM BecoM (2, 9) okazanack mapa

({va, vis}, {Ve}) —x1 Vv x5 v X7,
({ve, Viz}, {va}) —x2 v x3 v x4,

[Mepexoaum K MocieHEMY 3Tany MOCTPOCHUS Mapbl OUKIHUK By U B,, KOTOPBIN COCTOUT B MOCIIe-
nosaresbHoM BHecennn B MuoxkectBa Vi1 V:°, V,'V,' ocraBmmxcs BEpIIMH C BHIOOPOM BapHaHTa
C HAWJIy4IIuM BecoM. IIpu 3TOM i BEPIIMHBI V; U3 MHOKECTBA, COOTBETCTBYIOIIIEIO MHOKECTBY M 0
dopmupyror  mapsr  OGumxmuk  Buma  (ViPU{vih Vi), (VL PU{vih VY m o (Vi VLU {v),
(Vzl, (VAR {Vi}), a 11 BepIIMHBI Vj U3 MHOXECTBA, COOTBETCTBYIOIIETO MHOXECTBY M L napel BUaa
(Vl1 v {vi}, Vlo), (Vzl, VARV {viH)u (Vll, V.2 U {vi}), (V2l U {vi}, VZO). Tax, 1715 BEpIIMHEI V, TOTYYHM
rmapy

({V1, Vo, V13}, {Vg}) - (xl V X5 V )C7) (X3 4 )C4) =X1X3V X1X4V X3X5V X3X7V X4X5V Xg4X7,
({Vve, iz}, {V1, Vo}) — X3V x4,

({va, iz}, {V2, Vg}) —x1 v x5 v X7,
({Vz, Vg, V13}, {Vl}) - ()C2 VX3V )C4) (xl V X2V X5V X7) =
=X1X3VX1X4V X2V X3X5V X3X7V X4X5V Xg4X7,

a IJI1 BEPIIMHEI Vg —

({va, Vo, Vas}, {Vs}) — X2 (X1 V X5V X7) = X1X2 V X2 X5 V Xp X7,
({vs, Vo, Viz}, {V1}) — (x2 v x3 v xg) (X1 V X3V X4V X5V X7) = X1X2 V X2 X5 V X2 X7 V X3V X,
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({v1, Vis}, {Ve, Vo}) —x1 Vv X5V X7,

({vs, Vas}, {v1, Vo}) — x2.

Hawumyummm BapuantoM o kpurepuio (R, S) okaszaiicst BApuaHT MPUCOETMHEHHS BEPIIUHBI Vs, IS
kotoporo (R, S) = (2, 6):

({v1, Vis}, {Vs, Ve}) —x1 Vv x5 v X7,
({vs, Vg, Vish{Vi}) — (xa v xs Vv xg) (x1 VX3V xa VsV XV xy) =
=X1X2VX2X3V X2X5V XoXgV XoX7V X3V X4

[Hanee, nepebupas Bce OCTAaBIIMECS BEPLINHBI, BBIOUPAEM KaXKIbIH pa3 Ty U3 HUX, BHECEHHE KOTO-
poii B IaHHbIE OMKIMKH JaeT nyqmuii o kpureputo (R, S) pedynapraT. OKOHYATENBHO MOTyYaeM ciie-
nyrorryro mapy ouknmmk ¢ ux KH® u JJHO:

({V1, V3, Va, Ve, V7, V1o, Va1, Vi, Vaa}, {Va2, Vs, Vg, Vo, Vi, Vas}) — (X1 V X2 V X3V x7) (1 V X3 V X6 V X7) A
A (X1 v X5) (X2 Vv X4 v Xs) (X2 V Xg V Xg) (X2 V X5V X7) (X2 V X6 V Xg) (X3 Vs V X7) (X5 V Xg) (X7 V Xg) =
= (Xl X2 X3 X X7V X1 X2X3XeXgV X1X3X4X6X7V X2X3X5X7V X3X4X5XeX7V X3 X5 Xg),

({Vv2, Vs, Vg, V10, V11, V13, V1a}, {V1, V3, Va, Ve, V7, Vo, V12, Vis}) — X2 X4 X6 Xg.

buknuka Bi = ({V1, V3, Vs, Ve, V7, V1o, Va1, Vaz, Via}, {V2, Vs, Vg, Vo, V12, Vis}) ompenaenseT (GyHKITHIO
01(x3, x5, Xg), TMOCKOJIBKY MHHHMMAJIbHBIH PaHT, PaBHBIA TpeM, MMEET 3JeMEHTApHAas KOHBIOHKIIHSI
X3 X5 xg cooTBercTBYIomei JJH®. Marpuiia M;' u3 3amanns QyHKIEH 1 CTPOUTCS KAK KOHKATCHALHS
MUHOpa MaTpPHIIBI M, obpa3zoBanHOTO cTpokamu 1, 3, 4, 6, 7 u cTonduaMu xs3, Xs, Xg, © MUHOpa MaT-
pHLIbI MO, oOpa3oBanHoro crpokamu 10, 11, 13, 14 u cronbiamMu X3, Xs, Xg. AHAJIOTMYHO CTPOUTCS
matpuria M;° u3 ctpok 2, 5, 8 Marpuust MY, ctpok 9, 12, 15 matpurist M° i 0JHONMEHHBIX CTONOIIOB
sTrx Matpull. [lepemeHHas x; oka3anack 371eCh HECYIIECTBEHHBIM apTyMEHTOM.

OyHKIHS Go(x2, X4, X6, Xg) OTMPEACIICTCS aHATOTUYHO 110 OuKIHKE By = ({V2, Vs, Vs, V1o, V11, Vi3, Via},
{V1 V3, V4, Vg, V7, Vg, V12, Vi5}) 1 cooTBeTcTBYMOmIeH JIH®D. Takum 06pa3om, QyHKIHK (1 U (o TPEIACTAB-
JISIOTCS CIIEAYIONIMMHA MaTPUTIAMHU:

13 s X X, X4 Xg Xg
Xo X, Xo X - o
101 X3 X5 Xg ~2 e e 8 1001

000 - 8 0001
111 0100

110 1111
110 011 0101 0000
M;! = CM%=|011]: M,! = . M=|01 10/

110 1000
011 1100

110 1111
010 1101

101 0101
100 0100
001 L . 0111 0100
001 L i

Y nanvB u3 MaTpUIl HOBTOPSEMBIE CTPOKH, TMOIYIUM 3afaHve QyHKINHA J; U J;!

X, X, X X X X4 X6 Xg

X3 X5 Xg X3 X5 Xg 6046518 1001
101 111 0100
Ml=|0o00|, M =011/ Mf—éiéi, M,’= 00 00|
110 010 1000 0110

001 100 0111 1100

11 01]

TTocne munnmuzanuu JJH® nonyydrum BeipakeHUE

01= X3 X5V X3X5 XgV X5Xg, U2 =Xp Xa XgV X2XgV XgXg, @ = 01(x3, X5, Xg) D a(x2, X4, X, Xs).
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Aaredpanyeckasi 1eKOMNO3UIMSA ¢ HeJUMHEHHON (pyHKIUeH. 3ameTnM, 9TO MpH JF000# Hemn-
HeHHOW (QYHKITUHM ¢ CTPOKaM OJHOU W3 MaTpur M ! o M° MIPUITHCHIBACTCS OAMH OyJieB BEKTOP BO3-
MOJKHBIX 3HaYeHUH (QYHKIWH J; U Jp, @ CTPOKaM IPYTOi U3 HUX — JIBa TPOWYHBIX BekTopa. Jis Hemn-
HEeHHBIX (QYyHKIMHA ynoOHO BMecTo moiHOro rpada G paccmarpuBaTh MOJHBIN ABYAOJNBHBIA Tpad
B= (V% V® Ejp), rue Bepumusl u3 MHoxecTa V' COOTBETCTBYIOT dJIeMEHTaM OyJieBa MPOCTPAHCTBA
13 MHOKecTBa M ', a BepumiHbl n3 MHOXKecTBa V ° — semenTam u3 MuoxkecTBa M.

Ilycte dyaxmuio ¢ mpenacrasmser crpenka [lupca (oTpumanue MTU3BIOHKINN), T. €. PACCMOTPUM
nexommosuumio Bupa f(X) < gu(zy) T 02(z)) = 9, v g, . Torna B kauecTBe BO3MOKHBIX HAGOPOB 3Ha-
quHﬁ dynkumit g, ¥ g, cTpokam Matpuubl M npunuckiBaetcs Bektop (0, 0), a CTpOKaM MaTpu-
et M° — BeKTopLI (1 —) u (-, 1). [Tycts 3anana ta xe gynkuus f(X), uTo U B nmpeapLAyIIeM pasiene.
SlcHo, uto Vl = V =V

Ha mepBom stane (opMupoBanns mapsi 6ukiuk (B, By) Beiompaercs mapa ({u}, V1°), ({v}, V2°)
C HAWIY4IIUM BECOM, IIe U,V € V% 1 U#V. BHKIMKH Takoro BHAA C cootBercTByromiumMu KHO
u JIH® ans paccMoTpeHHOro ipuMepa QyHKIIMU IPENCTaBICHBI HUKE:

({ve}, {V1, V2, V3, V4, Vs, Ve, V7, Ve}) — X2 X6 (X1 V X3V X4 V X5V X7) (X1 V X3V X7V Xg) =
=X1X2XeV X2X3X6V XoXeX7V X2X4XeXg V X2X5 X6 Xg,
({vio}, {V1, V2, V3, V4, Vs, Ve, V7, Vg}) — x4 (X5 v Xg) (X1 V X2) = X1X4X5 V X1 X4 X8V X2 X4X5 V X2 X4Xg,
({vas}, {V1, V2, V3, V4, Vs, Ve, V7, V}) — (x4 v X6) (X2 v X3V X V Xg) (X1 V X3V X5V X7) (X1 V X5V Xg) A
AN (X5 V Xg V Xg) =X1X4X3V X1 XgV X2Xq4 X5V X2Xg4X7X8V X3X4 X5V X3X4XgV X3XgXgV
V X4 X5 Xg V X5 Xg V Xg X7,
({vaz}, {Vva, V2, V3, Va4, Vs, Vg, V7, Vg}) —xg (X3 Vv X4 v X7) (X1 V X3V X6 V X7) (X1 V X2V X3V X7) =
= X1X4XgV X2 X4 XgXgV X3Xg V X7 Xg,
({vis}, {V1, V2, V3, V4, Vs, Ve, V7, Vg}) — Xg(X2 v X3V Xg) (X1 V X5V X7) =
= (xle XgV X1X3X8V X1X4XgV X2 X5XgV X3X5X8V Xg4X5X8V XoX7XgV X3X7XgV Xgq4X7 XS);
({vaa}, {Vva, V2, V3, Va4, Vs, Vg, V7, Vg}) — (X1 V X2 v X3V X4 V Xg) (1 V X6 V Xg) (X3 V X4 V X5V Xg V Xg) A
A (X2 v x5V x7) (X1 V X3V X5V Xg) (X5 X6V X7) = X1 X0 Xg V X1 X3 X7V X1 X4 X7V X1 X5V X1 Xg X7 V
V X1 X7X8V X2 X3XgV X2X5XgV X2 XgXgV XoX7XgV X3X5XgV X3Xg X7V X3X7X8V X4X5XgV
V X4 X7 Xg V X5Xg V Xg X7 X8,
({Vis}, {V1, V2, V3, V4, Vs, V6, V7, Vg}) — X3 (X2 v X4V Xg) (X1 V X5) (X5 v Xe) =
=X1X2X3XegV X1X3X4XeV X1X3XeXgV X2X3X5V X3X4 X5V X3 X5Xg.

W3 uux BEIOMpaeM Creayromlyio mapy oukiauk ¢ Becom (R, S) = (4, 4):

({vaz}, {va, V2, V3, Va4, Vs, Vg, V7, Vg}) —xg (X3 Vv Xa v X7) (X1 V X3V X6 V X7) (X1 V X2 V X3V X7) =
=X1X4X8V X2 X4 XeXgV X3Xg V X7 Xg,

({Vaa}, {V1, V2, V3, V4, V5, Vg, V7, V) — (X1 V X2 V X3V Xg v X6) (X1 V X6 V Xg) (X3 V X4 V X5 V X6 V Xg) A
A (X2 v x5V x7) (X1 VX3V X5V Xg) (X5 X6V X7) = X1 X0 X V X1 Xg X7V X1 Xq X7V X1 X5V X1 X X7V
VX1 X7XgV X2X3XgV X2X5X8V X2XgXgV X2X7XgV X3X5XgV X3Xg X7V X3X7XgV XgqX5XgV
V X4 X7 X3V X5Xg V Xg X7 Xg.

Janee BBIOTHAETCS MHOTOIIATOBBIN MpOLIECC, Ha KAXKIAOM LIare KOTOPOro BBIOMpaeTcsi BEpILUHA,
HE TIPUCYTCTBYIOIAs B OMKIIMKAX, 1 BHOCUTCS B KaKyrO-T100 M3 HUX. BeiOupaeTcs TOT BapuaHT BHE-
CEHHMS BEPIUMHBI, KOTOPBIN JaeT Myqmuil pe3yastat no kpurepuro (R, S). Ha nepBom miare Beionpaem
BEPLIMHY Vi ¥ IOJIYYaeM CIEAYIONIYI0 Napy OUKIIUK:

({vi2}, {V1, V2, V3, V4, Vs, V6, V7, Ve}) —xg (3 v X4 v X7) (X1 V X3V X6 v X7) (X1 V X2 V X3V X7) =
=X1X4XgV X2 X4XeXgV X3XgV X7 Xg,

({Va1, Vaa}, {V1, V2, V3, V4, Vs, Ve, V7, Ve}) —(x1 v X6\ Xg) (X2 Vv X5V X7) (X5 X6 V X7) (X V X6) A
A (2 v xg Vg Vv xg) (X1 vV xs Vv xs v xy) (1 v oxsVoxg) (x5 Vv oxe Vv oxg) =
=X1X2X4X5V X1X2XgV X1X3X4X5V X1X6X7V X2X3X6XgV X4X5XgV Xq4X7X8V X5XgV Xg X7 Xg.
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OcrasbHbple BEPUIMHBI BHOCATCS B TOPAIKE Vig, Vig, Vo, Vis, U OKOHYATEIbHO IOJIY4aeM Iapy
ouxmmk ¢ cootBercTBytommu KH® u JIHO:

({V10, Va2, Vas}, {Va, V2, V3, Va, Vs, Vg, V7, Vg}) — g (X1 V X3V X6 V X7) (X1 V X5V X7) X4 (X1 V X) =
=X1X4 X8V X2 X4 X5 XgXgV X2 X3 X4 X5 X8V X2 X4 X7 X8,
({Ve, Vi1, Vaa, Vas}, {V1, V2, V3, Va, Vs, V6, V7, Vg}) — X2 X6 X3(X1 V X5) = X1 X2 X3X6VX2 X3 X5 X6,

OyHKIUU (1 U §p CTPOSTCSA TOUHO TaK XKe, KaK 3TO JEeNaJoch B MpeAbLAyIIeM pa3aene. MoxHo pac-
CMaTpHUBaTh J1Ba BapuaHTa (QYHKIMHA J; ¢ PA3TUYHBIMH MHOXKECTBAMH apryMEHTOB: {o(x1, X2, X3, Xg)
1 02(x2, X3, X5, Xg). ECit BBIOpaTh BapHaHT pa3iCiUTENbHON JIEKOMITO3HIIUH, TO TOCIC yIaJCHUS U3
MAaTpUIl TOBTOPSIEMBIX CTPOK, ITOJIyYUM CIIAyIolIee 3a1anue GyHKiui g; u gs:

Xy X3 X5 Xg

X, X4 Xg 1100

X, X4 Xg 001 Xi)gxfgﬁ 0110

000 101 0000

M=) g M= (g o) Mz'=|11 010, M"=| g )
0001

011 100 0100 0111

111 1110

00 10]

INocne muanMuzanuu JJH® nmeem crienyromniye BhIpaKESHUS IS MOTYYSHHBIX ()YHKIIAN:
01= X1 Xs XgV X1 Xa XgV X1 XaXg, O2 = X2 X3 X6V X2X3 X5V X5Xg, @ = Q1(x1, X4, Xg) T 02(x2, X3, X5, Xe).

3aknawuenue. OnucaHHBIA CIOCO0 anreOpamdecKor ASKOMITO3UIIUN OTINYAaeTCsS OT MHOTHX W3-
BECTHBIX METOJIOB TIPEXJIE BCEro TeM, 4TO He TpeOyeT 3ajmaHus pa30neHUs MHOXKECTBA apTyMEHTOB
ucxoanoi ¢ynkiuu. [IpencrapieHubiid B ctaThe [12] MOAX01 MOXKET MOCITYXHTh YKa3aHUEM Harpas-
JIEHWsI YCKOPEHHOTO IMOMCKA PElIeHHs paccMaTpuBaeMoil 3ajauu. JlaHHBIH METO HMCIIONB3YeT TaKon
nmonxoJ. ONTUMAaNbHBIM PEIICHHEM 33/1a9U SBISTIOTCA (QYHKIWUU §; U §; ¢ MUHUMAJIHHOW CYMMOU 49d-
CeJl UX apryMeHTOB. MeTojl HE TapaHTUPYET TaKOTO MUHUMYyMa, HO BO MHOTHUX CJIy4asX MO3BOJISICT
MOJIYYHTh PEIIeHUe, OJM3K0E MM COBITAAIONIEE C PEIICHUEM, MTOTYYaeMbIM TOYHBIM METOJIOM.
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AJIFOpI/ITMbI pa36neHnﬂ JJOTHYECKHUX CXE€M Ha NoJACXEMBbI

H. A. Kupuenko

Ob0veduHenHbIl UHCMUMYm npooiem uHpOpMamuKy
Hayuonanvhoti akademuu nayx beaapycu, Munck, benapyce
E-mail: natalia.kirienko@tut.by

Annoranus. PaccmarpuBaeTcs 3aada pa3OMEHHs JIOTHYECKOH CXeMbl Ha MOACXEMBI, HMEIoIas OOJIbIIOe 3Haue-
HHE TIPY BBIIOJIHEHHN ONTHMH3ALMOHHBIX NTPe0Opa3oBaHMil B Ipolecce CHHTe3a cXeMbl. IIpuBomUTCS KpaTkuit
0030p METOZIOB W alIrOpUTMOB pa30MEHMs], BBIACISIOTCS JBE TPYIIIbI alTOPUTMOB: KOHCTPYKTHBHBIC U UTEPATHB-
Hele. [lpencraBnsieTcs MHTEpNpeTays JIOTUUECKOH cXeMbl B BHae rpacda, (GopMynmpyercs 3amada pa3OueHus
B TEOPETUKO-TpaoBOM MOzAENM M mpearaeTtcs HAaOOp AITOPUTMOB A ee penieHHs. (DyHKIHMOHHPOBAHHE
JIOTUYECKON CXEMBI 33JaeTCSI CUCTEMON JIOTHYECKUX YPaBHEHHH. AJNTOPHTMBI OCYIIECTBISIIOT Pa30OHECHUE CHCTe-
MBI JIOTHYECKHX YPABHEHHUI HA MOJICHCTEMBI C BHIMOIHEHUEM OTPAaHWYEHUN MO YUCIY BXOJHBIX M BBIXOAHBIX IE-
peMeHHbIX. PaccMaTpHUBalOTCS CTPYKTYPHI TaHHBIX, HEOOXOAUMBIX JJISI BBINOJHEHUS alNropUTMOB. ONMCHIBAIOTCA
pa3nu4HbIC BUIBlI B3aUMOCBS3EH YPaBHEHUI, ONPEIEIAIONINX I0JIydYeHHE ONTUMAbHBIX pemeHuid. Mccienyror-
Csl BOIIPOCHI NIPUMEHEHHs allTOPUTMOB PA30MEHUs AJIS YJIy4IIEHUs] KauecTBa CXEMbl HA JTalle TEXHOJOTHYECKU
HE3aBUCHMOM ONTUMHM3AIMU. Pe3ynpTaTel IKCIEPUMEHTAIBHOTO MCCIICOBAHUS, BBINOJHEHHOTO C IIOMOIIBIO
npoueaypsl BDD-ontummuzaiy  (yHKIIMOHAJIBHOTO ONHCAHUS CXEMBI W IPOMBIIIIEHHOTO CHHTE3aTopa
LeonardoSpectrum moarBepxaar0T 3()(HEKTHBHOCTh pa3pabOTaHHBIX AaIrOPUTMOB. AJTOPUTMBI PEaTU3yIOTCS

B BHjIe HAbOpa npoLeayp pa3oreHns: CXeMbl B paMKaxX 9KCIIEPUMEHTAILHOW CHCTEMBI JIOTHYECKOTO MPOEKTHPOBA-
uus FLC.

KaioueBble ci1oBa: orudeckasi cxema, pa3oMeHue JOTHIecKOl CXEMBbI, CHCTEMBI OyNeBbIX (YHKIMH, KOHCTPYK-
THUBHBIE AJITOPUTMBI, TEXHOJIOTUYECKH HE3aBUCUMasi ONTHMH3ALUs, CHHTE3 JIOTHYECKUX CXEM

Jns uutupoBanus. Kupuernko, H. A. Anroputmsl pa3OueHus Jormdeckux cxeM Ha noacxemsl / H. A. Kupuen-
ko // Undopmaruka. — 2020. — T. 17, Ne 3. — C. 54-63. https://doi.org/10.37661/1816-0301-2020-17-3-54-63

Algorithms for partitioning logical circuits into subcircuits
Natalia A. Kirienko

The United Institute of Informatics Problems of the National Academy
of Sciences of Belarus, Minsk, Belarus
E-mail: natalia.kirienko@tut.by

Abstract. The problem of partitioning a logical circuit into subcircuits is considered. It is of great importance
when performing optimization transformations in the process of circuit synthesis. The brief review of
partitioning methods and algorithms is given, and two groups of algorithms are identified: constructive and
iterative one. The interpretation of a logical circuit in the form of a graph is presented. The problem of partitioning
in terms of a graph-theoretic model is defined and some algorithms for solving the partitioning problem are
proposed. Logic circuit functions are defined by a system of logical equations. Algorithms perform the
partitioning the system of logical equations into subsystems with the restrictions of the number of input and
output variables. The data structures to execute the algorithms are defined. Various types of equations
connections, obtaining better solutions for partitioning are described. The problems of the use of partitioning
algorithms to improve the quality of the circuit at the stage of technology-independent optimization are
investigated. The results of an experimental study carried out by the BDD optimization procedure for the
functional description of the circuit and LeonardoSpectrum synthesis confirm the effectiveness of the developed

© Kupuenko H. A., 2020



Wudopmaruka. 2020. T. 17, Ne 3. C. 5463 55

algorithms. The algorithms are implemented as partitioning circuit procedures in the experimental FLC system
for logical design.

Keywords: logical circuit, logical circuit partitioning, systems of Boolean functions, constructive algorithms,
technology-independent optimization, synthesis of logical circuits
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BBenenue. 3amadya pa3OreHNs JIOTHISCKOW CXEMBI Ha IMOACXEMBI 3aKIIIOYAETCsl B MPEeoOpa30OBaHUH
HCXOJIHOTO ONMCAHMS CXEMBI B Pe3yJIbTUPYIOIIEE ONUCAaHKE, COAEpIKalllee MHOXKECTBO nojacxeM (0110-
KOB), CBSI3aHHBIX MEXAy coOoil. Ha ommcanmne moacxempl HAKIaAbIBAIOTCSl OTPAHUYCHUS, HAIpUMep,
10 YHCITY BXOJIOB U BBIXOZOB, IO pa3MepaM MoAcXeMbl u ap. VicxonHoe U pe3yabTUpyIoliee OMUCaHus
JOJDKHBL OBITh ()YHKLIMOHAJIBHO SKBHUBANEHTHBI. Llenpio pa30MeHus JIOTHYEeCKUX CXEM Ha MOJCXEMBI
SBJISICTCS pelICHUE 3a7a4, BO3HUKAIOIIHMX IPH IPOSKTUPOBAHUH U(PPOBBIX YCTPOUCTB.

3agaua pa3OMEeHHUs JOTHYECKUX CXEM Ha MOJICXEMBI SIBISIETCS BaYKHBIM aclIeKTOM Mpoliecca MpoeK-
TUPOBaHUS LUPPOBBIX ycTpoiicTB [1] mo MHoruMm nmpuuyuHam. OHa BCTpedaeTcs MpH pa3MELICHUU
YCTPOICTBA HA OT/ACNIBHBIX KOHCTPYKTHBHBIX KOMIIOHEHTaX [2—5], TAKMX KaK MeYaTHbIC IJIaThI, MUK-
POCXEMBI, © COCTOUT B TOM, YTOOBI pa30HUTh cXxeMy Ha 4acTH (OJ0KH) ¢ yIeTOM OTrpaHMYEHHI Ha YHCII0
3JIEMEHTOB B OJIOKaX, YUCJIO BHELIHMX BBIBOAOB OJIOKOB, CYMMAapHYIO IIJIOIIAb, 3aHUMAEMYIO 3Je-
MEHTaMH 1 COCIUHEHUSMH, U Ap. OCHOBHBIMU KPUTEPUSAMHU JUISI JaHHOTO pa30MEHUs SABISIIOTCS YHCIIO
oOpasytommxcst 0JI0KOB, YMCIIO BHEITHMX BBHIBOJOB Ha OJOKaX, 3aJIEPKKU B PACHPOCTPAHEHUH CUTHA-
JIOB, 3JICKTPOMAarHUTHAs ¥ TEIJIOBasi COBMECTUMOCTD JJIEMEHTOB U T. JI.

3agaya pa3OMEHMs YacTO HMCIIOJIB3YETCS NMPH PeaIM3allid aJrOpPUTMOB ONTHMH3ALMU, CHUHTE3a,
pa3MeIieHus B Mpoliecce MPOEKTHPOBaHUs ycTpoiicTB [6—11]. B paccmarpuBaeMoM citydae OIleHKa
CTOMMOCTH pa30HMeHUs] BapbUpPYyeTCs, HO YacTO MUHHMHU3UPYETCS CJIOKHOCTH OJIOKOB pa3z0OHeHUs
Y KOJIMYECTBO CBSA3EH MEXKITy HUMH.

Mukpocxema MOXKET COepXkaTh JECSITKH MUJUIMOHOB TPAH3UCTOPOB, a ONTUMH3HUPYIOLINE IPE00-
pazoBaHUs MOTPEOYIOT OONBIIOTO KOJUYECTBA BPEMEHH JIaXKe NPU COBPEMEHHOM YPOBHE Pa3BHTHS
BBIYMCIIUTEIbHBIX CPEICTB. BONBIIMHCTBO 3a/ad, BO3HUKAIOIIMX INPHU NPOCKTHPOBAHUHM, SIBIISIFOTCS
NP-mosiHBIMH, BpeMsi UX BBIIIOJTHEHUS PE3KO BO3PACTAET C yBEJIMUEHHEM pa3Mepa cxeMbl. [loHmkenne
Pa3sMEpHOCTH CXEMBI CIIY>KUT XOPOIUM CIIOCOOOM PELICHHUs 3a/la4ui COKPAIICHUsI BPEMEHH BBITIOTHE-
HUSI TPOLETyP ONTUMU3AIHH.

Llenpr0 HACTOALIETO MCCIEAOBAHMS SBISIETCS PELICHUE 3aJayil MOHWKEHUS! Pa3MEPHOCTH JIOTHYe-
CKOM CXEMBI ITyTeM pa30HeHus Ha OJIOKM MEHbILEH pa3MEepHOCTH, pa3paboTKa aJropuTMOB pa30HeHuUs
U 3KCIIEpUMEHTAJIbHAS OlICHKA MX 3PPEKTUBHOCTH.

3agaya pa3OueHusi cxembl Ha noacxemsl. Ilox pazouenuem OynemM MOHMMATh IPOLIECC PA3IOKe-
HUSI JIOTHYECKOM cXeMbl Ha 0ojiee MEJKHE MOJCXEeMbl, KOTOphle HasbiBaroTcsl Osiokamu. [Iponemypa
pa3dueHus HCTIOIb3YEeTCsl B MPOIIECCE TEXHOJIOTHUECKH HE3aBHUCUMOMN ONTHMHU3AIUN CXEMBI, BBITION-
HSIEMOH Tepe]| POoLeypOol TEXHOIOIHIECKOTO OTOOPAKEHHsI B TIPOIECCe CHHTE3a CXEMBI, U TIO3BOJIS-
€T CYLIECTBEHHO COKPATHTh BPEMsI MPOLEAYP ONTUMH3ALUH, KOTOphIe paboTaloT 3HAYUTENbHO OBICT-
pee Ha 0JIOKaxX MEHBIIIETO pa3Mepa.

3amaya pa3dbueHns MOXKEeT OBITh BBIpaK€Ha B TepMUHAX Teopum rpados. Texymum npencrasie-
HHEM JIOTHYECKOM CXEMBbI SIBIISIETCS B3BEIICHHBIH opueHTHpoBaHHbIH rpad G = (V, E), kaxnas Bep-
[IMHA KOTOPOI'0 PacCMaTpPHUBAETCS KaK JIOTHYECKUI KOMIIOHEHT, a IyTH MPEICTABISIOT CBI3H MEXIY
KOMIIOHEHTaMH. 3a7ady pa30ueHus MOKHO TPEJICTABUTh KaK 3a/lady paclpesieleHus MHOXecTBa V
BepuMH rpaga G B MHOXECTBE HENEPECEKaroIUXCs MOAMHOXecTB BepuMH {Vi, ..., V,} rpada

(6moxoB), Takux, uro V; c V, V; = I, Vir]Vj =J, LpJVi =V wi, je{l,...,p} i#]j. Bepumns
i#] i=1
rpad)a IMEIOT BECOBbIE XapaKTEPUCTUKH, HAIIPUMEP CIOKHOCTH ONHCAHUS COOTBETCTBYIOIIMX KOM-
MTOHEHTOB.
OrpanudeHust U 1eneBble QYHKIUH U 3aa9 pa3OMeHnsT BapbUPYIOTCA JUIA KaXKIOTO YPOBHS
NPUMEHEHUs 3a/a4d W 3Tana NpoeKkTupoBaHus. Hambonee pacmpocTpaHeHHOW weneBoi (yHKuuei
SIBJISICTCSI MUHIMHE3AITHS YHCiIa pedep B pa3pese Mexay Omokamu (Tipodiriema mincut):
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p P

D> > ¢, > min,i# j, 1

i-1 j=1

TJie Cjj — KOJIMYECTBO AyT Mexay Onokamu Viu Vj.

Bo3MOKHBI OrpaHMYEHHS HA YUCIIO OJOKOB pa30MEHUs], YHCIO BXOAOB U BBIXOA0B KaXJO0T0 OJIOKa,
3aJIep)KKYy CXEMBI, TIOLIaap Kaxaoro Ojoka u Ap. Vicxons w3 orpaHWUuEHHi, Ui pelICHHs 3aJauu
pa30MeHns CTPOUTCSI COOTBETCTBYIOMIAS IeTieBast PYHKIIHS.

Knaccudukanus anropurMoB pazouennsi. AIropuTMbl pa3OMeHHs IO TPUHIKITY PaOOTHI ACTST-
csl Ha J1Be OOJbLIME TPYMITbI: KOHCTPYKTUBHBIE U UTepalMOHHbIC. KOHCTPYKTUBHBIE alTOpUTMEI [4, 5]
O0OBIYHO HWCHOJB3YIOTCS s (POPMHUPOBAHUS HEKOTOPOTO HAYAIBHOTO Pa30MEHHs, KOTOPOE MOXKET
OBITH yIYYIIEHO C IOMOIIBIO APYTUX aaropuTtMoB. OHU BEITIOIHSIOT TOCTPOSHHE pa3OHeHws 10 3apa-
Hee 3aJlaHHBIM TpaBUJIaM MPUCOCIMHEHMs BepIIuH K O10Ky. [Iporecc xapakrepusyercs: mocieaoBa-
TEJBHBIM TIOCTPOCHHEM OJIOKOB. KOHCTPYKTHBHBIE aJTOPUTMBI O0JIAAlOT BBICOKUM OBICTPOACHCT-
BUEM.

HtepannoHHble alrOPUTMBI TEPBOHAYAILHO HCIIONB3YIOT pa3OueHue rpada Ha 3aJaHHOE YHCIIO
0JIOKOB MPOU3BOJIBHBIM 00pa30M JHOO ¢ TOMOIIBI0 KOHCTPYKTUBHOTO aIropuTMa. 3aTeM IO OIpese-
JICHHBIM TPaBUIIaM MPOU3BOIUTCS MTEPECTAaHOBKA BEPIIMH M3 OJHOW YACTH B JPYTYIO C IEIBI0 MUHHU-
MU3aIUU YUCia IyT MeXAy Onmokamu. OnTuMuzanus pa3OueHus JOCTUTAETCs MapHBIMHU WIIH TPYIIIO-
BBIMU TIE€PECTAHOBKAMU BEPILIUH rpada MeXIy pa3THIHbIMHI OJIOKaAMH.

UtepanmonHple aarOpuTMBl TMPHHAMAIOT B Ka4eCTBE HMCXOMHBIX JAaHHBIX MHOXECTBO OJIOKOB
Y CTIHCOK YT MEXIy HUMH H TEHEPUPYIOT YIIy4IIeHHBII Ha00op OJIOKOB C M3MEHEHHBIM CITHCKOM IYT.
K utepanyioHHBIM OTHOCATCSI aJTOPUTMBI TPYIIOBON MHUTpaluu [6-9], aaropuTMbl MOAETUPOBAHUS
omxwra [3, 10], renetudeckue anroput™msl [11] u ap.

ANTOPUTMBI TPYNIIOBOW MUTPAIIUN MOXXHO OTHECTH K Hambosiee paHHUM pazpaboTkam. OHU Tipu-
Ha/JIeXaT K KJacCy alrOpUTMOB UTEPATUBHOTO ynydiieHHs. Llenblo Takux anropuTMOB SIBISIETCS
yYMEHbIIeHUE (WM yBEJTHMYCHHE) HEKOTOPOW IeeBOi (YHKIWH. AJTOPUTMBI TPYMIIOBOH MUTpalyuu
HAYMHAIOTCS C HEKOTOPHIX HAYANIbHBIX Pa30MeHni, 0OBIYHO TeHEPUPYEMBIX CIy4YaiiHbIM 00pa3om. 3a-
TEM K TIOJYYEHHOMY pa3OMEHUI0 MPUMEHSIOTCS HEKOTOPBIC JIOKAIbHBIE M3MEHEHHUS, YTOOBI YMEHb-
HIMTH 3HaYeHHe 1eneBoil pynkiun. [Iporecc moBropsieTcss 10 TeX MOp, MOKa He OyIEeT JOCTUTHYTO
JIOITYCTHMOE KadecTBO penieHus. Hambonee sipkuMu MPEICTaBUTENSIMU 3THUX alTOPUTMOB SBIISIOTCS
KL [7], FM [8], hMETIS [9].

AJNTOPUTMBI, paccCMaTpUBaeMble B HACTOSIICH PabOTe, MOKHO OTHECTH K IPYIINE KOHCTPYKTHBHBIX
anroputMoB. OHU MO3BOJISIOT BBITIONHATE MPOIEAYPHl ONTUMH3AIUN UCXOTHBIX ONMCAHUM JIJIsl JIOTH-
YECKUX CXEM IPAKTHUECKON Pa3MEPHOCTH.

Pa30ueHue joruyeckoii cxembl Ha moacxembl. Cpey pa3IUUHBIX COCO00B 3a1aHus (HYyHKIIO-
HUPOBAHUS JIOTHYECKOW CXEMbI BAXKHOE MECTO 3aHMMAET OMHCAHUE €€ MOBEICHHS C MIOMOIIBI0 CUCTE-
MBI JIOTHYECKUX ypaBHEHHH. B pabore paccMaTpuBaIOTCsl CUCTEMBI JIOTUUECKUX YPaBHEHHH, Mpes-
CTaBJICHHBIX B alireOpanyeckoii hopme.

JaHa cuctema JIOrTM4ecKUX ypaBHEHHI

y1 =T (Xq, X2, oy Xn),
y2 = f2 (le X21 LERS ] Xn)a

)
Ym = (X1, X, ..y Xn),
A€ X1, X, ..., Xy — BXOJHBIE OYJIEBBI MEPEMEHHBIC; Y1, Y2, ..., Ym — BBIXOJHBIC OYJIEBHI NEpPEMEHHbBIC,
fy, f2, ..., fn — Oy7neBbI QyHKIHM.
Tpebyercs pa3duts cuctemy (2) Ha HOACUCTEMSBI S, Sy, ..., Sy ..., Sp Tak, YTOOBI YUCIO BXOIHBIX

Y BBIXOJIHBIX IIE€PEMEHHBIX HE MPEBBIIAN0 3aJaHHBIX OrPaHWYEHHH N M M U YUCIO OJIOKOB
pa3OueHus P ObUI0 MUHHUMAIBHBIM.

Ocnosnaa udesa anzopumma pazouenusn. lloncucremsr HOpMHUPYIOTCS TIOCIEAOBATEIHHO B JIBa
JTarmna:

1. Beibop cTapTOBOTO ypaBHEHUS ISl TOJICHCTEMBEI.

2. Bxirouenune ypaBHEHUH CHCTEMBI B TIOJICUCTEMY C ITPOBEPKOM OTPaHUICHUH.
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Ha mepBoM 3Tare BO3MOXHBI Pa3INYHbIC BAPUAHTHI BEIOOPA CTAPTOBOTO YPABHCHHUS:

— C MaKCUMAaJILHBIM YHCJIOM TIEPEMEHHBIX;

— OIKCHIBAIOIIEE BHIXOIHYIO IEPEMEHHYIO (OT BBIXOA);

— coJieprKaliee MaKCUMAJIbHOE YHCIIO BXOJIHBIX TIEPEMEHHBIX (0T BXOa).

JlelicTBHsI HA BTOPOM 3Tare yCJIOBHO MOXHO Pa3/IeiUTh Ha JIBE IPYIIIbIL:

— BBIOOp YpaBHEHUSI JJIsl BKIIFOUCHHS B TIOJICUCTEMY;

— MPOBEPKA BBIMTOIHEHUS OTPAHUICHUH.

Ha xaxkqoM 1iare BTOpPOTrO 3Tama B IMOJCUCTEMY BKIIIOYAETCS TOJBKO ONHO ypaBHeHHWe. BriOop
ypaBHEHUS JUIs BKIIOYCHHS B IOJCHUCTEMY OCYIIECTBISICTCS MCXOMASl M3 CICAYIONIMX COOOpaKeHWH
(mpuUBOSITCS B TIOPSAKE TPESIITIOUTCHUS):

— MOCKOJIbKY QJITOPUTM HAIPaBJICH HAa YCTPaHEHUE MPOMEXKYTOYHBIX TIEPEMECHHBIX, B IIEPBYIO OUe-
pellb BEIOUPAIOTCSI YPaBHEHHS, TO3BOJISIONINE YAAISITH MPOMEKYTOUHbIE TIEpEMEHHBIE, T. €. CBSI3aH-
HBIC C MOJICHCTEMO#1 IT0 BXO1aM HITH BBIXOJIaM;

— BI)I6I/IpaIOTCSI YpaBHCHUA, IlO6aBIISIIOHlI/Ie MUHHUMAJIbHOC YHCJIO HOBBIX BXOAHBLIX ICPEMEHHBIX
B TIOJICHCTEMY.

BriOpaHHOe ypaBHEHME BKIIIOYAETCS B TEKYIIYIO MmojacucteMy Sy (puc. 1), KOTopas mojBepraercs
MIpOIeype AMUMHUHALMY (YCTpaHEHHUS MPOMEXKYTOUHBIX MepeMeHHbIX). Ecnu momy4yenHas noacucrema
YIIOBJIETBOPSICT 33J]aHHBIM OTPAHUYCHUSIM, BEIOMPACTCS OYePEIHOC YPABHEHHUE ISl TTOJICOCTMHEHHS.

( Hauano >

| BEI6Op CTapTOBOTO YpaBHEHHA I HOACHCTEMBI Sk |

| Hocrpoemde MHOXKECTBA CMEKHBIX BEPIIHH |
v Y

| BEIGOp ypaBHEHHS [UIs BKITIOYEHNA B OACHCTEMY Sk |

b

Brmouenue YpaBHEHHA
U MPOBEPKA BBITIOJITHEHHUA Ol'pﬁHH'-leHl/iﬁ

DIUMHHAITIA
BHYTPEHHHUX MEPEMEHHBIX

Orpanyuenys
JIOCTUTHYTHI?

A 4

( Komnen ,

MHOXECTBO CMEHKHBIX
BEPITHH IMycTo?

Puc. 1. Anroput™ GpopMHpOBaHHs TTOJCUCTEMBI Sy

Bo3moxHBI cliefyrole BapuaHThl MPOIEyPhl JIIUMUHAIIMK JUIS TOJACUCTEMBI JIOTHYECKUX ypaB-
HEHUH:

— BBITIOJTHATH CEPHIO IIATOB IO BKIIOYCHHIO YPABHEHHUH B MOJCHCTEMY, TIOKAa HE OYAYT IOCTUTHY-
ThI OTPAaHUYEHUS HA YHCIIO BXOJIOB U BBIXOJIOB, 3aTE€M BBIIIOJIHUTH ITUMHUHAIINIO;

— BBITIOJTHATH YIMMHHAIUIO TIPY BKIFOYCHUH KaX/I0TO YPaBHEHHS B TIOJICUCTEMY.

Bropoii Bapuant TpeOyeT OOJBIIMX BPEMEHHBIX 3aTpar, HO IMO3BOJIAET IMOJYYUTh OoJiee Kade-
CTBEHHOE peIICHHE.

Ecnu HM omHO M3 OCTaBIIMXCA ypaBHEHUM MCXOIHON CHCTEMBI HE MOXKET OBITh BKIIIOUEHO B TIOJI-
cuctemy (0e3 HapyIICHUs OrPaHUYCHHMI), TO (HOPMUPOBAHHUE MTOACUCTEMBI Sy CUNTACTCS 3aKOHYCHHBIM
Y BBITIOJTHSCTCS TIEPeX0/1 K (QOPMUPOBAHUIO CIICTYIOIIEH MTOACHCTEMBI.

Ecnu Bce ypaBHEHHUS yKe BKIIIOYCHBI B TOJICUCTEMBI, TO allTOPUTM 3aKaHYMBAeT padoTy.
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Oman eKnI0YEHUA YPAGHEHUII CUCHEMbL 8 NOOCUCHEMY C RPOGEPKON 0ZpanuveHuil. |1 BKIO-
YEeHHs YpaBHEHUS B MOJCHUCTEMY CTPOMUTCS MHOKECTBO CMEXKHBIX BEpIIMH JUI TEKYIIETrO COCTOSHUS
MOJCUCTEMBI, B KOTOPOE MOMEIIAIOTCSI YPAaBHEHUS] U3 UCXOTHON CHCTEMBI, COACPIKaIlle B KauyecTBE
BXOAHBIX NIEPEMEHHBIX BBIXOJHBIC MEPEMEHHBIC MOICUCTEMBl MM B KaueCTBE BBIXOIHBIX IIE€PEMEH-
HBIX — BXOJHbIE TIEPEMEHHBIE MOJCHUCTEMBI, T. €. BEPILMHBI, CBS3aHHBIE C MOACHCTEMOW MO BXOJaM
WIM BbIXOJaM. B nanmpHeWIeM H3TO0KEHWH Ajsl 0003HAueHHs YpaBHEHHs HCIOJIb3YeTcS TEPMUH
«BEPILUHA» B TEX CIIy4asx, KOIrJla CHCTEMa YpaBHEHHUH IpeicTaBlieHa B Buae rpada.

Hanee BeimonHsieTcs: epeOop ypaBHEHHI M3 MHOXKECTBA CMEKHBIX BEPILUH U JIETAETCS MOMBITKA
BKJIIOUCHUS KXJIOro M3 HUX (M0 ovepenu) B moacucreMy. [Ipu BKIIIOYEHHMH Ka)IIOTO YpaBHEHHS B
MOJCUCTEMY OCYLIECTBIIETCS IIPOBEpKa orpaHMueHud. Ecnu B pe3ynpTare mosydyaercs HOACHCTEMA,
HE YAOBJICTBOPSIOIIAS OTPAaHUYCHUSAM Ha YHCIIO BXOAHBIX U BBIXOJHBIX NEPEMEHHBIX, TO ypaBHEHUE
He BKJIIOYAETCs B MOJCUCTEMY M pacCcMaTpUBAETCs CIEAYIOLIee YpaBHEHUE U3 MHOMXECTBA CMEXKHBIX
BeplInH. Ecii MHOKECTBO CMEXHBIX BEPIIMH Ha JaHHOM IlIare OKa3bIBaeTCs MYCTHIM, TO CTPOUTCS
HOBOE MHOYECTBO CMEKHBIX BEPIIMH AJISI TEKYILLETO COCTOSIHUS MOJCUCTEMBI Sy.

ITocne Toro kak OynyT JOCTUIHYTHI OFPAaHUUYCHUS U 3aKOHUUTCS (YOPMHUPOBAHUE TTOJCUCTEMBI, BbI-
MOJIHSAETCS MPOLEAYypa AMMUHAIIMY BHYTPEHHHUX MEPEMEHHBIX, 3aKII0YAOIIasics B MOJICTAHOBKE BbI-
pakeHU# U1 BHYTPEHHUX NEPEMEHHBIX B YpaBHEHMS MoAcucTeMBbl. [Ipr 3TOM oCyIIecTBIsIOTCS AeH-
CTBHS 110 YIIPOIIECHHUIO HMOACHUCTEMBI, B PE3yJbTaTe KOTOPHIX MOXET COKPATHTHCS YHCIIO ypaBHEHUI
Y 3JIEMEHTAPHBIX KOHBIOHKIIUHI B ITOJICHUCTEME.

THlocmpoenue muoocecmesa cmexcnvix gepuiun. Ha kakaom mare GopMupoBaHusi o4epeHOro OJIo-
Ka pa3OueHHs CTPOUTCSI MHOKECTBO CMEXKHBIX BEPIIMH JJIsl TEKYILEro COCTOSHUSA MOJICUCTEMBL. B 310
MHOXECTBO ITOMELIAIOTCS] YPaBHEHUsI, KOTOPbIE MO3BOJSIOT 3()()eKTUBHO BBIOIHUTD MIPOLECIYPY AJIH-
MHUHALUH [IPOMEKYTOYHBIX IEPEMEHHBIX MOJICHCTEMBI.

Ha puc. 2 mokasaHbl NpoCThIE CBSI3W YpaBHEHMS C MOACHCTEMOM, KOTJa BBIXOJAHAs IepeMeHHas
HOJICHCTEMBI SIBIISIETCS BXOAHOM MEPEeMEHHOM ypaBHEHUsI (PHC. 2, @) W KOT/a BBIXOJHAs IEPEMEHHAsI
ypaBHEHHS SIBJISIETCS BXOIHOM IIEPEMEHHOM IS MOACKCTEMBI (pHcC. 2, 0).

VpasHeHue Honcncrema
t 3
Toncuerema YpaBHeHHe
a) 6)

Puc. 2. TIpocTble CBA3U ypaBHEHUS € MOJICUCTEMOI 110 Bbixoay (a) u Bxoxy (6)

Ha puc. 3 u300paskeHbl CBS3M YpaBHEHHS C MOJICHCTEMON B BHJIE Pa3BETBIICHMUS, KOTJA BBIXOHAS
MEpEMEHHas MOACHCTEMBI MMEETCS B KadyeCTBE BXOAHOHN INMEPEMEHHON B HECKOJBKHMX YpPaBHEHUSAX
(puc. 3, @) u Korma BIXO/AHAS TIEPEMEHHAsl yPaBHEHUsS MMEETCsl B Ka4eCTBE BXOJIHOHN MEpeMEHHOM
MOJICHCTEMbI U HECKOJIbKUX YPaBHEHHUI UCXOIHOW CUCTEMbI ypaBHEHHH (puc. 3, 0).

VYpasuenue | VYpapHeHue 2 «ss | YpaBHeHHE k Hoxcucrema

1 1 ) 1
VYpasHeHue 2 ees | YpaBHenue [

Ioacucrema T T

Ypaeuenue 1

a) 6)

Puc. 3. [IpumMeps! pa3BeTBICHHUI TPH (OPMHUPOBAHUH TOJCHCTEM JOTHUECKUX
ypaBHeHuit 1o Beixoay (@) u Bxoxy (6)
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B cnyuae pa3zBeTBIeHMI B anTOpUTME BO3HUKAIOT HOBBIE KPUTEPHUU NIPU BKIIOYCHHH OYEPETHOTO
ypaBHEHUS B mojcucTeMy. HeoOXoauMo BKITFOUATh WM BCE YPaBHEHUS Pa3BETBICHIS, MM HA OJTHO-
ro, TaK KaK BKJIIOUCHHE OJJHOTO YPaBHEHHsI Pa3BETBICHUS HE TIO3BOJIUT COKPATHTh YHCIO BHYTPEHHHUX
MEPEeMEHHBIX ToAcuCcTeMBL. [Iporeaypa BKIIOUYEHHUS OYepEeaHOTO YPaBHEHHS B IOJICUCTEMY SBISETCS
KITFOYEBOW B aJITOPUTME, OT HEe 3aBUCHT Ka4eCTBO IMOJTyIaeMOT0 pa3OneHHs.

B MHOXeCTBe CMEXHBIX BEPIIMH pa3iMyaloT J[Ba THMA BEepIIMH. BeprmHy, KoTopas cBs3aHa MO
BXOJY WJIM BBIXOJY TOJBKO C YpaBHEHUSIMH MOJCHCTEMBI, HA30BeM BepiunHOW Tuna A (puc. 2). OHa
MOXKET OBITh BBRIXOIHOM (pHc. 2, @) WiIH BXOIHOH (puc. 2, 6).

BepumuHy, Ha BX0J KOTOPOH MOCTYNAaeT BHIXOJHAS NEPEMEHHAs MOJCUCTEMBI M 3Ta K€ BBIXOAHAS
nepeMeHHas MOCTYIaeT Ha BXOJ JPYTMX BEPUIMH B ceTH (pHC. 3, @), Ha30BEM BBIXOJHOM BEpIINHOM
tumna B. BepmnHy, BEIX0A KOTOPOil MOCTyIAeT Ha BXOJ MOJACUCTEMBI U, KPOME TOT0, Ha BXOJ APYTHX
BEpIINH B ceTH (puc. 3, 6), HA30BEM BXOTHOW BEpITHHON THTIA B.

MHOKECTBO CMEKHBIX BEPIIUH pa3JielisieTcs Ha TPYIMIbI, KOTOPBIC MEPEUUCICHBI HIKE B TOPSIKE
NPEANOYTEHHS IPOCMOTpA:

1) BeIXOHBIE BepIIMHBI TUTIA B Ha TpeIMeT BKIIFOUEHHS BCETO Pa3BETBICHUS C DITUMIHALIACH;

2) BBIXO/IHBIC BEPIIMHBI THIA B Ha mpeaMeT BKIIIOYEHUS BCEro pa3BETBICHU Oe3 AIMMUHALIUM;

3) BBIXO/IHBIE BEPILMHBI TUTIA A C ITUMHHALIIEH;

4) BXOJIHBIC BEPIINHBI THIA A C dJIMMHHAIUEH;

5) BBIXOJTHBIC BEPIIUHBI THITA A 6€3 dIMMHUHAINY;

6) BXOJHbBIC BEPIIMHBI TUIIA A 0€3 JIIMMUHAIINH;

7) BBIXOJTHBIC BEPIIMHBI THITA B Ha TipeMeT BKITIOUSHHS KaKIOH BEPITUHBI 0€3 dITMMHUHAINH;

8) BXOIHBIE BEpIIMHEI THIIA B Ha mpeMeT BKITIOYEeHUS KaXXI0H BepIIHHEI 0€3 SIIMMUHAIIIH.

[MpeanaraeTcs MHOXECTBO CMEXKHBIX BEPIIMH MPOCMATPUBATh HECKOJIBKO pa3 IjIsl BEIOOpa ouepes-
HOU BEPILWHBI U BKIIIOYCHUS €€ B TIOACUCTEMY. B KakI0M mpocMoTpe BEIOUPAIOTCS BEPLIMHBI OJJHON
TPYIIIBL.

Anzopummsl mooyneii. AITOPUTM TIPOIEAYPHI Pa30UCHUS JIOTHIECKON CXEMBI Ha TIOJICXEMBI pea-
JU3yeTcs ¢ MOMOIIBI0 Habopa MOy e, KaX/IbIi U3 KOTOPBIX BBHITIOJIHSAET ONpeaeieHHbIe PYHKIIH.

J1st mocTpoeHUsT MHOXKECTB CMEKHBIX BEPIIIUH MCIIOIB3YIOTCS CIIEAYIONUE MOTYIIH:

b_out — Momyns mocTpoeHuss MHOKeCTBA CMEKHBIX Bepinnd AB_Out. B Hero BXoasT BBIXOIHBIE
BepiuHbl THIA A (puc. 2, a) u B (puc. 3, a);

b_in — Momyns moOCTpOEHUs IBYX MHOKECTB CMEKHBIX BEPIIMH: A _inp, B KOTOPOE BXOISAT BXO/I-
HbIe BepiuHbl TUna A (puc. 2, 6), 1 B_inp, B KoTopoe BXOASAT BXOAHbIE BepuIHHbI THIIA B (puc. 3, 6);

b_all — momyne moctpoenust MHOKecTBa BepiinH All, He cMEXHBIX ¢ POPMHUPYEMOIi TOJCUCTEMOH.
B Hero BXomsT Bce ypaBHEHHS MCXOJHOH CUCTEMBI, KOTOPBIE €llle He MOAKIIOYEeHBl B c(hOpMUPOBAH-
HBIE TTOJICUCTEMBI H HE CMEXKHBIE C JOPMHUPYEMOH ITOACUCTEMOMN.

Jist BKITIOYEHHsT YPaBHEHUN M3 MHOXKECTB CMEXHBIX BEpIIHH B (DOPMUPYEMYIO TOJCUCTEMY HC-
TIOJIB3YIOTCS CIIETYIOIIIE MOYJIH:

proc_out — Motysb BKIIFOUEHHS ypaBHEHUH 13 MHOKecTBa AB_Out;

proc_in — Moy BKIFOUCHHUS ypaBHEHUH U3 MHOKECTB A _inp, pB_inp;

proc_all — moxyse BKITtOUeHHUs ypaBHeHnH n3 MHOXecTBa All.

B mHOkecTBO ypaBHeHuit Equations mepBoHadaibHO MOMEIIAIOTCS BCE YPABHEHUsI HCXOIHOW CH-
CTEMBI, IPH BKJIIOUEHHH YpaBHEHHH B (JOPMHUPYEMYIO TOACUCTEMY OHHU YIANSIOTCS U3 3TOTO MHOXeE-
CTBa.

Aneopumm build_kK npoyedyper nocmpoenus k-2o 6roxa pazbuenus. AITOpuT™M MOCTpoeHHs K-T0
O10Ka pa3oueHus (CM. puc. 1) COIEpKUT IMIATH IO MTOCTPOSHUIO MHOKECTB CMEXHBIX BepIINH (ypaB-
HEHMI) JUTst TeKyIero coctosiaus K-it momcuctemsr (AB_Out, A_Inp, B_Inp, All) u maru no Bkiroue-
HUIO YPAaBHEHUH M3 STHX MHOXKECTB B JOPMUPYEMYIO TTOJICUCTEMY.

[Ipu omucanuu alropuTMa MCHOJNB3YETCs clenylollee obo3HadeHue: include — xoixmyecTBo Mo-
KJIIOUEHHBIX YPaBHEHUH B OJCHCTEMY (Ha OUEPEIHOM LIare ajiropuTMa).

Iaru anropurma build_k:

1. Haiitu B MHOXKecTBe Equations ypaBHeHHE ¢ MaKCHMAITbHBIM YHCIIOM BXOJHBIX IEPEMEHHBIX.

2. include = 0.

3. BeimosHuTh MOYIH b_OUt.

4. BBITIOJHHUTE MOAYITB Proc_out (popmupyercs sHauenue include).
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5. Ecim include # 0, mepexox Ha miar 2.

6. include = 0.

7. BemonHuTs MOy b b_in.

8. BrImoaHuTs MOAYIH proc_in (popmupyercs 3HaueHue include).

9. Ecom include # 0, nepexon Ha mar 6.

10. include = 0.

11. BemonauTs MOOynh b_all.

12. BemonauTh MoIysb proc_all (hopmupyercs 3nadenue include).

13. Ecmu include # 0, mepexon Ha mirar 10.

14. DnuMuHaAIUSA BHYTPEHHUX MTEPEMEHHBIX.

15. Komnen octpoenus K-ro 611oka pa3oneHus.

Ancopumm partopt npoyedypul pazbuenus cucmemst ypagHeHuil Ha OJI0KU ¢ 02paHUYeHUeM HA YUC-
710 6X0008 U 8b1X0008. [Ipn onrcaHNy aNropuTMa UCIONB3YIOTCS CIEAYIONINE 0003HAUYCHHSL:

iNp — orpaHUYCHUE HA YKCIIO BXOJOB MOICHCTEMBI,

OUt — orpaHMYeHHE HA YUCIIO BBIXOJOB MOJCHCTEMBI;

NUM_eq — KOJMYECTBO YpaBHEHHI B MHOXKecTBe EqQuations, eme He MOIKIIOYCHHBIX B yke chop-
MHUPOBaHHBIE OJIOKH;

k — HoMep hopmupyemoro 610Ka;

Blocky — MHOXecTBO ypaBHEHHH, BXOAsAIIUX B hopmupyemyto nojacuctemy (K-it 6110k).

[Taru anroputma partopt:

1. ChopmupoBaTh MHOKECTBO ypaBHeHuit Equations, momecTiB B HErO BCe yPaBHEHHUS UCXOIHON
CUCTEMBI.

2. k=0.

Onpeaenuts NUM_eQ.

Ecmm num_eq = 0, mepexoy Ha mar 9.
Cdhopmuposats mmycroe MHOXKeCTBO Block.
BeimonauTs niporieypy build_K.
Codopmuposats SF-onrcanue s 6oka Block.
k =k + 1, mepexon Ha miar 3.

. Konerr.

Pe3yabTaThl HCc/Ie0BaHUS AITOPUTMOB. PaccMOTpEHHBIE alnropuTMbl OBIIM MCIONB30BaHbI IIPU
pa3paboTke mporeayp pa3OHeHus! JJIOTHUECKUX CXeM Ha TojcxeMbl. [Iporeaypsl BKIIIOYEHBI B PSJ] IKC-
MEPUMEHTATBHBIX CHCTEM JIoTHueckoro mpoektuposanus FLC [12], BJIC [13], CMOSLD [14], pa3pa-
0oTaHHBIX B Taboparopuu Jiornyeckoro npoextupoBanusi OUIIN HAH benapycu.

beutu nccnenoBansl Tpu mpouenyps! pasoueHus. OCHOBHOW HMIeel 3KCIIEpUMEHTa SIBISUIOCH HC-
MIOJIb30BaHUE JIJIsl IPEOOPa30BaHUs CXEMBI COUETAHUS MPOIIEAYp pa3OMeHus] CXeMbl Ha OJIOKH M J1aJTb-
HeHIIel JIornuecKko onTUMHU3anuu OJI0KOB. B kadecTBe cpencTBa JOrMYeCKOi ONTUMU3ALUKN BBIOpa-
Ha npouenypa BDD-ontumuzanmuy GyHKIMOHAIBHOTO OMUCAHUS CUCTEM IOJHOCTBIO OMpPEIETICHHBIX
OyieBbIX (YHKIMA ¢ MUHMMHU3aLKeln grcia KodppuimenTos paznoxkenuii llleHHOHA ¢ TOYHOCTHIO 10
uHBepcuii [15]. BeimomHenne mporenypbl pa3doueHuss Ha OJOKH TI03BOJIMIIO MOHU3UTH Pa3MEPHOCTh
3a7a4M JUIsl ONTHMHU3AIMOHHBIX MTPeo0pa3oBaHuil (YTO XOPOLIO CKa3aJOCh HA BPEMEHH BBIITOJIHEHHS),
a TaKkKe MONyYUTh (PYHKIHUOHAIBHBIE ONMKCAHUs, CXeMHAasl pealin3alisi KOTOPBIX JAcCT JIy4dllIne Xapak-
TEPUCTHKH.

HccnenoBanne mpoBeeHO Ha TNpUMepax HM3BECTHOM cepuu it oneHku amroputmoB (URL:
http://www1.cs.columbia.edu/~cs6861/sis). st kaxxaoro nmpuMepa CHHTE3MpOBaJIach cxeMa B Oasuce
oubmuorexkn npoextupoBaHuss KMOII-31eMeHTOB ¢ HMOMOLIbIO MPOMBIIUIEHHOH CHUCTEMBI CHHTE3a
LeonardoSpectrum [16]. TToce 3aBepienus cunTesa cucrema LeonardoSpectrum mossoiisiia OLeHUTh
XapaKTePUCTUKHU MOTYYSHHOW CXEMBI: TUIOMAb KpUcTasia (YUCIIO TPAaH3UCTOPOB CHHTE3UPOBAHHOTO
OIMCaHMs) M KOJIMYECTBO OAa30BHIX sUeeK. B IKcmepuMeHTe paccMarpuBaliaCh TOJBKO IUIONIAIb
CXEMBI.

B nporuecce nccnenoBanus Ui Kax10ro npuMepa ObUIM IOCTPOEHBI IISITh BAPUAHTOB CXEMBI C I10-
MoIbio cuHTe3aTopa LeonardoSpectrum. BapuaHThl pazinyainch MPUMEHEHHEM PA3IMYHBIX MPOLIe-
Iyp pa3OueHust cxem, BBIMOJHEHHBIX Mepes 3TalaMyd ONTHMHU3AlMK U CHHTe3a. [IBa BapuaHTa HE HC-

©oN Ok~ wW
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MOJIL30BAJIH TIPOIICyphl Pa30OMEHUs JJOTHYSCKUX CXEM Ha OJIOKH, a TPU BapHaHTa MCIIOJIb30BaIM pas-
JUYHBIE TTPOLIEAYPHI pa30OHUEeHIS.

Pesynbrarel uccieqoBaHus MpencTaBiIeHbl B Tabmuie. s Kakaoro mpuMepa MpUBEACHBI Mmapa-
METPBI CXEMBI: N — YUCIIO BXOIHBIX MEPEMEHHBIX; M — YKCIIO BRIXOJHBIX MepeMeHHbIX; S1, S2, S3, $4,
S5 — 3HaveHus mIomaael cxemsl (BHIPRKCHHBIX B YHCJIC TPAH3UCTOPOB) TI0 pa3HBIM BapHUaHTaM CHH-
te3a. Jlms kaxmoit cxemsbl ompeaeneHsl: t; — BpeMst BoimonHeHuss BDD-ontuMuzanny GyHKIIMOHATb-
HOTO OIMCaHWsI, He pa3ouToro Ha 61oku; t, — Bpems BeimonHeHHss BDD-onTuMmsanm GyHKIHOHATb-
HOT'0 OMHMCaHUs, pa30UTOr0O Ha OJIOKH.

Jlnst cpaBHUTEBHOW OIICHKH MOJTyYEHBI CIICIYIOIINE BAPHAHTHI PEIICHUH 0e3 pa30ueHHs CXEMbI Ha
0JI0KH:

1. UcxonHas cxema CHHTE3MpOBANIaCh 03 MpeABapUTeNIbHOM onTuMu3anuu. [lmomans momydeH-
HOU cxeMbl S1.

2. Vcxoanas cxemMa CUHTE3UPOBAjIach C IPEIBAPUTEIbHON ONTUMHU3ALUEH ¢ TOMOLIBIO NPOLEAYPBI
BDD-ontummzanuu. [lnomans momy4eHHOM cxembl S2, Bpems BeinoiaHerns BDD-onrumuszamum t;.

Pe3ynbTathl HCCIEIOBAHUS AITOPUTMOB Pa3OHEHUS

CHHTE3 CXeMBI, TOTYYEHHOH IMyTeM pa30onueHus
Cunres Bpewms Ha 6110k 1 BDD-ontumuzanmu 6710k0B
IMapametpst Cunres o C ONTUMHU- | ONTHMH-
HCXOTHOMY . IIpouenypa | Ilpoueny- | Bpewms
IIpumep CXCMBI OIHCAHUIO saumen atun IIponenypa partopt pa partopt | ontumu-
BDD BDD, ¢ parti 0€3 JIMMH- | C DIMMH- 3a1un
HaLMKA Hanuen BDD, ¢
n m S1 S2 ty S3 S4 S5 t,
Apex6 135 | 94 1830 2110 156 1816 1862 1858 9
C8 28 18 312 324 15 310 320 316 1
Cht 47 36 680 670 1,5 656 668 668 0,7
Count 35 | 168 256 256 4 256 256 256 1,2
Dalu 75 16 1834 1396 266 2070 1876 1886 25
X3 135 | 99 3462 3788 2079 3446 3514 3342 25
terml 34 10 1044 3086 32 1034 908 1090 12
x4 94 71 1544 2892 23 1424 1528 1488 9
ttt2 24 21 698 766 20 658 666 654 3
example2 85 63 850 996 8 836 848 826 3
Kon-Bo nyummx perienunit B 1 8
T10 TIOIIAJI

Just onieHKH 3(h(EeKTUBHOCTH TPOLIEAYPHI pa30ueHusl MOJy4YeHbl TPU BapuaHTa CHHTE3UPOBAHHOU
CXEMBI:

1. TIpouenypa parti BEIONIHSIIA TOCTPOSHHUE OJIOKOB, HANIOIHSAS UX YPaBHEHUSIMHU B IIPOU3BOJIBHOM
TopsIJIKe, HApUMep B TIOPSIIKE CIIE0BaHMS B KCXOAHOM onricanun. [lanee cnenoanu BDD-ontumu-
3a1us KaXJI0ro 0JI0Ka, TPoIeypa yCTpaHeHHs HePapXUK ONMCaHKs U cuHTe3. [lnomans nomydeHHon
cxeMsl S3.

2. Iponenypa partopt_W BEHITIONHSIIA TOCTPOSHHE OJIOKOB, HAIMOIHSS UX YPAaBHCHUSIMH, CBS3aHHbI-
MU MEXJy cOOOH Mo BxoaaM miu Bbixogam. [anee ciemoanin BDD-onrtumuzaiius kaxmaoro 0Joka,
npolenypa yCTpaHeHHsI HepapXyu onucaHus v cuntes. [nomanp noixydeHHON cxeMbl S4.

3. Ilpouenypa partopt BeIOIHsIIA TOCTPOCHUE OJIOKOB, HAIMOJHSS MX YPaBHEHUSIMH, CBSI3aHHBIMHU
MEXy co0o 1o BXoJlaM WM BbIxojaam. J{Jsi Kaxmoro 6J0Ka OCyIlecTBIsIach MPOoIeaAypa JTUKBUIa-
UM BHYTPEHHHX NEPEMEHHBIX (3IUMHMHALMK) B IOJYYEHHOW crcTeMe OyJieBhIX ypaBHeHUWi. Jlamee
ciegoBain  BDD-ontumuzanus kaxaoro OJioka, Mpolenypa YCTPaHEHHs HEpapXUM ONMHCAaHUs
u cuHTe3. [lnoans nony4eHHo# cxemnl SH.

Bpewms t, BDD-onTumuzanuu ajist cxeM, pa3OUThIX Ha OJ0KH, i npouenyp 1-3 pasnugaercs He-
3HAYUTENBHO (B TAOJIUIIE IPECTABICHO CPEAHEE 3HAUCHUE).

3aka0yeHne. Pe3ynbTaTel HKCIIEpUMEHTa MOKAa3bIBAIOT, YTO MPOIEAYPHl Pa3OMEHHs yIydIIaloT
IUTOIIAIb CHHTE3UPOBAHHBIX CXEM B BOCBMH CIIydasix W3 JECSATH. B ogHOM ciydae mydiee penieHue
noiy4eHo npu npuMeHennn BDD-onTuMuzanuu Kk KCXOJHOH cxeMe 0e3 MCIOIb30BaHMsI MPOLEayPbI
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pasouenus Ha 6moku (Dalu). Oqun mpumep (Count) maeT abCOMIOTHO OAMHAKOBBIE PE3yIbTATHI IS
T0OBIX METOJOB ONTHMHU3ALMH. [ BceX MpUMEpOB MOTYYEH BBIMTPHIII IO BPEMEHH ONTHMU3AIINY,
pasbuenne Ha OJIOKH I puMepa X3 MO3BOJIMIIO MONYYUTh BRIMTPHIII 110 BpeMeHH B 83 pasa. [Ipo-
HeAyphl pa30NeHns cXeMbl Ha OJIOKH B OONBIITMHCTBE CITy4aeB MOBHIMAIOT 3()()EKTUBHOCTH BBIMIOIHE-
HUSI JaJbHEHIINX ONTHMHU3ALMOHHBIX MPeoOpa3oBaHUil CXEMBI, COKPAILIAIOT BPEMSI BBIIOJIHEHHS TIPO-
Henyp ONTHMHU3alUMH W TO3BOJISIIOT pPElIaTh ONTHMHU3AIMOHHBIC 3aJadd sl cXeM OONbLION pas-
MEpPHOCTH 3a nipuemiieMoe Bpemsl. [loydeHHbIe CXeMHBIC PEIICHUS BEIUTPHIBAIOT TI0 KAYECTBY.

Pa3paboranHple anropuTMbl OBUIM peain30BaHbl B BUAE HabOopa Mmpoueayp pa3OueHHsl CXeMBbI
B paMKax JKCIIEPUMEHTAIBHON CUCTEMBI JIOrn4eckoro npoekruposanus FLC [12].
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CTolKOCTh MEXAaHU3MOB Ay TEHTH(PUKALNH
B HH(POKOMMYHHUKAIIMOHHBIX CEeTAX

M. H. Bo6os™, A. B. Kypuiosnu

Benopyccruii cocyoapcmeennwiii ynusepcumem
unghopmamuru u paouosnekmponuxu, Muuck, berapyco
=E-mail: bobov@bsuir.by

AnHoTanusA. PaccMoTpeHs! paciipeesieHHble HHPOKOMMYHHUKAIIMOHHBIE CeTH, B KOTOPBIX OCYIIECTBISIETCS B3a-
MMO/ICHICTBHUE MOJIb30BaTENICH, CEPBEPOB MIPUIIOKEHUH M 0a3 TaHHBIX JJI 00ECIIeUeHUs peali3alii pa3InuHbIX
NpUKIaAHBIX 3a1a4. [Ipu noctyne k MHOOKOMMYHUKAIIMOHHOW CETH MEPBOW MPOLEAYPOH SBISIETCSI YCTaHOBIIE-
HHE MOJUTMHHOCTH B3aNMOJEHCTBYIONIUX CYOBEKTOB IMOCPEICTBOM X ayTeHTU(PHKAIMH HA OCHOBE MCIOJIB30Ba-
HUS MexaHu3Ma naposeil. [lokazaHo, 4To AJsi COMANIbHBIX ceTeil ¢ GOJBLIMM YHCIOM MOJb30BaTesel MHPOKO
IpUMeHseMas OlleHKa 0e30MacHOCTH IapoJIbHBIX CHCTEM Ha OCHOBE pacdeTa BEpPOSTHOCTH €ro mnoabdopa Hexo-
cratouHa. [IpuBeneHbl rpaguku BepOSTHOCTH IMOSIBJICHUS OJMHAKOBBIX Iapoyiell y JBYX MOJb30Baresel mpu
JurHe Tapons 6, 7 u 8 3HakoB, oObeme andaBuTa 36, 42 U 57 3HAKOB M KOJNHYECTBE IIOJIE30BaTENe He 0o-
nee 107, Jlana oreHKa CTOWKOCTH MapoNbHEIX CHCTEM ayTeHTH(HKAIMH HH)OKOMMYHHKAIIHOHHBIX CeTeil Ha
OCHOBE KpUTEPHs «Iapagokc AHEH poxkaeHus ». OnpeeneHo, YTo H3BECTHBIE COI[AIbHBIC CETH, UMEIOIINEe YHC-
JIO TIOJIb30BaTEJIe, CPAaBHUMOE C YHUCIOM HCHOJb3YEMbIX MapoJiel, SBISIOTCS HECTOMKMMM K aTakaM <«JIHel
poxaenus». IlokazaHo, 4TO 171 TAKMX CUCTEM CTOMKOCTB IAPOJIbHOM CUCTEMBI K B3JIOMY JOJIKHA OLICHUBATHCS
ucxozs u3 kpurepus m = A2,

KaroueBble ciioBa: ayTeHTU(HKAIMs, CTOWKOCTh MapOJbHOW CHCTEMbl, HHPOKOMMYHHUKAIIMOHHASI CETh, ya-
JIEHHBIU JOCTYIL, IapaJOKC JIHEN POXKICHUS, KpUTEPUI CTOMKOCTH CETU K aTaKaM «JIHEH POXKIECHUA»

Jas uutupoBanus. 50608, M. H. CTOWKOCTS MEXaHU3MOB ayTeHTH(HHUKAINK B HHHOKOMMYHHUKAITHOHHBIX CETSIX /
M. H. Bo6os, A. B. Kypuiosuu // Uudopmaruka. — 2020. — T. 17, Ne 3. — C. 64-71. https://doi.org/10.37661/
1816-0301-2020-17-3-64-71

Stability of password authentication
In infocommunication networks

Mikhail N. Bobov®, Andrei V. Kurylovich

Belarusian State University of Informatics and Radioelectronics, Minsk, Belarus
=E-mail: bobov@bsuir.by

Abstract. The article discusses distributed infocommunication networks, in which the interaction of users,
application servers and databases is carried out. When accessing an infocommunication network, the first
procedure is to authenticate the agents through their authentication by password mechanism. It is shown that for
social networks with a large number of users, widely used assessment of the security of password systems based
on the calculation of the determination probability is not sufficient. The probability of the same passwords for
two users with a password length of 6, 7 and 8 characters with alphabet size of 36, 42 and 57 characters and the
number of users no more than 10 million is shown. An assessment of the strength of password authentication
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systems for info-communication networks based on the "birthday paradox" criterion is given. It has been
determined that well-known social networks with a number of users comparable to the number of passwords
used are not resistant to "birthday attacks". It is shown that for such systems the resistance of the password
system to cracking should be assessed by m = A™? criterion.

Keywords: password authentication, password system stability, infocommunication networks, remote access,
the "birthday paradox", networks strength criteria of password authentication

For citation. Bobov M. N., Kurylovich A. V. Stability of password authentication in infocommunication
networks. Informatics, 2020, vol. 17, no. 3, pp. 64—71 (in Russian). https://doi.org/10.37661/1816-0301-2020-17-
3-64-71

Beenenne. Llenpio (QyHKUIMOHUMPOBaHHS MH(POKOMMYHHMKALIMOHHBIX CETEH SIBISETCS peaau3aunus
WHQOPMAIMOHHBIX MPOIECCOB C 33JaHHBIMU XapaKTEPUCTHKAMHU, HANpaBJICHHBIX Ha oOecrieueHue
PasIMYHBIX MPUKIAAHBIX 337a4 M0Jb30BatTesei. s uX perieHust B CHCTEME OCYIIECTBIISIIOTCS] B3au-
MOJICHCTBUS TTOJB30BATENEH MEXITy COOOI, IOIb30BaTeNel ¢ cepBEepaMy MPUIIOKEHUH 1 0a3 JaHHBIX,
MEXIy cepBepaMu NMPHIIOKEHUH U 0a3 JaHHBIX. KpaeyroibHbBIM BOIIPOCOM MPU OpPraHU3alluU TaKHX
B33HMOI{€I\/IICTBI/II\/II SABIACTCA YCTAHOBJICHUC IMOJJIMHHOCTH Cy6’beKTOB, IMBITAIOIINUXCA MOJTYUYUTH OOCTYIL
K pecypcam cucteMsl. JlaHHast mpobiemMa peraeTcs MyTeM UCIOIb30BaHus CPEACTB U METOIOB ayTeH-
TUPUKAIMK, KOTOPbIE O MECTY NPHIOXKEHHUS MOXKHO pa3lelInTh Ha JIOKAIbHBICE W yJalleHHEIC.
[Tpu noxansHON ayTeHTU(UKAIMH BCSI CHCTEMA, BKIIIOYAs MEXaHU3M ayTeHTH(OUKAMHA U YIPABICHUS
JOCTYIIOM, pa3MeIlaeTcss BHYTpH OZHOTO (pu3ndeckoro nepumerpa OezonacHocTy. Bnagenen cuctemsl
¥ (MJIM) MOJIB30BATENb BEAYT M OOHOBISIOT 0a3y ayTeHTH()UKAIMOHHBIX TaHHBIX BHYTPH 3TOTO MEPH-
MeTpa. AyTeHTH(UKAIMS TPEIIoIaraeT HEMOCPEACTBEHHOE B3aMMOJCHCTBUE CyOBEKTa C yCTPOU-
CTBOM IPOBEPKU MOJJIMHHOCTH IIPU BXOJC B CUCTEMY.

VYnanenHas: ayTeHTH(UKALUSI HCIOIB3YETCS MPU B3aUMOACHCTBUM MOJIb30BaTeNe ¢ nH(OpMaIu-
OHHBIMHU peCypCaMU CETHU WJIN APYTHMHU IIOJIB30BATCISIMU B MHTCPAKTHUBHOM PEKHUME, COACPKUT HE-
CKOJIKO TOYEK OOCITy)KUBAaHHUS, KOTOpbIE TPEOYIOT YIpaBJeHHs JIOCTYIIOM M MOTYT pa3Melarbes
B Pa3IMYHBIX MecTax. Biagenen BeaeT U NOANEPKHUBACT aKTyaJbHOH eIUHYI0 0a3y ayTeHTH(HUKaLH-
OHHBIX JIaHHBIX IS BCeH cucTeMsl [1].

B HacTosiiee BpeMsi HIMPOKOE paclpoCTpaHEHUE MONYyYHIId pacnpeeseHHble HHPOPMaInOHHBIE
CEeTH, CO3JaHHBIC U1 o0ecredyeHus] MOTPeOHOCTEH WIMPOKOro Kpyra IoJb30BaTellell W HMMeEroIue
YCIOBHOE HaMMEHOBAHHE «COLMANbHBIE ceTw». Kakaplil monb3oBaTenb A MOIYYEHHs JOCTYIa
K IOJJOOHO# CeTH Ha MepBOM dTare MPOXOAMUT MPOILEAYPY PETUCTpAINH, B Ipoliecce KOTOpOi co00-
IIaeT CUCTEME CBOM YYETHOE MMS U MapoJb, a TaKXKe JApyrue NepcoHaIbHbIe JaHHbIe. B nanpHelmem
npy 0OpalIeHNH K CETH ISl OIY4EHHs €€ YCIIyT MO0JIb30BaTeNlb BBOAUT YUETHOE UMl M apOJIb U IIPU
HX COBIIAACHUU C UMCHEM U MTapOJIEM, BBCACHHLIMU IIPU PETUCTPALUU, ITOJTYUACT JOCTYII K CETH.

SIBnssace Cp€acTBaMu 3alllUTEI KaHAJIOB AOCTYIIa K I/IH(bOKOMMYHI/IKaHI/IOHHBIM CucreMamM, MCXaHH3-
MBI ayTEHTU(HKALMH JOJDKHBI 00J1agaTh psioM Criel(UUECKUX KauecTB, 0OECIeunBAIOIINX UX CTOM-
KOCTb K B3JIOMY, KOTOPBIH MOXXET NPOUCXOJUTH MyTeM MOoAOOpa Mapoiisl, KOMIPOMETALMU MapoJisl W
kpaxu (aiina maponeii. BeposTHOCTh mo100pa MapoJisi 3aBUCUT B OCHOBHOM OT JIBYX TapaMeTPOB: JITH-
HBI Hapons U o0beMa andaBuTa, U €CiIM Napoib BHIOMpAETCs CIyYalHO W PaBHOBEPOATHO, TO VIS €€
OLICHKH UCTIONB3YIOTCS (POPMYJIBI, IIMPOKO MPUMEHSIEMBIE /IS JIOKATBHBIX TIAPOJIbHBIX MEXaHU3MOB [2]:

— BEPOSATHOCTH MOA00pa MapoJIsi C IIEPBO MOTBITKH

1
Pl_[l = F 5
rae A — obovem andasuta, S — IMHA TAPOIIS;
— BEPOSITHOCTD 1TOA00PA MAPOJIS C [-U MOTBITKH
p 1
M= 35 1 _ 3>
AS+1-10’
— BEpOATHOCTH 1O00pa mapos 3a k MOIBITOK
k

Pk = 75
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— BEPOATHOCTH MO00PA TAPOJIA B IEPHOJ €ro O€30MacHOT0 BPEMEHH JeHCTBHUS
3600 - Ty
Tg = S . )
A5ty

rae Ty — 6e3onmacHOe BpeMs ISUCTBUS; t — BpeMs Habopa maposisl.

Bmecte ¢ TeM IIMPOKO M3BECTHBIE COBPEMEHHBIE COLMANIBHBIE CETH O0BEAUHAIOT OIPOMHOE KOJIH-
YEeCTBO II0JIb30BATEEH, U MIOITOMY OLEHKH CTOMKOCTH MCHOJb3YEMBIX B HHX HAapOJbHBIX CHUCTEM
ayTeHTU(UKAIMY K aTakaM [oa00pa napoJisi, KOMIpOMETalluy Maposis U Kpaxke Qaiiya maposiei Heqo-
cTaToyHO. B paccMmarprBaeMoM ciiydae MapojibHBIE CUCTEMbI ayTeHTH(OUKAMH HEOOXOIUMO OLCHH-
BaTh HA CTOMKOCTh K aTakaM «IHEH POKICHUM. ATaka «JHEH POXKICHUS» — UCIOIb3yEMOE B KPHUIITO-
aHaM3e Ha3BaHUE AJsl METoJa B3JIOMa IH(POB WM MOWCKAa KOJUIM3MK Xelml-(QyHKIUH Ha OCHOBE
napanokca aueit poxaenus [3]. Tlapamokc aHel poXACHHUS — MOJI0XKEHHE, YTBEPXKIAIOIIee, YTO €CIT
JaHa rpynmna u3 23 uau 6osiee 4eJI0BEK, TO BEPOATHOCTb TOT0, YTO XOTS OBl Y JBYX M3 HUX JIHH POX-
JeHMs (YMCII0 U MecsL) coBmanyT, npesbimaeT 50 %. Jns rpynmst u3 60 nim Gojee denoBeK BEPOST-
HOCTb COBIAJICHHS JHEU POXKICHHsI XOTs OBl Y JIBYX €€ WICHOB cocTaBisieT 0ojiee 99 %, xorsa 100 %
OHA JOCTUT'AET, TOJIBKO KOIa B IPyIIe HaXOAUTCS He MeHee 367 4eloBeK (C y4eTOM BUCOKOCHBIX JIET).

Omnpeanenum BUA (GOPMaIbHOTO BBIPAXKEHUS ATl pacdeTa BEPOATHOCTH COBIAACHHS XOTS OBl IBYX
mapoJieii pasMepHOCTH N B TPYIIe U3 M TMOJb30BaTeeil. PaccuntaemM cHadyaga BEpOSTHOCTH p(1m)
TOT0, YTO B IPYIINE U3 M TOJIb30BaTeIeH Bce X mapou OyayT pasiauunbivu. Eciu N > m (N = A™),
TO B cuily npuHuuna /lupuxie BeposTHOCTh paBHa Hynto. Ecnu ke N < m, To OyzeMm paccykaarh
cienyromuM odpazoM. Bo3bMeM Hayrag ofHOTO HOJIB30BATENsl U3 IPYIIIBL M 3alIOMHHUM €r0 MapoJib.
3areM BO3bMEM HayTaJ BTOPOTO MOJb30BaTENs, IPU 3TOM BEPOSTHOCTH TOTO, YTO €TO MapoJib HE COB-
majaeT ¢ mapoJieM MepBoro mosb3oBarelns, papaa 1 — 1/N. ITocie 3TOro BO3bMEM TPETHETO M0JIH30Ba-
TeJIsA, IPYU 3TOM BEPOSITHOCTH TOI'O, YTO €r0 MapoJib HE COBMAAET C MAapoJIIMU IEPBBIX ABYX, PaBHA
1 —2/N. Paccykaas 1o aHaJOTHH, JOUIEM IO TOCIEIHETO MOJB30BATEINS, IS KOTOPOTO BEPOST-
HOCTb HECOBIIQJICHUS €r0 MapoJsisi CO BCEMU npeablaymumu Oynet pasHa 1 — (m — 1)/N. TlepemHo-
JKast 3TH BEPOSITHOCTH, ITOJIyIHM BEPOSITHOCT TOTO, YTO BCE MAPOJIH B IpyNIe OyayT pa3aInyHbIMU:

p(m) =1-(1—-1/N)-(1—-2/N)-...-(1 — (m—1)/N) =
 NWN-1)...-N-m+1) N! (1)
B N™ (N -m)!-N™’

Torma BepoOsSTHOCTb TOTO, YTO MO KpalHEW MEpe OJUH I0JIb30BATENIb UMEET TOT K€ IapOJIb, YTO
1 I000H Ipyroi moiabp30BaTelb U3 IPYIIIBI M, ONPEAEseTCs BRIPaKeHUEM

N!
P(m)=1- @
(m) (N —m)!-N™
Bocnonszyemcest popmysiori CTupiuHra fjis NpHOIMKEHHOTO BBIUMCIICHUS 3HaYeHUs (DakTopuasia

n
n! = v2nmn (g) JUTS pacyeTa MoTy9eHHONW (DyHKITHH:

N! VEFHV(E)N
Pim)=1-———=~1- € —

W=mN ™ e ()

N 1 N \ON-m
=1- — [ —
N—m e™m (N—m)

Takum 00pazom, noIydIuM GopMyy

(N-m)

Pim) ~1- Nﬁm'eim'(NfrrJ ' ©
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Ha puc. 1 uzo0paxeHsl rpaguky BEPOSITHOCTH TOSIBIICHHUS OJMHAKOBBIX NapoJiell y ABYX IMOJIb30-
BaTeJIe M3 MPEATNOIOKEHMS, YTO IapOoId BBIOMPAIOTCS CIIy4aliHO M PaBHOBEPOATHO. Pacuer BbImouI-
HeH B nmporpamMme Mathematica uist crienyrommx HCXOAHBIX YCIOBHIA: KOJIMUSCTBO 3HAKOB B ali(haBUTE

N = 36, 42, 57; nnuHa maponst n = 6, 7, §; KOJTMYECTBO Mmoyb3oBaTeneid m = 1 — 1,7-107.
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Puc. 1. Ipaduxu Bepostaoctu P(m) npu mmmse naponsi N =6 (a); n=7 (6) un =8 (s)
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ITo oTHOWIEHUIO K aTake «IHEH POKICHUD» CHOPMYITUPYEM CIEAYIONINI KPUTEPH CTOMKOCTH Ta-
poJibHOM cucTembl ayTeHTH(GuKarmu. [laposibHas cucteMa ayTeHTH(GHUKAIIMH CYUTACTCS CTONKOM, eciu
BEIIMYMHA BEPOSITHOCTH COBMAACHUS JIBYX Ha3HauaeMbIX B Hel maposeit Menbiie 0,5, T. €. BEpHO He-
PaBEHCTBO

P(m) < 0,5. 4

HdpyruMu ciioBamu, mapoiibHasi cHCTeMa ayTeHTH()HKAIMA CYNTAETCS HECTOMKOW, €CIi BeJIMYrnHa
BEPOSTHOCTH COBIMAJCHMS IBYX Ha3Ha4yaeMbIX B Hed maposeir P(m) = 0,5. JlaHHbIE O KOJIHYECTBE
MOJIL30BaTEIICH, COOTBETCTBYIOIIEM IMPUHATOMY KpUTEpHIO (Ha puc. 1 OTMEUEHBI BEPTHKAIBHBIMHU JIU-
HUSIMH), IPUBE/ICHBI B Ta0I. 1.

Tabmuma 1

Pasmep P(m) =0,5 P(m)=10,9

andasura n=6 n=7 n=38 n=6 n="7 n=3
36 3,7-10* | 4,0-10° | 1,810° | 1,1-10° | 6,0-10° | 3,510°
42 9,510 | 6,0-10° | 3,5-10° | 1,810° 1,2:10° | 7,2-10°
57 2,2-10° | 1,6:10° | 1,3-10" | 4,0-10° | 3,0-10° ~10°

I[HSI YKa3aHHBIX MTapaMCTPOB CUCTCMbI C YUCIIOM HOHLSOB&TGHCﬁ, PacCIIOJIOKCHHBIM CJICBA OT IIPA-
MBIX Ha pHC. 1, ABIAIOTCS HECTOMKMMHU. B KadecTBe mpuMepa OIEHUM CTOHKOCTh Hambolee pacipo-
CTpPaHCHHBIX COIHAJIBHBIX CeTeﬁ, CBCJICHUA IO KOTOPBIM MNPHUBOAATCA B HUCCICAOBAHHUM KOMIIAHUHN
WebCanape, nposeaentnom B stBape 2019 1. (pue. 2) (URL: https://www.web-canape.ru/business/
vsya-statistika-interneta-na-2019-god-v-mire-i-v-rossii).

JAN SOCIAL PLATFORMS: ACTIVE USER ACCOUNTS

WONTHLY ACTIVE USERS, USER ACH PLA , [N MILLIORS
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Puc. 2. I[aHHI)IC O KOJIMYECTBE HOJII)3OBaTeJIeI71, 3aperuCTpupoOBaHHbIX
B HaubOoJee NOMYJIAPHBIX CETAX
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KomnmgecTBo ydeTHBIX 3amuced mosb30BaTenell Hanbosee pacpoCTPAaHEHHBIX COLMANBHBIX CETeH
MIpUBEIEHO B Ta0II. 2.

Tab6numa 2
Cern Konmuectso 3
II0JIB30BAaTCIICU
Facebook 2,27 muipz (2,27-10%)
YouTube 1,9 maipz (1,9-10%)
Instagram 1,0 matpz (1,0-10%)
Ozone 536 v (5,31-10%)
Twitter 326 muH (3,26:10%)
LinkedIn 303 mutH (3,03-10%)

[Ipu perucrpanuu CoOlUaNbHbBIC CETH MPEABABISAIOT K MApOJIAM pa3lInyHble TpeOoBanus (puc. 3).

Cos3patb a KKaQyHT

BbICTpO U nerko.
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Puc. 3. Perucrpanust B Facebook (a); YouTube (6) u Instagram (s)



70 Informatics, 2020, vol. 17, no. 3, pp. 64-71

MuHuMaIbHO HCO6XOI{I/IMBIC napaMeTpsl IMapOJIBHBIX CHCTEM aYTCHTI/I(I)I/IKaHI/II/I, HCIIOJIB3YEMBIC
B pacClipOCTPaHCHHBIX COUHUAIBHBIX CCTAX, IPEACTABJICHBI B TabmI. 3.

Tabmuna 3
Cers KomuuectBo 3 Angasut JlmmHa Pus
T10JIb30BaTeNEH A napojs n
Facebook 2,27-10° 42 6 5,5:10°
YouTube 1,9-10° 42 8 9,6:10"
Instagram 1,0-10° 62 15 4,810°°
Ozone 5,31-10° 36 6 2,1-10°
Twitter 3,26-10° 36 6 2,1-10°
LinkedIn 3,03-10° 36 6 2,1-10°

CpaBHHUTENBHBIC JJAHHBIC 10 CYNIECTBYIONMEMY U JIOMYCTUMOMY YHCITY TOJh30BaTENCH B aHATH3H-
PYEMBIX COIMATBHBIX CETSAX, UCTIONB3YIOIIUX MAPOJIbHBIE CHCTEMbl ayTeHTU(GUKAIINK C YKa3aHHBIMHU
P PETHCTPAILMU [TapaMEeTPaMH, B COOTBETCTBUHU C KPUTCPUEM CTOMKOCTH K aTaKe «THEH POIKICHHSDY
MIpUBEIEHBI B TA0M. 4.

Tabmuna 4
Cern KommuectBo KonuuectBo nmonp3oBareiei P
0JIL30BaTeN el no kpurepuro P(m) = 0,5 m Orenxa
Facebook 2,27-10° 9,5-10* 5,510 -
YouTube 1,9-10° 3,6:10° 9,6-10" -
Instagram 1,0-10° ~10" 4,8:10" | CootBercTBYeT
Ozone 5,31-10° 3,7-10* 2,1-10° -
Twitter 3,26:10° 3,7-10* 2,1-10° -
LinkedIn 3,03-10° 3,7-10* 2,1-10° -

Kak crenyer u3 maHHbIX TaOI. 4, Cpeqy aHATM3UPYEMBIX COIMANBHBIX ceTell TonpKo Instagram sie-
JISIeTCS CTOMKOM K aTake «JHEU POKICHUS.

OmpeaenuM Temeph aHAIUTUYECKOE BBIPAKEHUE I MPAKTUYECKOTO pacueTra CTONKOCTH CETH
K aTake «aHel poxxaeHus» [4]. Ucnons3ys Beipaxenue (1), Haiiiem mokasaresb

Pm)=1-1(1-1/N)(1-2/N),....,-1=(m—-1)/N) =

m-1 i m-1 i m(m-1)
T O T ) e
i=1 N i=1

CornacHo kpurepuio (4)

_m(m-1) 1 m(m-1)
=3 2=e¢ 2N , [n2

_m(m-—1)
2N

[punumas m(m — 1) ~ m?, nonyunum BeIpaxkeHHe
m = V2N-In2 = 1,17VN = VA" = Az.

Takum 00pa3om, MapoIbHBIE CUCTEMBI ayTEHTH(UKAINH, TPIMEHIEMbIE B OOJIBIINX PaCIpeesIeH-
HBIX CETSX, B KOTOPBIX YUCIIO MOIH30BATENEH 17 CPAaBHUMO WJIH OOJBIIE BO3MOYKHOTO KOJIMYECTBA BHI-
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OMpaeMBbIX UMH U AOCTYIA K yCayraMm ayTeHTH(UKaTopoB N, TOIDKHBI OIIEHUBATHCS HAa CTOWKOCTH
K aTake «IHEH pOKICHHUS» B COOTBETCTBHH C KPUTEPHEM 1M = A2,
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AHaJIU3 3alIUIIIEHHOCTH BeO-pecypcoB Ha ocHOBe MeTpuku CVSS
III. P. TaBaaros'®, I1. B. Kyunuckuii’

1Eeﬂ0pyca<ud 20CY0apCcmeeHHblIl YHUBEPCUMEM
unghopmamuru u paouosnexkmponuxu, Munck, berapyco
=E-mail: shohrukh.92@gmail.com

2
Hayuno-uccreoosamenvckoe yupesicoenue « Mncmumym npukiaonvlx guzuueckux npooiem
umenu A. H. Cesuenxon benopycckozo eocyoapcmeennozo yHusepcumema, Murnck, benapyco

AunHoraumusi. Ha ocHoBe aHanu3a JaHHBIX 00 YsA3BUMOCTAX BeO-pecypcoB u merpuku CVSS (Common
Vulnerability Scoring System) usyuerno pacnpezeneHue ycpeaHEHHOW BEIUYHUHBI OICHKH Mo cranmapty CVSS
JUISL pacyeTa YKCIOBOTO IMoKa3arelis yA3BUMOCTH T10 JecsaTHOaUIbHOM miKkane st caiitoB Pecyonuku benapyce.
[TpoBenena npoBepka TUIOTE3BI O pacnpeeneHny oueHku ys3Bumocteid CVSS no 3akony Ilyaccona metonom
KpUTEpHs XU-KBaJpaT. Y CTaHOBJICHO, 4To 0koji0 10 % BeO-pecypcoB M3 UCXOTHON reHepalbHON BHIOOPKH pas-
mepoM 19 000 uMErOT KPpUTHYECKYIO YCPEIHEHHYIO OLIEHKY YsA3BUMOCTH. B pamkax NpoBeIeHHOTO HCCIIEa0Ba-
HUS CO3JlaHa YHUBEpCaJbHas cucTeMa Juisi cOopa TeXHHYeCKoil MHpOpMaIMu 00 aKTUBHBIX BeO-pecypcax B CeTH
WuTrepHeT M3 0OIIENOCTYIMHBIX KAaTalOroB M peecTpoB. Pa3paboTaHbl crienyaibHble MIa0JIOHBI MOMCKA C IO-
Molpo RegEXp-BrIipakeHuit A3pIka mporpaMMHUpoBaHus JavaScript Ui TOYHOrO ONpEeAeIeHHsT BEpCHi TeXHO-
JIOTHi, KOTOpBbIe OBUIN HCIIONBb30BaHBI Ul cOo30aHus BeO-caiitoB. Ha 0a3e MOIydeHHBIX NaHHBIX YCTaHOBJICHEI
NPOLICHTHBIE COOTHOLICHHS UCIIOIB3yEMbIX TEXHOJOTHI, JOMECHOB BEPXHETO YPOBHS U reorpaduueckoe pacio-
JIO’)KEHUE CEPBEPOB, KOTOPHIE 00CTYKHBaIOT BeO-pecypchl. [Ipeanaraemas cucteMa MOXKeT OBITh aanTHPOBaHA
HOJT JIFOOBIe YHUKaNbHBIC TPeOOBaHUsI, HEOOXOJUMbIEC CIICHUATIMCTAM 10 3aIMUTe MHPOPMALUH UL HPOBEICHUS
ayauTa 6e30macHOCTH BeG-pecypcoB.

KitoueBble c10Ba: MHOOPMAIMOHHAS GE30MIACHOCTD, OIICHKA 3aIUIIEHHOCTH, BEO-CalT, BeG-cepBep, METPHKA
CVSS, s3b1k mporpaMMupoBaHus JavaScript

Just uutupoBanus. Jlasmatos, I1I. P. Amanmu3 sammineHHOCTH BeO-pecypcoB Ha ocHoBe Mmerpuku CVSS /
1I. P. MaBnatos, I1. B. Kyuurckuii // Mudopmaruka. — 2020. — T. 17, Ne 3. — C. 72-77. https://doi.org/10.37661/
1816-0301-2020-17-3-72-77

Web resource security analysis based on CVSS metrics

Shohrukh R. Davlatov'®, Pyotr V. Kuchinsky?

'Belarusian State University of Informatics and Radioelectronics, Minsk, Belarus
=E-mail: shohrukh.92@gmail.com

?A. N. Sevchenko Institute of Applied Physical Problems of Belarusian State University,
Minsk, Belarus

Abstract. Based on the analysis of vulnerability data for web resources and the CVSS metric, the distribution of
the average CVSS (Common Vulnerability Scoring System standard for calculating a numerical vulnerability
score on a ten-point scale) score for the websites of the Republic of Belarus was studied. The hypothesis on the
distribution of the CVSS vulnerability assessment according to Poisson's law was tested by chi-square criteria.
It was found that about 10% of web resources from the original general of samples of 19000 size have a critical
averaged assessment level of vulnerability. As part of this work an universal system for collecting technical
information about active web resources on the Internet from public directories and registries has been developed.
Specific search templates have been developed using RegExp JavaScript expressions to detect the versions of
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technologies that were used to create websites. Based on this data the percentage distribution of used technologies,
top-level domains and the geographical location of the servers were calculated. Proposed system can be adapted to
any unique conditions required by information security specialists to conduct a security audit of web resources.
Keywords: information security, security assessment, website, web server, CVSS metric, programming language
JavaScript

For citation. Davlatov Sh. R., Kuchinsky P. V. Web resource security analysis based on CVSS metrics.
Informatics, 2020, vol. 17, no. 3, pp. 72—77 (in Russian). https://doi.org/10.37661/1816-0301-2020-17-3-72-77

Beenenne. C pasBuTHeM BeO-TEXHOJOTMH pacTeT M YHUCIO TMOTCHUHMAJBHBIX YSI3BUMOCTEH
B OHJIaliH-pecypcax. Hanndue 6osbiioro Habopa HHCTPYMEHTOB JUISI peajin3alni yrpo3 6e301acHOCTH
uHpopMaruu B cetd MIHTEepHET onpezaessieT akTyalbHOCTh UCIIOJIb30BaHUS CUCTEM TS aHaiuu3a 0e30-
nmacHoOCTH BeO-pecypcoB. CeruaircThl 10 3alIuTe HHPOPMAINH MIHPOKO MPUMEHSIOT 00bEKTHBHEIE
KOJINUECTBEHHBIC TIOKA3aTeN! 3alIUIIEHHOCTH, KOTOPBIE BBIUMCIISIOTCS HA OCHOBE METPUK OTKPBITON
cuctembl orieHkn CVSS [1]. CyiiecTBytOT OTKpBITBIE 0a3bl TaHHBIX, B KOTOPBIX XpaHHUTCS HUH(MOP-
Malusa 00 YSI3BUMOCTSIX OIpEICICHHBIX BEPCUH TEXHOJIOTHIl B (dopmare <uasganue mexmoaio2uu,
sepcus, oyenxka CVSS>. Metpuka CVSS mnpeanaraer npocTol WHCTpyMEHTapui IJsl pacueTa
YHCJIOBOTO TIOKAa3aTelsi Mo AeCATHOAIBHON MIKaje, KOTOPBIA MO3BOJSET ONEPATHBHO MPUHUMATH
peLIeHns 0 TOM, KaK pearupoBaTh Ha Ty WJIH HHYIO YS3BUMOCTb [2]. UeM Bbllle 3HaYCHHE METPHUKH,
TeM Ooliee omnepaThBHas peakuusi Tpedyercs. Hampumep, si3bik nporpammuposanus (A1) PHP Bep-
cun 5.4.0 umeeT 67 onmyOIMKOBaHHBIX ys3BUMOCTEH B Oase https://www.cvedetails.com co cpeaneit
onenkor CVSS nopsiaka cemu.

B pamkax Hacrosieit paboTsl ObLTa CO3/1aHa YHUBEpCAIbHAs CHCTEMA ISl aBTOMATUIECKOTO cOopa
13 OOIIEJOCTYMHBIX KAaTaJloTOB M PEeCTPOB TeXHHYECKOH HH(OpManuu 00 aKTUBHBIX HHTEPHET-
pecypcax benapycu, Takolf kKak KaHOHWYECKHE MMEHA JIOMEHOB, |P-ampeca, OTKpBITBIE MOPTHI, T€0-
rpauuecKoe pacloIOKEHHE CEPBEPOB, YSA3BUMOCTH TEXHOJOIMH, BEPCHU OIEPALMOHHBIX CHUCTEM
CEpBEPOB W JPYTHUX MPOrPaMMHBIX OOECTIEUEeHUH, KOTOpble OBUIM HMCHOJB30BaHBI Ui pa3padOTKU
1 o0cykuBaHus BeO-pecypcoB. Ha ocHOBE MOTy4YEeHHBIX TaHHBIX U3 OTKPBITBHIX UCTOYHUKOB ITOCTPO-
€HO SMITUPUYECKOE PACHPEAETICHUE OLCHOK YSI3BUMOCTEH CaliTOB, NPEAJIOKEHA HOBasi METOAMKA BbI-
YHCJICHUS] YCPEIHEHHOM OLIEHKH ySI3BHMOCTEH BeO-pecypcoB Ha 0aze merpuku CVSS, ¢ momoinsio
KpUTEpHs XH-KBaJpaT IPOBEPEHA TMIIOTE3a O TOM, YTO CiIydaiiHas BenruuHa X (yCpelHEHHas OLleHKa
YSI3BUMOCTEH BeO-pecypcoB) pacipezesneHa o 3akony Ilyaccona.

COop 1aHHBIX U MeTOAbl MCCJIEeI0BAHUA. APXUTEKTypa pa3paboTaHHONH CHUCTEMBI OCHOBaHa Ha
1raGJIoHe MPOSKTUPOBAHUSI «IETI0YKa 00sI3aHHOCTEH». JJaHHBIM MaTTepH MO3BOJISIET CTPYKTYPHPOBATh
MOJYJIM CHCTEMBI TaKUM 00pa3oM, 4TOOBI 3alpOChl MepeAaBaiCh IMOCIEIOBATENLHO 10 IEMOYKe
00paboTunkoB. Kaxnplii mnocieayomuidi MOIyJdb ONpeAessieT BO3MOXKHOCTb CaMOCTOSATENLHON
00paboTku 3ampoca 1 He0OXOIMMOCTh €€ TIOCIISAYIONIeH Tiepenayu mo mnend. [lepBoe 3BeHO IEMOYKH
COCTOWT U3 MOJIYJIS IS TTONY4YEHHS U TIEPBHYHON 00pa0OTKH CIIMCKA UCXOAHBIX JIOMEHOB. C TIOMOIIBIO
paszpaboranHbix NOdeJS-ckpuIToB aBTOMaTHYeCKH ObLia coOpaHa MH(pOpMaIHs O BeO-pecypcax H3
OTKpBITHIX HcTOuHMKOB B cetd Murtepuer (URL: https://www.shodan.io wu https://censys.io).
B pesynbTare mporiecca CKaHUpOBaHHS yJanoch coOparh ganubie Oosiee 19 000 nambosee momy-
JSIpHBIX BeO-pecypcoB benapycu, KoTopsie ObIIN pacipeaesieHbl [0 CICAYIOIINM KaTeropusiM:

— pabota, OM3HEC, KOMIIAHUH, MApKETHHT', IPOMBIIUIEHHOCTb, OaHKU 1 (DUHAHCHI;

— HOBOCTH, Be0-CEpBHUCHI, OHIIAH-Mara3uHbl, TOPTOBBIE IIOMIAKH, OOBSIBICHHS;

CEeMbsI, CTIOPT, MEIHUIINHA, 37I0POBbE, OTABIX, IOCYT, KYJIbTYpa U HCKYCCTBO;
— KOMIIBIOTEpHAs TEXHHUKA, JJIEKTPOHHUKA, OPITEXHHUKA, OBITOBBIE TOBAPHI, aBTO- U MOTOTEXHHUKA;
00IIeCTBO, MOJIIMTHKA, TOPOJICKHE CANTHI, KaTaJIOTH, 00pa3oBaHUE U HayKa.

JI1st KayKIoro OTAENFHOTO JOMEHA MapaJlIeNIbHO 3aImycKaeTes mporiece i otpaBku GET-3ampoca
Y TIOJIyYeHHs JONOJHHUTEIbHON TexHHYeckor mHpopmanuu: IP-aapecoB, OTKPBHITHIX OPTOB, Ieorpa-
¢uueckoro pacronoxeHusi BeO-cepBepoB M 3aroynioBkoB orBeroB HTTP. [lamee ¢ momomuipo
RegExp-Beipaxkennii SI1 JavaScript onpeaensroTcs BEpCUM TEXHOJOTHH, Ha 0a3e KOTOPBIX OBLIN CO-
31aHbl BeO-pecypchl. [l pemieHuss NOCTaBICHHOW 3aadyd JOCTATOYHO MOJYYUTh HMCXOAHBIA KOJ
cTpanuubl BeO-caiita B gopmate HTML wu 3aromoBku otBeroB cepsepa [3]. C momomsio Fetch
APIl-unrepdeiica JavaScript Opir nomydensl orBeTsl Ha HTTP-3ampockl Bcex JTOMEHOB MCXOIHOU
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BBIOOpKHU. Pe3ysbTaThl 3alpOCOB U 3ar0JIOBKH OTBETOB CepBepa ObUTH COXpaHEHBI B JOKAILHON Oa3e
JAHHBIX JIJIS IOCIIEYIOMIMX POLIECCOB 00pabOTKHU M aHAII3a JaHHBIX. Pa3paOoTaHHbIi CKPUNT TaKKe
MOKET OOHApPYKHBATh TUIIBI CUCTEM YIPABICHHS KOHTCHTOM, IIaT()OPMBI SIEKTPOHHON KOMMEPIIUH,
Bepcun BeO-PppeMBOPKOB, CEPBEPHOE MPOrPaMMHOE OOECIIedeHne W aHAIUTHYECKHE MHCTPYMEHTHI.
[ocnepHum STanom sIBISETCS MPOBEpKa OE30MAaCHOCTH KaKAOro Bed-pecypca IO OTIACIBHOCTH
Ha 0a3e myOnnuHbIX mporpamMHbIX uHTEpdeiicoB API [4, 5]. B uccrienoBanuu B KauecTBE OTKPBITHIX
0a3 maHHBIX 00 YSI3BUMOCTSAX TEXHOJNOTHH OBUTH WCIONB30BAaHBl OOIIEIOCTYITHBIE CEPBHCHI
https://vulners.com u https://www.cvedetails.com, koTtopbie HHTErpHPOBAIKCH B pa3pabaThIBAEMYIO
cuctemy ¢ momonibio APl-unrepdeiica.

Pe3yabTaThl MCCIeI0BaHMSI M UX 00Cyx1eHHe. Ha OCHOBE MOyYCHHBIX MAHHBIX O BEPCHSIX
TEXHOJIOTHI OblTa CO3/1aHa JuMarpamMma, MMOKa3bIBaIOIasi MPOIEHTHOE COOTHOIICHHE HCIOJIb3yEeMbIX
JUTs pa3paboOTKU BeO-PEeCypcOB TEXHOJOTHH B ceMH Kateropusix (puc. 1). [lomydeHHble pe3ynbTaThl
BBISIBUJIM, YTO HawOojiee MOMYJISPHBIMU TEXHOJIOTHSMH B CBOUX Kareropusx sBisitorcs Windows
Server — nuHelKa CEpBEPHBIX OINEPAMOHHBIX CHCTEM OT KoMmmanuu Microsoft (37 %), Nginx — Beo-
cepBep  moutoBbIi mpokcu-cepsep (80 %), MooTools — MomyIbHBINH 00BEKTHO-OPUEHTHPOBAHHBIIH
JavaScript-ppeiimBopk s pa3paboTku KpoccOpaysepHbIx BeO-tipunoxkenuit (46 %), jQuery —
JavaScript-6ubarnoreka, Gpokycupyromiascs Ha B3aumoseiicteun JavaScript u HTML (70 %), Google
Analytics — cepBrc ISl CO3IaHMs JETaIbHOW CTaTHCTHKK MoceTuTeneil BeO-cairoB (44 %), Google
AdSense — ceprrc kouTekcTHOM pekmamsl (53 %), WordPress — cucrema yrnpaBieHHs COACPKUMBIM
caiiTa ¢ OTKPBITBIM UCXO/IHBIM KO/ioM, HanucanHast Ha ST PHP (44 %).

Bepcun OC Windows Server Ubuntu

JS-perimBopKn MooTools React TweenMax equireJS

JS-6mbnuoTekn FancyBox Modernizr Light

AHanuTuka Google Analytics Yandex.Metrika Liveinternet

Peknama Google AdSense Criteo DoubleClick Ad andex.Dire

CMS-cuctembl WordPress 1C-Bitrix

_Aan Java  [pyrve
20%! 40%! ‘

60%! 100%!

Puc. 1. [IporieHTHOE COOTHOIIEHNE HCTIOJIb3YEMBIX TEXHOIOTHi

JanHble 0 reorpaMuecKrux pacloioKEHUSIX CEPBEPOB, OOCITYKUBAIOLINX BEO-pECYpChl U3 UCXOTHON
BBIOODKH, ITPEACTABIICHBI B BUE Auarpammsl (puc. 2). Ha ropr3oHTaIbHOM 0cH paciionokeHbl Ha3BaHUs
CTpaH, T/Ie COCPEeNOTOYEHO HamOoJjblliee KOMMUecTBO BebO-cepBepoB: bemapych, Poccus, CIIA,
I'epmanus u ap. (Hunepnannpl, [onpma, Ykpanna u BenukoOpuranust). Kaxxaplii ctonber noka3siBaeT
KOJIMYECTBO CEPBEPOB, KOTOPBIE 0OCITYKUBAIOT BEO-PECYPCHI ONPEETICHHON KaTeropuy B TOW MIIM MHON
ctpane. Kak BuaHo u3 puc. 2, mpumepHo 68 % cepBepoB HaxomdTcsi Ha Teppuropun bemapycu.
OtmeTHM, 4YTO KaTeropuu BeO-CaTOB «paboTa», «OWU3HEC», «HOBOCTH», «OHJIAHH-Mara3uHbI»,
«OOBSIBIICHUS SBIISIFOTCS] HAOOJIEe MOIMYIAPHBIMU.

3200+
KaTteropuu Be6-pecypcoe:

M Pabota, BU3HEC, KOMMNaHUN, MapPKETHHT, MPOMbILINEHHOCTb, BaHKN 11 GpUHAHCHI

24004 HoeocTH, Beb-cepBuChl, OHNaliH-MarasuHbl, TOProBLie naowagku, 0obasneHus
CeMbs, CcnopT, MeAULMHA, 300POBbE, OTABIX, AOCYT, KYNbTYpPa U UCKYCCTBO
M KomnbloTepHas TexHWKa, 31eKTPOHUKA, OPrTexHUKa, BbITOBbIE TOBaPbI, aBTO-, MOTOTEXHUKA
1600 M O61ecTBO, NOAUTUKE, FOPOLCKME CaliThl, KaTanoru, 06pa3oBaHue u Hayka
800+
0_
Benapycb Poccua CLWA [epmanua Hpyrue

Puc. 2. Pactipenenenue Be6-pecypcoB MO KaTETOPUSM M CTPaHaM PACIIOJIOKEHHS CEPBEPOB
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[IporieHTHOE COOTHOIIIEHHE JJOMEHOB BEPXHETO YPOBHS MMOKa3aHO HA pPHC. 3 B BUJE KPYroBOM Jna-
rpammbl. JlaHHBIE OBUTH TIONYYSHBI U3 UCXOJHON BHIOOPKH BEO-pecypcoB MyTeM MPUBEICHUS JOMEH-
HBIX UMEH K «KaHOHHYECKOMY» BHIy. V3 pHricyHKa BHIHO, 4TO JOMEHBI BY cOCTaBNIAIOT mpHUMEpPHO
75 % wu3 Bcex MMeEOMXCs 3amuceii B 6ase ganubix, a goMeHnsl COM u RU — 8,8 u 8,2 % cootBert-
crBeHHo. CrieyeT OTMETHUTh, 4To Bee octanbhbie qomenbl (NET, BEJI, ORG u ap.) Obuin 00beauHe-
HBI B OJIHY KaTeTOPHIO C MPOIEHTHOH noett 7,5 %.

7.5%
8.2% ——

MBY: 75.4% (14480)

B COM: 8.8% (1700)

HRU: 8.2% (1580)
Opyrue: 7.5% (1450)

T 75.4%
Puc. 3. IIpouieHTHOE COOTHOIIEHHE JOMEHOB BEPXHET0 YPOBHS

PaccMoTpuM TipemiiocKeHHYI0 METOAWKY OIEHKH 0e30macHOCTH BeO-pecypcoB Ha 0aze METpHKH
CVSS. Jlng xaxaoro pecypca M3 MCXOOHON BBIOOPKH HCIIONB3yeTcsl ycpemHeHHas oreHka CVSS,
paccuuTaHHas 1mo Gopmysie

m
(Zr)
j=1 ,
Si=——=,1<i<n,

m
rae N — KOJUYECTBO JIIEMEHTOB B BHIOOPKE; M — KOMWYECTBO PACIO3HAHHBIX BEPCHHM TEXHOIIOTHUN
u ST s 3aanBoro BeG-pecypea; Aj — OlEHKa yA3BUMOCTH ONPE/IENICHHON BEPCHH TEXHOJIOTUH.

Jlist BeIuuMCIeHus 3HaYeHus A; Obiia BbIOpaHa QpyHKIMs MAKCMMyMa 10 BCEM M3BECTHBIM OLIEHKaM
CVSS:
Aj = maxy<p<r Ck,

rae I — KOJMYECTBO HAWACHHBIX YSI3BUMOCTEH I OMpeesieHHOW BEPCHH TEXHOJOTMH B OOIIe-
noctynHo# 6asze https://vulners.com. IlenecooOpa3HocTs BbIOOpa GYHKIIMH MaKCHMyMa OOBSICHSIETCS
TEM, YTO 3JIOYMBIIIJICHHUKH, KaK TPaBUJIO, HAMIPABISIOT BEKTOP aTaku Ha HanOoJee ys3BUMbIC YaCTH
cuctembl. CremoBaTreinbHO, MMEET CMBICT BKJIIOYAaTh B OONIYI0 YCPETHEHHYIO OIIEHKY CHCTEMBI
MakCcHUMaJibHbIe 3HaueHusi MeTpuku CVSS 1o kaxaoi W3 Bepcuil TeXHONOruu. Jlis ucciemoBaHus
pacmpeneneHusi Obula co3faHa ciydailHas BbIOOpKa M3 HCXOAHOW 0a3bl JaHHBIX BeO-pecypcos,
cocrosimas u3 N = 2000 snementoB (okoso 10 % 3amuceit). Ha ocHOBe 3TuX naHHBIX ObLTa TOCTPOEHA
JuarpaMmma SMIMPUYECKOTO paclpe/iefieHNsT YCPETHEHHOW OIIHKU YS3BHMOCTH S), BeO-pecypcoB

(puc. 4).

800+
676
600

400+

200+

0-

0 1 2 3 4 5 6

Puc. 4. lnarpaMma SMOEPHYIECKOTO PACTIPE/IEIEHHs OIIEHOK YSI3BEMOCTE BeO-pecypcoB
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[To Bumy rUCTOTpaMMBI pacrpe/ieieHHsT MOXKHO TMPEIIONI0KNUTh, YTO OHO TMOJUUHSICTCS 3aKOHY
[lyaccona. 3ameTM, 4TO YHCIIO HAOJIOICHUH JIJIsi MHTEPBaIa OLCHKU Sg PABHO IISTH, TO3TOMY UMEET
CMBICTT OOBEIMHUTH €r0 C MPEABLIYIINM HHTEpBalioM Ss. Jlajiee ¢ MOMOIIBIO KPUTEPHUS XU-KBaapaT
npu ypoBHe 3HauuMmoctn o = 0,05 mpoBepsieM TUHOTE3y O TOM, 4YTO cllydaifHas BenuumHa X
(ycpennennast onieHka CVSS ys3BuMocTH BeO-pecypca) pacnpeneieHa no 3akony [lyaccona. JlanHoe
pacrpenesicHUe MMEET CIWHCTBCHHBIH mapamMeTp A, SBISIONIMICS MAaTEMaTHYCCKUM OXKHUJIAHUEM
CITy4aiiHOW BeIMUYWHBI X. 3aMEHseM MapaMeTp A HAWIydlleid OIEHKOH IO BBHIOOPKE — BBIOOPOYHOI

cpenmHeit: A = (ZSII\‘]—O") = 141.
IIpoBepsiem HyjeByo rumore3dy H, (CpelHsis OLEHKa ysA3BUMOCTH BeO-pecypca pacrpesesieHa 1o
k,—A
3akony Ilyaccona) mpu ypoBHe 3Hauumoctd o = 0,05, T. e. pp = P(X = k) = M, roe 1 <k<6

k!
(MakcuManpHOE 3Ha4YeHHe ycpenHeHHOH oueHkM CVSS B paccmaTpuBaemoil BeiOOpke). Haxommm

TEOPETHYECKHE BEPOSTHOCTH D) W TeOopeTHdeckue 4acToThl Ej, = ppx N = p,*x 2000, pe3ymbTaThl
BBIYMCJICHUN 3aHOCHM B TaOJIHILy.

3MHI/IpI/I‘{CCKI/IC 1 TCOPECTUYECCKUE YACTOTHL

K Ouenkn | dmrmpuueckue | Teopermueckue | (O — Ex)?
CVSS, S, 4acToThl, O) 4acToThl, E}, Ep
1 0 506 488,287 0,643
2 1 676 688,484 0,226
3 2 471 485,381 0,426
4 3 222 228,129 0,165
5 4 91 80,416 1,393
6 5-6 34 22,677 5,654
z 2000 1998,695 x%= 8,506
U3 pacueTHO# TabNMIbI HAXOAUM HabmoaeMoe 3HadeHue kputepus Iupcona: x? = Y % ~

=~ 8,5. Tak Kak HOBOE YMCJIO MHTEPBAIOB (C y4eTOM OObEAMHEHHS) M = 6, a 3aKOH paclpeleseHHs
[Tyaccona ompezensiercss napameTrpom I = 1, To uncio creneHeid cBobospl ¢ = m —r — 1 = 4. Coot-
BETCTBYIOIIEe KPHTHUIECKOE 3HAUEHUE CTATHCTUKU X2 Uisl ypoBHs 3HaunMocTu 0,05 mpu KoJIMdecTBe
crenieHel cBo0obI = 4 paBHO 9,5. B cBs3u ¢ TeM 4To HabMOaeMOe 3HAUSHNE KPUTEPHs 8,5 MEHb-
e KpuTH4YeCcKoro 3HadeHus 9,5 (1o tabiuile KpUTHYECKUX 3HAYCHHUH pacrpeiesieHus] XU-KBaapar),
CJIeZlyeT MPHUHSATH HYJIEBYIO THIIOTE3Y O paclpe/ielieHuH IeHepaabHON COBOKYITHOCTH 10 3aKkoHy [lyac-
COHa.

OTMeTnM, YTO B HCXOAHOM reHepasibHON coBoKynHOocTH noutu 90 % BeO-pecypcoB UMEIOT 3HaUe-
HHUe ycpenHenHoi onenku CVSS B untepsane [0, 5]. beuto BeisiBeHO, uTo ocTanbHble 10 % pecypcoB
MUMEIOT BBICOKYIO KPUTHYECKYIO OIIEHKY YSI3BUMOCTH M3-32 UCTIONB30BaHHS YCTAPEBIINX BEPCHI TaAKHX
texHosoruii, kak CMS WordPress, SIT PHP, BeG-cepep nginx u JavaScript-6ubmauoreka jQuery.

3akumouenue. B pabote mpejcraBieHa METOAMKA OLICHKH 0E30MacHOCTH BeO-pecypcoB Ha Oasze
metpuku CVSS. Ycranorneno, uro okoyio 10 % BeO-pecypcoB benapycu U3 MCX0AHOH reHepaibHOM
Bo10OpkH (19 000 1OMEHOB) MMEIOT KPUTHYECKYIO YCPEIHCHHYIO OICHKY ys3BUMOCTH. Ha ocHoBe
MOJYYEeHHBIX JaHHBIX 00 YSA3BMMOCTSX IOCTPOCHO 3MIHMpHUEcKoe pacmpeneneHue oueHkd CVSS.
C noMomp0 KpUTEpHsl XHM-KBaJpaT IPOBEpPEHA THUIOTE3a O TOM, YTO JAHHOE paclpe/ielieHne
noguuHsiercs 3akoHy Ilyaccona. B pamkax mpoBeleHHOTO MCCIEAOBaHHS ObUIM Takke pa3paboTaHbI
RegExp-Beipaxkenns na SII JavaScript mis TOYHOrO OmNpeAeneHus] BEPCUH TEXHOJOTMH, KOTOpHIE
ObUIM WCITONIL30BAHBI JIISI CO3/IaHUsI BEO-CAaiiTOB. YCTAHOBJICHBI MPOIICHTHBIC COOTHOIIEHHS TPUME-
HSIEMBIX TEXHOJOTHH, JIOMEHOB BEPXHEr0 YPOBHS M reorpauueckoe pacroyIOKEHHE CEpBEpOB,
KOTOpbIE O0CITY>KUBAIOT JaHHBIE BEO-PECYPCHI.



Wudopmaruka. 2020. T. 17, Ne 3. C. 7277 77

CHnHCOK HCIO0JIb30BAHHBIX HCTOYHHKOB

1. JoitaukoBa, E. B. Onenka 3alimeHHOCTH KOMIBIOTEPHBIX ceTeil Ha ocHoBe MeTpuk CVSS / E. B. Jloiian-
koBa, A. A. Yeuynmun, U. B. Korenko // Undpopmarmonno-ynpasisiomue cucremsl. — 2019. — Ne 6. — C. 76-87.
https://doi.org/10.15217/issn1684-8853.2017.6.76

2. Li, H. Study on the distribution of CVSS environmental score / H. Li, R. Xi, L. Zhao // 5th Intern. Conf. on
Electronics Information and Emergency Communication, Beijing, China, 14-16 May 2015. — Beijing, 2015. —
P. 1-4. https://doi.org/10.1109/ICEIEC.2015.7284502

3. Exploring the intersections of web science and accessibility [Electronic resource] / T. Bostic [et al.] //
The MITRE Corporation Scientific Journal. — 2019. — Mode of access: https://arxiv.org/abs/1908.02804. — Date of
access: 12.03.2020.

4. Likarish, P. A targeted web crawling for building malicious javascript collection / P. Likarish, E. Jung //
Proc. of the ACM First Intern. Workshop on Data-Intensive Software Management and Mining, Hong Kong, China,
Nov. 2009. — Hong Kong, 2009. — P. 23-26. https://doi.org/10.1145/1651309.165131

5. A quantitative evaluation model for network security / D. Man [et al.] // Proc. of the 2007 Intern. Conf. on
Computational Intelligence and Security, Harbin, China, 15-19 Dec. 2007. — Harbin, 2007. — P. 773-777.

References

1. Dojnikova E. V., Chechulin A. A., Kotenko I. V. Ocenka zashhishhennosti komp'juternyh setej na osnove
metrik CVSS [Security assessment of computer networks based on CVSS metrics]. Informacionno-upravljajushhie
sistemy [Management Information Systems], 2019, no. 6, pp. 76-87 (in Russian). https://doi.org/10.15217/issn1684-
8853.2017.6.76

2. LiH., XiR., Zhao L. Study on the distribution of CVSS environmental score. 5th International Conference on
Electronics Information and Emergency Communication, Beijing, China, 14-16 May 2015. Beijing, 2015, pp. 1-4.
https://doi.org/10.1109/ICEIEC.2015.7284502

3. Bostic T., Stanley J., Higgins J., Chudnov D., Montgomery B., Brunell J. Exploring the intersections of
web science and accessibility. The MITRE Corporation Scientific Journal, 2019. Available at:
https://arxiv.org/abs/1908.02804 (accessed 12.03.2020).

4. Likarish P., Jung E. A targeted web crawling for building malicious javascript collection. Proceedings of the
ACM First International Workshop on Data-Intensive Software Management and Mining, Hong Kong, China,
November 2009. Hong Kong, 2009, pp. 23-26. https://doi.org/10.1145/1651309.165131

5. Man D., Yang W., Yang Y., Wang W., Zhang L. A quantitative evaluation model for network security.
Proceedings of the 2007 International Conference on Computational Intelligence and Security, Harbin, China,
15-19 December 2007. Harbin, 2007, pp. 773-777.

Hudopmanus 06 aBTopax Information about the authors
lasnamos [lloxpyx Pycmamosuu, acnupanT Kadenps Shohrukh R. Davlatov, Postgraduate Student of the
3amuThl UHGOPMAIIKK, Beaopycckuil rocyaapcTBEHHBIN Department Information Security, Belarusian State
YHUBEpCHUTET UHPOPMATHKH U PATUOIICKTPOHUKH, MUHCK, University of Informatics and Radioelectronics, Minsk,
Benapycs. Belarus.

E-mail: shohrukh.92@gmail.com E-mail: shohrukh.92@gmail.com

Kyuunckuii ITemp Bacuivesuu, moxtop (Gu3uK0-MaTeMa- Pyotr V. Kuchinsky, Dr. Sci. (Phys.-Math.), Director,
THYECKUX HAayK, JUPEKTOp, HAyYHO-HUCCIIEA0BATEIbCKOE A. N. Sevchenko Institute of Applied Physical Problems
yupexaerne «HCTUTYT IPUKIaIHBIX (PU3HIECKUX TIPOO- of Belarusian State University, Minsk, Belarus.

nem umern A. H. CeBuenko» bemopycckoro rocymaper-
BEHHOTO yHUBepcuTeTa, MUHCK, benapycs.


https://arxiv.org/abs/1908.02804
https://arxiv.org/abs/1908.02804

78 Informatics, 2020, vol. 17, no. 3, pp. 78-86

ISSN 1816-0301 (Print)
ISSN 2617-6963 (Online)

YJIK 004.492.3 Iocmynuna 6 pedaxyuro 26.02.2020
https://doi.org/10.37661/1816-0301-2020-17-3-78-86 Received 26.02.2020

Ipunsma x nyoruxayuu 25.05.2020
Accepted 25.05.2020

TexcroBbiii aHaau3 DNS-3anpocoB 1Jist 3alIMThI
KOMIIBIOTEPHBIX CeTeH 0T IKCPUIbTPALMH JAHHBIX
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Annoranus. [Ipennaraercs 3pQekTHBHBINA cr1oco0 3amIuThl KOMIBIOTEPHBIX CETEH OT 3KCHMIBTPAnUU JaHHBIX
yepe3 cucTeMy JoMeHHbIX uMmeH (amri. Domain Name System, DNS), kotopas mpezacraBisier coGoii crnocob
COKpBITHS TIepeaul KoHpHUICHIHaNbHOH UH(OOPMALUK YIAICHHOMY 3JIOYMBIIUICHHUKY MyTeM HWHKAICYJISIIUH
JIAHHBIX B 3allpalinBaeMoe JToMeHHoe uMs. PaccmarpuBatoTcs DNS-3ampockl, B KOTOpBIX MepeaaeTcs YKpaaeH-
Has nHpopMalus, C 3apaXKeHHOTO BPEJIOHOCHOW MPOrpaMMOH y3J1a Ha BHEITHUN y3€J1, YIIPaBIsieMbId 310yMBbIIL-
neHHUKoM. OnUChIBaeTCs MOAXO0 sl OOHAPYKEHHUSI MOAOOHBIX 3aIIPOCOB C MIOMOILBIO TEKCTOBOW Kiaccuduka-
UM JIOMCHHBIX UMCH CBEPTOYHON HEUPOHHOH CeThio. DPQPEKTHBHOCTH MOIX0Aa Oa3upyeTcs Ha IMPEIIOJo-
JKEHUH, YTO JOMCHHBIC NMEHA, UCTIOIb3yeMble ISl SKCOUIBTPALMH JAHHBIX, OTIMYAIOTCA OT JOMEHHBIX HMEH,
c(OPMHUPOBAHHBIX M3 CJIOB €CTECTBEHHOTO s3bIKA. JIys Kiaccu(uUKanuy 3ampocoB B CBEPTOYHOH HEHPOHHOM
CeTH TpeIUIaraeTcs HCIIOIb30BaTh CHMBOJBHOE BCTPAMBAaHHWE C IIETBIO INPEICTaBJICHHS CTPOKH JOMEHHOTO
uMeHH. [Ipou3BOAMTCS OlEHKAa KadecTBa paclo3HABAaHMS SKCOHUIBTpalMM JaHHBIX depe3 DNS ¢ momomipro
ROC-ananm3a s 00y4eHHOW HEHPOHHOW CEeTH.

JleMOHCTpHpYeTCsl apXUTEKTypa NPOrpaMMHOTO 0OecIieueHns! AJsl pa3BepThIBaHUS 00YUIE€HHOW HEHPOHHOM ceTH
B cylecTBymouyto nadpactpykrypy DNS ¢ nenbio npakTHyeckoil 3aliuThl KOMIBIOTEPHBIX CETEH OT IKC(HUIIb-
TpalMy JaHHBIX. APXUTEKTypa MojpasymeBaeT (JOPMHUPOBAHUE 30H C MOJUTUKOW OTBETOB ISl OJIOKMPOBKHU OT-
JIeTIbHBIX 3aIIPOCOB, KIACCH(DUIMPYEMBIX KaK BPEIOHOCHBIE.

KaroueBble cjioBa: cucremMa JIOMEHHBIX MMEH, 3allMTa KOMIBIOTEPHBIX CeTel, SKCHUIbTpalus JaHHbBIX, TeK-
cToBas Kiaccu(uKalys, CBepTOYHAsI HEHPOHHAS CETh

Jns uurupoBanusi. byonos, SI. B. TekctoBbiii anann3z DNS-3anpocoB it 3aIlIUTH KOMIIBIOTEPHBIX CETEH OT
skchunpTpanuu ganueix / . B. By6ouos, H. H. WBanos // Uudopmaruka. — 2020. — T. 17, Ne 3. — C. 78-86.
https://doi.org/10.37661/1816-0301-2020-17-3-78-86

Text analysis of DNS queries for data exfiltration
protection of computer networks

Yakov V. Bubnov*, Nick N. lvanov

Belarusian State University of Informatics and Radioelectronics, Minsk, Belarus
™E-mail: girokompass@gmai.com

Abstract. The paper proposes effective method of computer network protection from data exfiltration by the
system of domain names. Data exfiltration by Domain Name System (DNS) is an approach to conceal the
transfer of confidential data to remote adversary using data encapsulation into the requesting domain name.
The DNS requests that transfer stolen information from a host infected by malicious software to an external
host controlled by a malefactor are considered. The paper proposes a method of detecting such DNS requests
based on text classification of domain names by convolutional neural network. The efficiency of the method is
based on assumption that domain names exploited for data exfiltration differ from domain names formed from
words of natural language. To classify the requests in convolutional neural network the use of character
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embedding for representing the string of a domain name is proposed. Quality evaluation of the trained neural
network used for recognition of data exfiltration through domain name system using ROC-analysis is
performed.

The paper presents the software architecture used for deployment of trained neural network into existing
infrastructure of the domain name system targeting practical computer networks protection from data
exfiltration. The architecture implies creation of response policy zones for blocking of individual requests,
classified as malicious.

Keywords: domain name system, computer network security, data exfiltration, text classification, convolutional
neural network

For citation. Bubnov Ya. V., Ivanov N. N. Text analysis of DNS queries for data exfiltration protection of
computer networks. Informatics, 2020, vol. 17, no. 3, pp. 78-86 (in Russian). https://doi.org/10.37661/1816-0301-
2020-17-3-78-86

BBenenue. Ys3Bumocty HHMPACTPYKTYPH KOMITBIOTEPHOH CETH MOTYT CTAaTh (paTalbHOU YrpO30i
U1 KOHGHUIECHIHATbHOW MHGOPMAaLUU OpraHu3aluii, a CIelI0BaTeNbHO, IPUBECTH K MOTEPE KOHKY-
PEHTHOTO MPEeNMYIIEeCTBa U3-3a KPakh CEKPETHBIX JOKYMEHTOB, YTpaTe J0BEpHUs MOIb30BaTeIeH Win
JaKe CHIDKCHUIO PHIHOYHOW KalluTanu3auuu KoMnanu. Llenessle kubeparaku AEHCTBYIOT HA KEPTBY
NPOIOJDKUTENIEHOE BPEMs U AKCIUTYaTHPYIOT MOJOOHbIE YSA3BUMOCTH KaK ISl COKPBITHS IPOHUKHOBE-
HUSI, TaK ¥ HEMOCPEICTBEHHO IJIsl KpaXH AaHHBIX. OIHUM M3 CIIOCOOOB COKPBHITHSI KHOEpaTaku Ciy-
JKUT MHKAICYJISALUs TPOTOKOJIOB pa3nuuHbix ypoBHeit moxenu OSI (Open System Interconnection)
B foMeHHoe mMsa DNS-3zampoca. DNS — 3to dyHmamenranpHas cucreMa ceTu MHTepHET, KoTopas
NPEJOCTABISICT CEPBUC TONyUeHHs WHPOPMALMK O IOMEHHBIX MMeHax. Hambonee pacmpocTpaHeH-
HBIM BapHaHTOM Hcrnoiib3oBaHust DNS sBisieTcd moisyyeHHe CeTeBOro ajapeca y3jia B KOMIBIOTEPHOU
CeTH 110 ero JoMeHHOMY uMeHH. [ToMmumo 3Toro, mporokosn ooMeHa HHGOpMaLMEH O TOMEHHBIX UMe-
Hax pa3paboTaH C y4eTOM BO3MOXHOCTH Oynymiero pacmupenus. [ mokocts nmpotokona DNS no3Bo-
JSIeT BCTPauBaTh MPOU3BOJIbLHYIO MH(OPMAIIHIO B KauecTBE JJOMEHHOTO HMEHH, W3-3a Ye€r0 BO3HUKAIOT
TPYAHOCTH B Pa3IMUE€HUH BPEIOHOCHBIX U OE30IaCHBIX 3alIPOCOB.

Metoanka BcTparBaHHUs NPOU3BOJIbHOW MH(popManuu B 3amnpockl DNS naspiBaercsi DNS-TyHHe-
JUPOBAHUEM, TaK KaK IMOAPa3yMeBaeT CO3JaHHE JIOTUYECKOTO COETMHEHUS MEXIy ABYMS KOHEUHBIMH
Toukamu cetd. CaMblii pacnpocTpaHeHHBIH crmocod mnepepayn wuHpopmanuu uepe3 DNS-TyH-
HeJlb — KOAWPOBaHME AAHHBIX C MOMOIIbIO ajI(aBUTHOTO KOIMPOBILMKA OTHPABIISIOLICH CTOPOHOM
B JIOYEPHUE JIOMEHBI HEKOTOPOTO JEJIETMPOBAHHOTO JOMeHa. TakuM 0o0pa3oM KOpIOpaTUBHBIN
DNS-cepBep ¢ BKIIOYEHHBIM MEXaHM3MOM PEKYypPCHBHOW 00pabOTKM 3ampoca MHUIMHPYET 3arpoc
aBroputaTuBHOMY DNS-cepBepy, KoTopsli B cirydyae DNS-TyHHENINpOBaHUS YIIPABIAETCS 3JI0YMBIIII-
neHHuKoM. bnaromapss Tomy, 4TO HaHHBI NPOTOKON HE OJIOKUPYETCS] MEXKCETEBBIMH 3KpaHAMH,
DNS-tyHHEIMpOBaHNE MIMPOKO UCTIONB3YETCs KaK IS Mepeadyll KOMaH yIpaBIeHUs 3apaKEHHOMY
Y311y, TaK U JUI1 Kpak¥l JaHHBIX.

B nocnennue roapl Obl 0OHApy>KEHBI 110 MEHBLIEH Mepe J1Ba BUAa CETEBHIX uepBeil: Morto [1]
u Federbot [2], npumensitornx DNS-TyHHenupoBaHue 1iis epeiaud KOMaH/I YIIPaBIeHHS 3apaeH-
HBIM y31aM. BMecTe ¢ TeMm crnenuaiucraMud KuOepOe30macHOCTH OOHApYKEHO BPEIOHOCHOE IpO-
rpammHoe oOecrieuenne BernhardPOS [3] u FrameworkPOS (URL: https://www.gdatasoftware.
com/blog/2014/10/23942-new-frameworkpos-variant-exfiltrates-data-via-dns-requests), ucnonb3syroee
DNS-tyHHeupoBaHue JJisl KpaXd HHPOPMAIMH 0 KPETUTHBIX KapTax C IUIATEKHBIX TEPMHUHAJIOB.

Takum 00pazoM, OA TEPMHUHOM <«AKCHUIBTPALUs JaHHBIX» B LIMPOKOM CMBICIIE TIOHUMaETCs He-
aBTOPHU3MPOBAHHAs Iepelada MPOU3BOJILHON MH(OpMAaIMH, KOTOpas paccMarpuBaeTca Kak (opma
KpaKH JIaHHBIX. B cTaThe paccMaTpuBaeTcs SKCOUIBTpAIHS JAHHBIX B Y3KOM CMBICTIE, T. €. 3JI0HaMe-
pEeHHast Kpaka KOPIIOPATUBHBIX CEKPETOB, MHTEIUIEKTYaIbHOW COOCTBEHHOCTH W IPYTHX IEHHBIX JJIS
BJIaJeNiblia JaHHBIX C MOMOIBI0 TeXHUKH DNS-TynHenuposanus. s pemenust npodieMsl SKCHUIIb-
Tpayy JaHHBIX ¢ TIOMOIIEI0 TipoTokona DNS mpenaraeTcst METO, OCHOBAaHHBIN Ha MCITOJIB30BaHUHT
OouHapHOro kiaccudukaropa. buHapHas KiacCH(pHUKAIMSI NPEACTaBIsACT COOOH METOHa pa3ieicHHs
MHOXECTBa, B JaHHOM KOHTekcTe MHoxecTBa DNS-3ampocoB, Ha nBa kimacca: 6e3omacHble U Hebe-
3onacHeie DNS-3anpocsl. Kitacc nebe3onacubix DNS-3anpocoB cOCTOMT U3 3apoCOB, UCTIOIB3YEMbIX
IIpY TYHHEIMPOBAHUM CHUCTEMBI TIOMEHHBIX UMEH, BCE OCTAJIbHBIC 3aIIPOCHI OTHOCATCS K O€30IaCHBIM.
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IIpennaraempiii Kiaccu(UKATOp MPEACTaBISIET COOOW CBEPTOUYHYIO HEHPOHHYIO CETh, 00YUIEHHYIO
Ha JOMEHHBIX HMMeHax u3 penosutopus OpenDNS U IOMEHHBIX HMMEHaX, HCIIONB3YEMBIX HpPHU
DNS-rynnenupoBanmnu [4]. DhhekTHBHOCTD MpeiaraeMoro B CTaThe MOAX0/4a OCHOBaHA HA MPEATIO-
JIO’)KEHUH, 9TO Oe30IacHble OMEHHbIE MMEHa MPEACTaBISIOT ITOJAMHOMKECTBO CIIOB €CTECTBEHHOTO
A3bIKa, B TO BPEeMsl KaK JIOMEHHbIE MMEHa, Hcroiib3yeMble it DNS-TyHHenmupoBaHus, TAKUM CBOM-
CTBOM HE 00JIaIaIOT.

CyiecTByolye MeTOAbI 00HAPY:KeHHsI IKC(PUIbTPALUM AaHHBIX. B pabortax [5, 6] paccmar-
puBaercsi MeToji oOHapykenuss DNS-TyHHenel, OCHOBaHHBIN Ha YaCTOTHOM aHallM3e OUrpaMM Jo-
MEHHOTO WMMEHH, W BBIABHIA€TCS TUIOTe3a, YTO Oe30macHble JTOMEHHBIE HMMEHa paclpeesieHbl
B COOTBETCTBHH C 3aKOHOM llumda, B TO Bpems Kak JTOMEHHbIE NMEHA, UCIOJIb3yeMble /ISl TYHHEIH-
POBaHHA, COOTBETCTBYIOT PABHOMEPHOMY pactpeneiaeHnto. VcXoas u3 3TOro IpeanoIoKeH s Pe-
JaraeTcsi OLCHUBATh KaKJ0€ JOMEHHOE MM MO YacTOTE€ BCTPEYAEMOCTH OMIpaMM B €CTECTBEHHOM
s3bIKe. J[71st 5TOr0 MprUMeHsIeTCs MpeIBapUTENILHO PacCUMTAHHAS YacTOTHAsA Tabiuia Ourpamm, Ha Oc-
HOBAHHUU KOTOPOI OIIEHWBAETCS KaXKIOE TOMEHHOe UMs. Eciiu oIleHKa He MpeBHIIIaeT HEKOTOPBIX 3a-
JTAHHBIA TIOPOT, aTOPUTM OTHOCHUT JOMEHHOE MMS K KJIacCy HeOe30MacHbIX MMeH. J[aHHBIH MOaX0T
TI03BOJIMJI aBTOpaM JTIOOUTHCSI TOUHOCTH AeTekTupoBanus DNS-tynneneit, pasHoit 98,74 %. Hecmotps
Ha BBICOKYIO TOYHOCThH PE3YJBTATOB, 3TOT MOJX0 00JamaeT PsSAOM HEOCTATKOB. Bo-miepBhIx, cyile-
CTBYET HEOOXOIAMMOCTh TIOCTPOESHHSI TaONHIIBI YaCTOT OWTpaMM JUTS KaKJIOTO €CTECTBEHHOTO SI3BIKA,
YTO Ha MPAKTUKE HEBBIIOIHUMO. BO-BTOPHIX, aHAIH3 MPOW3BOIWICS UCKIIOYUTENHFHO HA JOMEHHBIX
MMEHaX, CO3JIaHHBIX MporpaMmoil TyHHenupoBanuss DNSCat, kortopas sSBIsIeTCS OIHOW W3 MHOTHX
OTKPBITHIX MTporpamm s yctanoBiaerus DNS-ryHHenei.

AnbTepHaTHBHEIN crioco0 ooHapyxenusi DNS-ryHHennpoBanus 6a3upyercsi Ha THIIOTE3e, YTO CTa-
TUCTUYECKHUE XapaKTEPUCTHKH HEKOTOPHIX YMCIEHHBIX mapameTpoB DNS-3ampocoB nmpu TyHHETHpO-
BaHWU OTIWUYAIOTCI OT COOTBETCTBYIOIIMX XapaKTEPHUCTHK OE30MacHBIX 3ampocoB. Hampumep,
A. Hamrep u ap. B pabote [7] u nezaBucumo A. bepr u JI. ®opcbepr B pabore [8] paccmarpuBaroT
SHTPOIUIO JOMEHHOTO MMEHH, 00beM Tpaduka K JOMEHY, COOTHOLICHUE JUIMHBI JOMEHHOTO UMEHH
K cyOJJOMEHYy ¥ WHBIE TTapaMeTpbl. ABTOPBHI MPeIaraloT MPUMEHSATh ATOPUTM H30JUPYIOMIETO Jieca
(isolation forest) mus mowcka aHOMaHii, a TaKKe MOAYEPKUBAIOT AP(PEKTHBHOCTH JAHHOTO METOJA
obHapyxenuss DNS-TyHHenTMpoBaHus 1 BEICOKYIO TOYHOCTH Kiaccupukanuu. OnHako npodieMa Ta-
KOTO TIO/IXOJ[a COCTOHT B €ro MPUKIaJHOM HUCIOJB30BaHWHU. Tak, B Cilydyae TPUMEHEHHs MOJ00HOr0
netextopa mposaiinepom DNS, mpemocTaBnsromuM yciayru pa3bIMEHOBaHUS JOMEHHBIX WMEH, ISt
BBIYUCIICHHSI CYMMapHOTO TpaduKa K BPeIOHOCHOMY JIOMEHY HEoOXO0uM cOOp mapamMeTpoB CO BCEX
pe3onbBepoB DNS. [list aToro tpeOyercs XxpaHeHUe pacIpeIeICHHON TaOIMIIbI 4YacTOT OOpallCHHH,
YTO HE BCETJIa BBHITIOJHUMO Ha TIPAKTHKE BBUY MHXKEHEPHOU CIIOKHOCTH 33J[a4ud ¥ ()MHAHCOBOH CTO-
UMOCTH OOCITY)KHBaHHS TaKOW WHPPACTPYKTYPHI.

Cpeln MPUKIIAAHBIX CIIOCOO0B OOHApYKEHHS SKCOMIbTpanyu AaHHBIX depe3 DNS-tynHenmposa-
HUE BBIICTSIOT aHAIH3 JUIMHBI IOMEHHOTO UMEHU [9]. ABTOp MyOJIMKAaIMY TOAYEPKUBAET, YTO JJIMHA
cyOmoMeHa B peaJbHOCTH peaKo mpeBblmaeT 30 CHMBOJIOB, 8 3HAUYUT, MOXKHO YCTaHOBHUTH COOTBET-
CTBYIOIIIME MTPAaBHJIA I OJIOKUPOBKH 3aIPOCOB, IIPEBBIIIAONINX 3aaHHbIN Mopor. B neficTBuTebHO-
CTH TIporpaMMmbl st co3nanust IPv4-tynneneit uepe3 DNS, nanpumep lodine, mo3BosisifoT yCTaHOBUTH
3HAYCHHE MaKCUMalbHO#M eauHuilpl nepeqaun (anrt. Maximum Transmission Unit, MTU) u tem ca-
MBIM C JIETKOCTBIO 00OMTH 1MOOOHBIE OrpaHnveHus, a yuuTbiBas, uTo DNS-TyHHens Bcerna aByxTo-
YEYHBIH, MOXKHO TOJHOCThIO W30aBUTHCS OT HAKJIAIHBIX pacxozoB 3arojiopka IPv4, cocrarnsromiero
20 6aiiToB, U TIepeaBaTh JaHHbBIE HAIPSIMYIO.

CaeprouyHas HeiipoHHas ceThb s Kiaaccupurauun DNS-zanpocos. Chopmynupyem 3amady
oOHapyxenuss DNS-TyHHens crnenyromum odpa3oM: mycTb X:{xo, Xy ey Xn} — 3ampamuBaeMoe J0-
MEHHOE MMs, C KOTOPBIM accoluupoBaHa MeTkay €Y ¢ BeposTHOCThIO P,. Torma crout 3amaua
HaxOoKAeHUs QyHKIMN

y: XY, 1)

ITycts nan andaBUT CUMBOJIOB A , U3 KOTOPOTO COCTOMT JIOMEHHOE MMs, TaKOe, 4To X, € A, a ca-
MO JIOMEHHOE WMs IMPEJACTABISICT COOON MOJMHOMXKECTBO pa3MelleHud andaButa X C AX , Tae
k= |X| =256 — makcuMmaibHas JJIMHA JOMEHHOTO MMEHH, YCTAHOBICHHOIO B CIIEM(UKAIIMU IPOTO-
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kosa DNS [10]. Takum 06pa3om, HEOOXOIUMO PEIINTh 3a/1a4y OTHECEHHS CIIOB HEKOTOPOTO 33 aHHO-
ro anpaBUTa K OJJHOMY M3 KJIaCCOB MHOXeCTBa Y .

Jnst moricka pyHKIUE Y BOCIIOJIB3yeMCs METOIOM, MTPEAI0KEHHBIM B padote [11], rae B kauecTBe
KIIaccU(UKATOPA UCIIONB3YETCsl CBEPTOYHAS HEHPOHHAS CETh.

Tak kak BXOZbI HEHPOHHOMN CETH MPEACTABISAIOT COOOM BEKTOP JCHCTBUTEIBHBIX YHCEN, TpeOyeTcs
OIIPeCIUTD OTOOPAXKEHIE CUMBOIBHOTO MHOXecTBa X B mpoctpanctBo R¥. Jlist 5Toro mpuMennm
MOTU(UIMPOBAHHBIM MeXaHH3M BCTpamBaHus cioB (amra. word embedding), mpenaokeHHBII
B cTathe [12], T/Ie BMECTO CIIOBaps CIIOB UCMOJIB3yeTCs andaBuT CUMBOIOB. I1ycTh maHa ¢yukius |,
KOTOpast CTABUT KaXIOMY dJIEMEHTY U3 A B COOTBETCTBHE HEKOTOPHIi MHAEKC. Toraa BcTpanBaHue —
3TO MpeoOpa30BaHUE BEKTOPA CHMBOJIOB B BEKTOP IENBIX YUCEN, IJIe KaXJIOMY CUMBONY B COOTBET-
CTBHE TIOCTABJICH HHACKC U3 ajdasura A :

1:A—{0, ..., |A]}, cemb(X) = 17(X) =E. (2)

OueBuIHO, YTO MONYYEHHBIN MaccuB E OymeT pa3pekeHHBIM, Tak Kak UTHHA OOJBIIMHCTBA J0-
MEHHBIX UMEH PEJIKO COCTABISIET 256 CUMBOJIOB. UTOOBI COKPATUTh KOJIMYECTBO HYJICBBIX AJIEMEHTOB
B E, Bocmone3yemcs MeToMkoii BcTpanBanus u3 padbots [13]:

. pk k/2
Ekeklz ‘RT—>R", Q= Ekek/Z(E)' (3)
[Tocne yMeHbIIIEHUS pa3MEPHOCTH BXOJIHOTO BEKTOPA MPUMEHUM CBEPTOUHYIO (PHIIBTPAIIUIO

convid(Q; H,w) =(Q;.,,, H), h, =conv1d(Q; H, w) +b, (4)

ii+w?

rac H - AAPO CBEPTKH, W — pasMeEp AApa CBEPTKHU, Q — BCTpanMBaHNUEC CUMBOJIBHOI'O IIPEACTABIICHUA
k/2 o

JOMCHHOI'O HMCHHU Q eR B IIPOCTPAHCTBO ACUCTBUTECIIBHBIX YHCEI PasMEPHOCTH k / 2.

ﬂﬂﬂ IMPOCTOTEI naaneﬁmero H3JIOKEHHST 0003HAYNM q)yHK]_[I/IIO aKTHBallu CBCPTOYHOI'O CJIOA | pa-

BCHCTBOM

8naa (") = tanh(h®). )

3a KaKAbIM CBCPTOYHBIM CJIOEM PACIIOJIOXUM clion Cy6,I[I/ICerTI/I3aI_II/II/I, HO3BOJIHIOH.IHﬁ cyuie-
CTBCHHO CHU3HUTDH HpOCTpaHCTBeHHBIﬁ 00BEM YHCIIOBOTO mpeaACTaBJICHUA JOMCHHOIO MMCHU ITYTEM
BI)I60pa IMOCTPOYHOI'0O MAKCUMAJIbHOTO 3HAYCHUA U3 MPEABIAYHIETO CBEPTOYHOT'O CJIOA:

(2) = max(z"), 6)

a'max pool

rae 29 =WOxO +b" | Mnes saxmouaercs B TOM, 4TO HA CBEPTOYHOM CIIOE€ YKE BBISIBICHB HEKOTO-
pBIe IPU3HAKH, XapaKTePU3YIOIIe TOMEHHOE UM, TTOSTOMY MOAPOOHAas JeTalu3ais U JajdbHenas
00paboTka 00JbIIOro 00beMa TaHHBIX HE HMPEACTaBIISIOTCS HE00X0IUMBIMH.

JIOTIOJTHUTENIBHO OTPEISITHM CJIOH, UCIIOIb3YEeMbIi ISl CAMOHOPMAITU3AIIMH CBEPTOUHO# cetu [14]:

X, X>0;
selu(x; o) =A
Otex - a; X S Ol (7)

My — (M
8, (277) =selu(z™).
OnucaHHbIi noaxo[ IMO3BOJIACT MPOCThIM CII0COOOM ,Z[O6I/ITBC$I HOpMaJIM3allui BbIXOAOB CBCPTOU-

HOTO CJIOSI HEHPOHHOM CETH, T. €. COXPAHEHHUS MATEeMaTHUYECKOr0 OKUIAHUS U NUCIIEPCUU BBIXOJOB
CJIOS B 3aJJaHHOM JIHMAaIla30HEe 3HAYCHHU.
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OnpenennM MEXaHU3M PETYISPHU3AINH CKPBITBHIX CJI0€B HEHPOHHOW CETH C IMOMOIIBI0 OmepaTopa
npopexuBanus. [Iycte R — ciydvaiinas muckpeTHasi BeIHMUYMHA, TIPHHAMAIOIIAS 3HAUYCHUS U3 MHOYKE-

CTBa {0,1} , 4 P— Hamepesn 3aJaHHas KOHCTAHTA, JeXalas B JHala30He [0,1]. Torma 3aKoH pacrpe-

JIeTICHUSI CITy4aiiHOM BeM4nHbl R mMeer Bu

p, R=1
Fp = 8
" |1-p, R=0, ®)

a GYHKIHS TPOPEKUBAHUS OMPEIEISIETCS BRIPAXKEHUEM

d=J,,#r, D (Z2)=Zx*d", 9)

rie I, € R" - BekTop crydaiiupix BenmuuH, J — BEKTOp €IMHMI, * — Mpous3Be/IeHne Aamapa.

Tak kak 3a1a4a HEUPOHHOM CETHU 3aIEUCTBOBAHA B ONPEIECICHUH BEPOSATHOCTEN OTHECEHUS IOMEH-
HOTO MMEHH K KaXJIoMy Kiaccy u3 Y , Tpebyercs, 4To0bl CyMMa BCEX BEPOSITHOCTEH COCTaBIIsIA €/~
Huly. JlaHHoe TpeOoBaHKE BBIMOIHACTCS MPH MpUMEHEHHH (GyHKIuH SOftmax K BBIXOZHOMY CIIOO
CETH:

X
e a®

M g%

j=1

softmax(x), = = softmax(z®). (10)

soft max

Crie1oBaTeIIbHO, APXUTEKTYpa HEMPOHHOM CETH, UCIIOJIb3YEMOM JIJIsl KIIAaCCU(UKAIUN CUMBOJILHOM
CTPOKH JIOMEHHOTO UMEHH, TIPEACTABISIETCS CIACAYIOMUM 00pa3oM:

@ _ (2 _ @
h - Ekaklz (E)’ h - I:aconvld(Q;H,lO) °© a'max pool :| (h )v
3) _ (2) (4) _ (3)
h - I:aconvld(Q;HJ) ° amax pool ] (h )’ h - |:aconv1d(Q;H,5) ° ama>< pool :| (h )’
(5) _ (4) (6) _ (5)
h - [aconvld(Q;H,S) ° amax pool :I(h )1 z - aselu (h )1

20 =Dy, (29), Y(E) = gy s (@ 29 227,

(11)

OTMeTI/IM, 4qTo KJ'IaCCI/I(i)I/IKaTOP y OMPEACIICH OTHOCHUTCIbHO BCTPAaWMBAHUA CHUMBOJIBHOI'O IHPCHI-
crasnenus E Bmecto JOMCHHOI'O MMEHHN X. HpI/IBeZ[eM KOHEYHBIN BU KJ'IaCCI/I(i)I/IKaTOPaI

y" = y(cemb(X)). (12)

s 00y4eHus npeiokeHHON HEHPOHHOM ceTH B KauecTBe (YHKIUH MOTEPh OYJEeM UCIIOJIb30BaTh
MEPEKPECTHYIO PHTPOIMIO, a B KauecTBe anroputMma ontuMusarmu — adam [15], 6asupyromuiics Ha
BBIUMCIICHUN TPAJUCHTa, TaK KaK CXOJUMOCTh JAHHOTO ajrOpUTMa MO CPAaBHEHUIO C KIIACCHYECKUM
AJITOPUTMOM CTOXACTUYCCKOI'O I'paIMCHTHOI'O CITYCKa BBILIC.

OueHka pe3y/IbTaTOB 00y4eHUsI CBEPTOYHOI HeiipoHHO# ceTu. /{151 00yueHns HeHpoHHON ceTn
NPUMEHSIICS STAJOHHBIA HaOop [5], cocTosmmii Kak U3 TOMEHHBIX HMEH PacIpOCTPAHCHHBIX CEPBU-
COB CE€TU I/IHTepHeT, TaK U U3 JOMCHHBIX UMCH, CO3JJaHHbIX HanboJiee N3BECTHBIMU mporpamMmmamMu JIJid
DNS-rynnenupoanust: tuns, iodine u T. 1. Kaxxagomy 10MeHHOMY UMEHH TIOCTABICHA B COOTBETCTBHE
MeTKa Kjlacca, K KOTOpoMy OHO oTHocutcs (Oe3omacHoe mimn HebezomacHoe DNS-umst). DrtamoHHbi
Ha0Op pa30MT Ha JIBa HETIEPECEKAIOIMXCS MMOJAMHOXECTBA: oOydaromiee u BaiuaanuonHoe. O0y4aro-
KK Ha0OP UCIIOJNIB3YETCSl HEMOCPEACTBEHHO I MpoLiecca MOMCKa NCKOMOM (YHKLUH, a BaluJaln-
OHHBIA HAOOp — IS MIPEAOTBpAICHHS MTepeoOydIeHUS U 00eCTICUeHUs BBICOKOW 00o0Mmaromei cmo-
COOHOCTH HEHPOHHOM ceTH. Pacnpenenenre npuMepoB B KaKI0M Ha0Ope Mo KiaccaM HEPaBHOMEPHO
1 HaXOoAMTCH B cooTHomeHnu 1:3 (puc. 1).
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16000 = v+ F—Z1 BbesonacHbiia DNS
AR [ HebesonacHblih DNS
140001 |¢ o o ¢ o ¢ ¢ o & o o
12000, s & s & & & & & & » @
10000 [f 2 s e e
8000' * & & & & & & 5 & s @
60007 ® & & & @ & ® 0 e @
o o s s 0 s 00 0 s e
4000 1 D
2000 4 R EEEEEEEE
0 T T
Obyyvatowmin Habop BanupauvoHHeld Habop

Puc. 1. PacnpeueneHHe KJIaCCOB B 06y‘IaIOIJ.I€M 1 BAJIMJAITUOHHOM Ha60an

HenocpencreenHo oOydeHue HeHpOHHO# cetn orpanuueHo 10 urepanusmu, Tlie Ha KaXJI0W WUTe-
palry MpOU3BOIUTCS KOPPEKTHPOBKA BECOB HEHPOHHOH CeTH 1O BceMy oOydaromeMy Habopy NaH-
HbeIX. OTpaHWYeHHE 110 UTEPAUAM TAKXKE SBISIETCS MEXaHU3MOM peryisipru3zanuu. ['paguk n3MeHeHus
3HA4YeHUs (PYHKIHMU TMOTEph IMOCJe KaXIOW WUTepaluH MpeiacTtaBieH Ha puc. 2. OH IEeMOHCTPUPYET
HEOOXOTUMOCTh HCIIOJIB30BaHMS BaTHIAIIMOHHOTO HA00pa Ui KOPPEKTUPOBKU BECOB CKPBITHIX CIOEB
HelipoHHO#H ceTn. HecMoTpst Ha TO 4TO ommOKa OOy4YeHHs y)K€ Ha BTOPOW HTEpalMH MPaKTHYECKH
CpaBHsUIACh C HYJIEM JUIsi 00ydJaroIero Habopa, omuOka 00ydYeHHs Ha BaJMIallMOHHOM Habope BO3-
pacTaer BIUIOTh JO TpeThell mrepanuu. JlaHHbIC HAONIONCHUS CBHUICTSILCTBYIOT O HEOOXOIUMOCTH
WCTIONB30BaHMs IBYX HAOOPOB C LENBI0 MPEAOTBPAICHHS TIepeoOyIeHNsT HEMPOHHOM ceTH.

0.005 q
—— Owwubka oby4eHms

=== Owwnbka Bannmaunun
0.004 4

0.003 4

Owwnbka

0.002 4

0.001 4

0.000

WNTepauwnsa obyyeHns

Puc. 2. I3meHeHnne GyHKINHE NOTEph Ha dTarnax o0y4eHHs U BaauIaliu
B 3aBCHMOCTH OT KOJIMYECTBA UTepaluii 00yueHHUs HEHpOHHOI! ceTn

Jis olleHKH TOYHOCTH Kiaccuukanuu ucnoib3oBanuck ROC-KkpuBbIe, MOKa3bIBAIONINE 3aBUCH-
MOCTb MEXKJIY JIO)KHO- M HICTUHHO TIOJIOKUTENLHBIME pe3yiibTaTamMu HelipoHHoi cetn. Ha puc. 3 AUC
(area under ROC curve) — sto miomaae moa ROC-kpuBoii, mpeacTaBisromas cO00H KOIMYECTBEHHYIO
XapaKTepUCTUKY KadecTBa kiaccupukanuu moaenu. Yem Beime AUC, TeM kauecTBeHHee KiIaccU(u-
karop. Taxke Ha prc. 3 AMAaroHaIBHOHN IITPUXOBOH JIMHUEH M300paxeH rpaduk Mojenu, s KOTopoi
KJaccuUKays SBJISIETCS MPOLECCOM CIy4ailHOTO rajaHus, T. €. coobitue otHeceHus DNS-3ampoca
K OJTHOMY U3 KJIaCCOB PaBHOBEPOSITHO. BIM30CTh K 3TOMY rpadMKy TOBOPUT O HEMPUTOJAHOCTH METOa
Uit knaccudukanu. MakcuMaabHO BO3MOXKHasi ynaneHHocTh ROC-kpuBoli HelpoceTeBOW Mojenn
oT TpaduKa rajjanus JIEMOHCTPUPYET BHICOKOE KadecTBO kinaccudukarnmun DNS-3anpocos.

Ha puc. 3 BugHO, 4TO TOUHOCTH MOJETH OJHM3Ka K WACATBHOU. DTO MOATBEPKAAET HAYAIBHYIO I'H-
nore3y 00 OTIMYMM JOMEHHBIX UMEH, IPUMEHSEMBIX B TYHHEJIHUPOBAaHHUH, OT CJIOB €CTECTBEHHOI'O
A3bIKa, 0Opa3yromux Oe3onacHble JOMEHHblE MMEHa. B mpoTMBHOM ciydae oOydeHHas MOJENb He
cMoria Obl pa3IMYUTh JOMEHHBIC UMEHA Pa3HBIX KIJIACCOB.
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Puc. 3. ROC-kpuBsie knaccudpukanua DNS-3anpocoB ¢ moMomp0 00y4eHHONH HEHPOHHOM CEeTH:
a) KpuBasi, cooTBeTCTBYMOMIas Ge3omacHpiM DNS-3ampocam; 6) nebezomacusim DNS-3ampocam

JIOTIOJTHUTENIFHO CTOUT OTMETHTB, YTO IIOJyYeHHBIC BBICOKHE PE3YJbTAaThl MOTYT OBITH CBS3aHBI
C OTCYTCTBHEM B TECTOBOM HaOOpE JOMEHHBIX UMEH, HCTIOJIb3yEMbIX B CETSAX TUCTPUOYIINH COICPIKHU-
moro (content delivery network). TomeHHBIE UMEHA B TaKHX CETAX TEHEPHUPYIOTCS M, KakK MPaBUIIO,
TaKXe OTIAMYAIOTCA OT CJIOB €CTECTBEHHOTO sA3bIKa [16].

IIpakTHyeckoe MCNOJIb30BAHNE AJISI 3alIUTHI KOMIIBIOTEPHBIX ceTeil. 3aluTa KOMIIbIOTEPHOMI
CETH OT SKCOWIBTPAIMH JaHHBIX COCTOUT B OsiokupoBke DNS-3ampocoB, opraHn30BaHHBIX ISl CKPBI-
ToW mepemayn WHpopManuu. Pa3zpaboTaHHBINM KiIacCH(UKATOp MO3BOJSET OINPEACIUTh, K KaKOMY
KJIaCCy OTHOCHTCSI JOMEHHOE UM B aHAJIM3UPYEMOM 3aIpoce, U, TAaKUM 00pa3oM, MPUHATH pelIeHune
o 6nokupoBke DNS-3ampoca.

Ha npaktuke OJIOKHMpPOBKA JOMEHHBIX HMEH OCYIIECTBIISIETCS C TOMOIIBIO 30H C MOJUTHKON OTBe-
toB (auri. Response Policy Zone, RPZ). Takue 30HbI 1100 KOHPHUTYPUPYIOTCSI BPYUHYIO, €CIIH TPeOy-
€TCsl OTPaHUYHTH JOCTYII MEPEIaBaeMBbIX 3aIPOCOB, JINOO ONPENEINSIOTCS JUHAMUYECKH, €CIIU CIHCOK
3alpelIeHHbIX 30H 3apaHee HEU3BECTEH.

Ucxons u3 atux ycnosuid, paspaboran momyins (URL: https://github.com/netrack/dnstun) s
CoreDNS — oxnoro u3 nomynsipasix DNS-cepBepoB, ucmonbp3yeMbIx Kak B 00Ja9HBIX HHPPACTPYKTY-
pax (manpumep, Kubernetes), Tak u B BHIE CaMOCTOSTEIHLHOTO cepBepa. MoOIysib OpraHH30BbIBACT
NpoIIecC pa3bIMEHOBAHUS JOMEHHOTO UMEHHU C JIOTIOJHUTENLHBIM aHAIN30M Ha HAIW4YHe TYHHEIHPO-
Bauus (puc. 4).

CoreDNS/

Onpeodenums knacc
0OMEHHO20 UMeHU TensorFlow

|
O Plugin
dnsTUN ~ dnsCNN
DNS

Puc. 4. Apxutexkrypa DNS-cepsepa CoreDNS ¢ ¢ynkuueii 3anmtst ot DNS-TyHHENnnpoBanus

Ha puc. 4 mokazanbl qBa kommonenTta: dNSTUN, oTBewaromuii 3a co3gaHne BCTPAMBaHHUS CHM-
BOJILHOTO MpeacTaBicHus qoMeHHbIX uMmeH, u ANSCNN, ocymiecTBistonuii KiacCupUKaIU0 mpe/-
crapinennii. KimaccupukaTop mucrmonbsyer TensorFlow B xadecTBe cpebl IS BHITOJHEHUS BBIYHCIIH-
TeNbHOTO Tpada 00ydeHHOU CBEPTOYHON HEHPOHHON CETH.

3akawuenue. Merton o0Hapyx)eHuss DNS-TyHHEIMPOBaHUS C TOMOIIBIO TEKCTOBOTO aHAIIN3a JI0-
MEHHBIX UMEH 00Ja/aeT MPEeUMYIIEeCTBOM Tepe/l CTATUCTUYCCKHMH METOJIaMH, TaK Kak He TpeOyeT
TIOJTHOTO aHalin3a cojiepkuMoro 3arnpoca DNS, Bkirouas aHan3 pa3iIMYHBIX BPEMEHHBIX XapaKTepH-
CTHK, a TaKXKe BPEMEHU I HAKOIUICHHUS HCTOPUYECKUX JAaHHBIX O KOHKPETHON KOMIIBIOTEPHOW CETH.
JOnOMHUTENBHO TEKCTOBBIM aHAIN3 JTOMEHHBIX UMEH JEMOHCTPUPYET NPEUMYIIECTBO MEpe] aHATH-
30M OWTpaMM, TaK KaK HE HCIOJb3yeT MOCTPOCHUE TAOIHIIBI YacTOT JUIsi KaXIOro €CTECTBEHHOTO
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si3p1ka. OTHCAHHBIA METOJ MO3BOJISIET OCYIISCTBIIATH (DOHOBOE OOYUEHHE JNETEKTOpa W MPO3PavHbINA
MepeHOC B CiTyvae H3MEHEHHS KOH(QUTYpaIluy KOMITBIOTEPHOW CETH.

B Hacrosimeli cTatbe cienaH TOJNBKO IIar K PEHICHUIO MPOOIEMbI 3alIMThl KOMITBIOTEPHBIX CETCH
oT 3kcuIbTpanMu NaHHbIX. [loaTOMY nanbHeimas pabora OyaeT HalpaBlicHa Ha aHAIH3 JOMEHHBIX
nMeH n3 CDN-cetedt u monck dQPEKTUBHBIX CIIOCOO0B MPAKTUIECKOTO HCTIOIB30BaHUS pa3padoTaH-
HOTO JISTEKTOPA B PEATbHBIX CETAX.
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O KOJIMYECTBEHHBIX XapaKTePUCTHKAX
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Annoranus. [Ipemaraiorcss KOJMYECTBEHHbIE XapaKTEPUCTHKA UH(OPMALMOHHBIX PECYPCOB aBTOMATH3HPO-
BaHHbIX MH(opManmoHHbIX cucteM (AWC). PaccmarpuBatores cymnocTy, npeacrasisieMbie B AMIC otobpaxe-
HHEeM HH()OPMALMOHHOTO OOBEKTa, M MX COCTaBHble 4yacTH (MH(OpMalMOHHAS €AMHUIA, WH(OPMAIMOHHBINA
aneMeHT). OOOCHOBBIBAETCS COCTaB MH(POPMALIOHHOTO MPOCTPAHCTBA TAKOW CHCTEMBI, KOTOPOE MPEICTABISACT
co0oif Bcro oOpabaTeiBacMylo B Hell MH(OpPMAIIHIIO, BCIIOMOTaTeIbHBIE HHPOPMALMOHHBIC CPECTBa HHPOpPMa-
[IMOHHBIX PECYpPCOB M CBEICHHS O CHUCTEME M e¢ II0Jb30BaTelsiX. [IpMMEHeHHE KOJIMYECTBEHHBIX 3HAUCHUI
K XapaKTepHCTHKaM WH()OPMALMOHHBIX PECYPCOB CO3JaBaEMbIX CHCTEM, YYHUTHIBAIOIIMX CMBICIOBBIC CBOMCTBA
otobpakaeMbix B AUC MHDOPMAIMOHHBIX OOBEKTOB, ITO3BOJUT MOBBICUTH KAYeCTBO MPOEKTHBIX PEIICHUH IO
AVC u ux sKCIIyaTalMOHHBIE MTOKA3aTel Ha CTaUX CO3/IaHMs U SKCILTyaTallii B TEYCHHE KM3HEHHOTO [IUKJIA.

KiroueBble cioBa: MHGOPMAIMOHHBIN pecypc, HHGOPMAIMOHHBIH 00BEKT, 0ToOpakeHne MH(POPMAIMOHHOTO
00bekTa, HHPOPMALIMOHHAS €JMHUIA, THPOPMAIIMOHHBIH JIEMEHT, HH)OPMALIMOHHOE POCTPAHCTBO CHCTEMBI

Jdns murupoBanus. Tounnkwuit JI. M. O KoNMYECTBEHHBIX XapaKTEPHUCTHUKAX WH(POPMANHMOHHBIX PECypcoB /
JI. U. Touunkuii // Uadopmaruka. — 2020. — T. 17, Ne 3. — C. 87-94. https://doi.org/10.37661/1816-0301-2020-
17-3-87-94

On quantitative characteristics of information resources
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Abstract. The quantitative characteristics of information resources for automated information systems (AIS) are
proposed in the paper. The entities represented in the AIS by the information object mappings and their
components (information unit and information element) are considered. The composition of the system
information space is substantiated, which represents the whole amount of information being processed in the
system, auxiliary information resources and all data of the system and its users. Application of the quantitative
values to AIS information resources characteristics, taking into account the sense properties of information
objects being mapped in AIS, will make it possible to raise the design decision making quality of AIS and its
performance within the lifecycle.
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BBenenue. Onenka >¢dexruBrocTH QyHKnuoHupoBarnus AUC cioxHa, Tak KaK KOJTHYECTBO Xa-
PaKTEpUCTHUK (TMapaMeTpOB), ONPEACIIIIOMUX KadecTBO ee (yHKIMOHUPOBAaHUS, BecbMa Benuko. I1o-
kazarenu 3¢gdexruBHOCTH hyHKUMOHUpOBaHus AVC B 3HAYMTENBHON CTETIEHU 3aBHCAT OT XapaKTe-
puctuk ee mHbopMmarmoHHBIX pecypcoB (MP). B Hacrosmiee BpeMsi MCIIONB3yeTCS TaK Ha3bIBaeMas
obbemHas cuctema xapaktepuctuk P AVIC — 00beM aMsTH, 3aHATOH U 3ape3epBUpOBaHHON tst P
Ha cepBepax AUC.

B cratee paccmaTpuBaroTCs OCHOBHBIE TOJOXEHHSI O KOJUYECTBEHHBIX Xapakrepuctukax WP,
IPUMEHEHUE KOTOPBIX MO3BOJMT MOBBICUTE OOOCHOBAHHOCTh NMPOEKTHBIX PELICHUH 10 MX KOH(UTY-
paiuu B TeueHue xKu3HeHHoro nukina AUC.

[MapamokcansHbM cBoiicTBoM WP, KOTOpBIE MPeCTaBIsAIOT cO00 OpraHN30BaHHYIO COBOKYITHOCTD
JOKYMEHTHUPOBaHHON MH(OpMaIK, BKIIOYaromeil 0a3pl JaHHBIX, WM COBOKYITHOCTH B3aMMOCBSI3aH-
HOU nH(pOpMaIuK B MTHPOPMAIIMOHHBIX cucTeMax [ 1], sBIsieTcs mpucyIee M yBelTHdeHre 00beMOB Ha
MIPOTSYKEHUH BCETO BPEMEHHU HCIIONB30BAHUS B OTIIMYME OT MPUPOAHBIX, MaTepHAIbHBIX, TPYIOBBIX,
(bMHAHCOBBIX U IPYTUX BUIOB PECYPCOB, 00BEMBI KOTOPBIX YMEHBIIAIOTCA 10 MEPE UX HOTPeOICHHUSI.

B TeueHune xM3HEHHOTO IUKJIA HH(POPMAIMKM HEKOTOpasi €€ YacTb TEPAET CMBICI U CTAHOBHUTCS He-
akTyanbHOW. OJHAKO €CTh ONpe/AeIeHHasl YacTh HHPOPMAIUH, KOTOpask COJCPKHUT TOKYMEHTUPOBAH-
HBIE pe3yibTaThl HAYYHO-TEXHUYECKOM, OOIEeCTBEHHO-TIOTUTHUECCKOM, UCTOPUYECKON U KyIbTypHOM
nesitenbHOCTH. 1109TOMY KM3HEHHBIN LUK 3TOM MH(OpPMALMK HE UMEET KOHEUYHOI'O CPOKa XPaHECHUS
1, COOTBETCTBEHHO, WP, rlie pazmemaroTcs Takue CBeIeHHs, T0JDKHBI (DyHKIIMOHUPOBATH TOCTOSIHHO.

Oobmen3BecTHbIe BUIBI pazMemaemoii Ha P nadopmarmu:

— TekcToBas (OyKBEHHAs; YHCIIOBAs, OTOOPAKAIOMIAs KOIMYECTBEHHYIO MEPy CYIIHOCTEH) U CUM-
BOJIbHASI CHIelabHas (CUMBOJIBI MaTEMaTHYECKHE, TEXHUUECKHUE U T. I1.);

— rpadudeckas (KapTHHBI (DUCYHKH ), TPA(UKH, YEPTEKHU, CXEMBI U rpaduuecKue n300paxeHus);

— 3ByKOBas (peueBasi, My3bIKaJIbHasl, CATHAJIbHAA);

— BugeonHpopmaIys (MyIbTUMEIUIHAS);

— KOMOMHUpPOBaHHas (00BEAMHSIONIAS HECKOIBKO BUJIOB HH(OPMAIIUH ).

IIpumMeHeHHe KOJIMYECTBEHHBIX 3HaveHUil K xapakrepucrukam HP. Xapaxrepucruku NP
onpenensatoress HazHaueHneM AMWC u anropuTMaMu BBINOJIHSAEMBIX Ha €€ pPecypcax MpOLEcCOB.
Ha cragum skcimyataunu HazHaueHne AVC MoXeT M3MeHSTbCs (MOTYT paclIMpsThCs BHIBI padoT
U T. I1.), COOTBETCTBEHHO, OyIyT MEHAThCS U TpeboBanus Kk UP.

s onucanus o6vexToB UP mpeniaraercs Ucmonb30BaTh ClEAYIOMUE TOHATHS.

Hugpopmayuonnwiii 06vexm (MO) — cyIIHOCTb BHEIIHEH cpellbl, paccMaTpUBacMas U UCIIOJIb3ye-
Masi B muH(pOpMaInoHHOW cucteme. BHemnel cpenoit cucremsl (UP) sBistiroTcst 0OBEKTHI, HE IPUHA-
Jexalne e, Ho OKa3bIBaIOIIe Ha Hee BIUSHIE U BOCIPUHUMAIOIINE OT HEE€ BO3ACHCTBUS.

B I'OCT 33707-2016 naetcs u apyroe omnpenenenue: «MupopmaunonHsiii 00beKT: COBOKYIHOCTD
JAHHBIX ¥ IPOTPaAaMMHOTO KOJa, 00Jiafarommas cBoHcTBaMu (aTpuOyTaMn) U METOJaMH, TIO3BOJISIOIIH-
MU OIIpeJIeNIeHHBIM 00pa3oM oOpabaThiBaTh JaHHbIe. CaMOCTOSITEIbHAS €AMHUIIA IPUMEHEHHS U Xpa-
HEHUS B MHTEIUIEKTyanbHON nHpopmarmonHoi cucreme (MUC)» (URL: http://docs.cntd.ru/document/
1200139532). Do ompeneneHue SBISETCS YaCTHBIM, Tak Kak He Bceraa B MO uMeEOTCS B HAIWYUK
METO/IbI, TIO3BOJISTIOIIHE 00YCIOBIICHHEIM 00pa3oM 00pabaTeBaTh JaHHBIC.

Conepxannem WP sBistores oroopakenus MO (Oyp). B UP xpansarcs nepBUYHbBIE U PEIIULUPO-
BaHHBIC (BTOpUYHBIE) Oyo.

Komnuectso nepBraHbIX Ouo (Ouio neps), pasmemaeMsix Ha IP AMIC u 3anecennsix B peectp UP,
OTIpeZIeIIIeTCS BRIpaKEHUEM

| OI/IO neps. AUC = Na (1)

rae | Ouo neps. Aic | — KOJIMYECTBO JIEMEHTOB KOHEYHOTO MHOKECTBA Oyo neps. anc; N — KOIMYECTBO
Ouo nepss IPEZICTaBIIEHHBIX B MIP.
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KommaectBo BrOopmaHBIX Opo (Ono 5:r), KOTOPHIE SIBISIFOTCS TakXke cocTaBHON dacthio P ANC,
OTIpesIeTIsieTCsl CTpaTernel ynpasieHus: KoHpurypamueit P, Toukamu BBoJa 3ampocoB WHGOpMAIIH
MOJIb30BATEIISIMU U €€ BEIBOJIA U MECTaMU Pa3MEIICHUS UCTIOIb3YEMBIX MTPUIIOKECHHM.

Ungopmayuonnasn eounuya (ME) — 3ammch, HEITOCPEICTBEHHO IpencTaBisttomas onucanue MO
VI €T0 YaCTH M COJIeprKaIast IOTHIeCKH 3aKOHYCHHYIO HH(OPMAIIHIO.

Oyo MOTYT OBITH MPOCTHIMHU, cojiepkammmu onHy ME, u cocTaBHBIMU, colepKallluMU JBE U 00-
nee E. CoctraB P AWC c momomipio TepMHHA «MHpOpManuoHHas eauHuna» Oy Npeanaraetcs
OTIpeIeTISATh KaK CyMMY TMEpBHUYHBIX W perumnupoBaHHex ME. Oy mpencrasmeno B P coBokyn-
HocThio ME, KoTOpast ycTaHaBiIMBaeT pa3invHble acmekTsl oToopaxkaemoro MO:

2 VIE,, < Oyo, )

rJe #n — KOJIUYSCTBO I/IEOHO B Oyo, € — GYHKIMSI MPUHAIICKHOCTU MOJAMHOXKECTBA (00bEeIUHCHHS

3JIEMEHTOB B OJHO IIEJI0¢).
CoctaB UP (Cyp anc), 00pazoBanHsIif iepsudHbIMA WE, TpeicTaBUM BBIpaKEHHEM

n n

Ciranc= 2 ME , +2 VE, ; +% UE

1 1

Oyon ! (3)

Oyol

rae I/IEO”0 — UE cootserctytomiero Oy, # — konuuectBo UE B cooTBeTcTBYIOIIEM Oyi00.

UE B NP mpemnaraeTcst onpeaenarTs ClIeIyIIMA CBOMCTBAMU: UACHTU(OHUKATOPOM, ITapaMeTpaMu
cBs3aHHOCTH ¢ Apyrumu ME, cemMaHTHYeCKMMH XapaKTEpUCTHKAMHU, HNPAaBHWJIAMH IOCTYNa U H3Me-
HEHUSI.

Unentudukarop UE — yHuKanbHAs MOCIEN0BATEILHOCTE CUMBOJIOB (3HAKOB), pucBanBaeMas UE,
KoTopasi popmupyercss mo oOycioBieHHbIM npaBuwiaMm. OH sBIsieTCd OAHOM M3 WH(POPMALMOHHO-
MOMCKOBBIX XapakTtepucTuk ME u ogHO3HayHO ompezenseT ee B cucteme. [lapameTpsl CBsI3aHHOCTH
UE c npyrumu eIuHHWIIAMH yCTaHABJIMBAIOT BHIBI €€ cBA3eH (mpenacTaBiieHue coctaBHoi wactu MO,
oOmieli TeMbl, 001IeH nepBONPUYMHbI (popMuUpoBaHus u T. 1.). CeMaHTHUECKAs XapaKTePUCTHKA OIH-
ceiBaeT cMbicioBoe copepxanue UE. [IpaBuna noctyna n u3sMeHeHHs: 0003HAYaIOT IpaBa MOJIb30BaTe-
ns1 Ha noctyn k ME, ee n3menenust, a takxke nopsigok padotel ¢ ME. B cBoto ouepens, UE moxer co-
JepKaTh OAMH W 0oJiee HH(POPMAIIMOHHBIX 3JIEMEHTOB.

Hupopmayuonnwiii anemenm (M3) — enunnna nHpopManuy, noaexameid oopadboTke, XpaHEHUIO
Y TIpeIoCTaBJIeHUIO mosb3oBarento 1P [2]:

n
I/IEOI/IO = %HSV]E, (4)

rjie U0y — nndopmarmonnsiit snement UE; n — konmuuectso U3, cocrapmsomux HE, .

N sBnserca HenenuMmoit cTpyktypHOil yacTeio ME. CyiecTByeT U Ipyroe onpeaeeHue JaHHOTO
tepmuHa: «HPOPMAIIMOHHBIN AIIEMEHT — HaWMEHBIIIasA, JOTHYecKas HeJenuMas 9acTh JaHHBIX, J0-
MyCcKarolasi He3aBUCUMOE oOpallieHHe B IIpoliecce 00pabOTKH TaHHBIX» [3].

Ha puc. 1 moka3zaHo, 4TO KOJMYECTBO XapaKTepUCTUK U ypoBHed aeranmzanuu Oyo MOXET OBITH
pasnnunbiM, a UEyo u UDy onHoro ypoBHS MoryT ObITh ipucyiin HeckonbkuM UEyo n UDyg BeimIe-
JIe)KaIUX YPOBHEM.

Takum oOpa3om, B 0a3ax JaHHBIX JTOCTATOYHO pa3MEIIaTh OAMH 3K3eMIULIp KOHKpeTHhIX MEy o
n UDyg ¢ ykazaHueM UX CBA3EH ¢ XapaKTepUCTHKAMH HE TOJBKO OJJHOTO KOHKpETHOTO Oy, HO U BCEX
JIpYyTux. DTO MO3BONUT O0Jiee PAIMOHANBHO HCIIONB30BaTh PECYPCHl TEXHHUECKUX CPEICTB XPaHEHUS
¥ YMCHBIIUTH BpeMsl GOPMHUPOBAHMSI MTPEAOCTABIIAEMO MoTb30BaTem0 naHpopMmaruu. Becs P AVIC
npeaiaraeTcs NpeACTaBIATh B BUAE HHPOPMAIIMOHHOTO MPOCTPAHCTBA CUCTEMBI.
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Puc. 1. Ilpumep ctpyxrypsl Oyo

Hugpopmayuonnoe npocmpancmeo cucmemuvt (npocmparncmeo MP) npencrapnsier co0oi BCo 00-
pabaTbiBaeMyr0 B CHCTeME MH(OPMAIIMIO, BCIIOMOTaTelbHbIE MH()OPMAIMOHHBIC CPEJICTBA CUCTEMbI
(cioBapu, CipaBOYHUKH, KIIACCU(PUKATOPHI) M CBEJICHHUS O CUCTEME H €€ MMOJIb30BaTessax (puc. 2).

YuuteiBas cocraB (pyHKIuMH, koTopbie BhimonHAIOTCS B AVC 1 ncnons3yioT Oy, TPOCTPAHCTBO
WP M0kHO npeicTaBUTh B BUJE ABYX YaCTE:

OCHOBHBIX cpefcTB — Oy, MOMEMIAEMBIX, XPAaHUMBIX U TPEIOCTABISIEMBIX TOJB30BaTEIO (TIPO-
necey);

uHppacTpykrypbl MP — komiiekca B3aUMOCBSI3aHHBIX OOCIYKHBAIOIIUX CTPYKTYpP CHCTEMBI,
obecrieunBaroInX GYHKIIMOHUPOBAHKUE €€ OCHOBHOM YacTh (OCHOBHBIX cpeacts VP) [4].

[Ipennaraercs cnenyrommii coctaB uHPpacTpyKTypsl UP:

— cpeAcTBa, oOecleyrBaroIIie JOCTYI K pecypcam, MpHeM, XpaHeHue M mnpenoctaBieHue MO
MTOJTH30BATEIIO;

— cpeactBa ynpasienus UP;

— HOPMAaTHBHO-TIPABOBHIE aKThI, yCTAHABIMBAIOIINE MPAaBUIIA U MOPSIOK pabOThl ¢ HHPOPMAIIHEH,
pasmenieHHo Ha UP;

— HOPMATHBHBIC TEXHUYECKUE IPABOBBIE JOKYMEHTBHI: MEXIYHAapOIHBIE, MEXKIOCYJapCTBEHHBIE,
HAI[MOHAIBHBIC, OTPacieBbIC, OpraHM3allNid, YCTAaHABIUBAIONINE TCXHUYCCKHE TPeOOBaHUS K JIOKY-
MEHTHPOBaHHIO HH(pOpMaLNY;

— CHCTEMbI KJIaCCU(PHUKAIIUY U KOAUPOBaHUS pa3MeriaeMoii B P uxpopmarmy;



Nudopmaruka. 2020. T. 17, Ne 3. C. 87-94 91

— CpeICTBa, Cofep Kallue CBEIACHHUS O HAMYMHM M MECTOHaxXoxJeHun mHpopmammu B UP (mera-
JTAaHHBIE): CIIPABOYHHK a/ipecoB AaHHBIX 00 MO u cripaBoYHUK afpecoB JOKYMEHTOB (pyOpHKaTop);

— 0a30BbIc MaCCHUBBI JIAHHBIX: CIIOBaph PYOPUK JOKYMEHTOB, CIIPABOYHHUKY 0a3 aHHBIX JOKYMEH-
TOB, KJIacCH(PUKATOPHI 0OBEKTOB MEATCTLHOCTH OpPTaHU3aINil — Toyib3oBateniel VP, kimaccudukaTopsl
JIOKYMEHTOB OpraHu3anuii — noyup3opareneii UP;

— OMOMMOTEKH Ia0JIOHOB JOKYMEHTOB, pa3padaThblBacMbIX OpraHU3aIMSIMHU — MOJIb3oBaTesiMu UP;

— CIPaBOYHO-MH()OPMAIMOHHBIC MaTEPHAJIbL: CIPABOYHHMKHM OpraHu3anuii — monb3oBatenei WP,
CIIPaBOYHHKH CBEJICHUH O MPUIIOKEHUAX, NCTIONB3YIommX NP, cipaBOYHNKN CHCTEMHBIX CBEeEHUH 00
WP, coBapu (SI3bIKOBEIC, TOJTKOBBIC, SHITUKIIONICANYECKUE, CIICITUAILHEIC).
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bubnnorexu mabiI0HOB JOKYMEHTOB,
paspabatbiBaembix B UP

Puc. 2. Ilpoctpancteo 1P

OyHKIMOHATBHBIE YacTH HHPPACTPYKTYphl VP BHIIOIHSIOT:

— BelleHHe OUOINOTEK, CIIPABOYHHKOB;

— y4eT 3anpocoB nons3oBateneit UP;

— aHaJM3 3aMpOCOB, YCIOBUH U TpeOOBaHUI TOIB30BATEIS;

— MOHUTOpUHT UP;

— OTIpeniesIeHHe 3ajjad 10 yCOBEPIIEHCTBOBAaHUIO opranu3anuu 1P;

— OpraHM3anuio QyHKIHMOHAIBHOH cTpyKTypbl UP;

— omepatuBHOe yripapienue MP, kyjna BXOIAT aHaIu3 pe3yabTaToB 0OCTYKHBaHUsI TIOJIb30BaTeeH
WP u onpenenenne BozmoxHocTu agantauuu VP, npouexypsl agantanuu UP, a Takke pazpaborka
MEPONPUATUH M0 KOPPEKIIUY IIJIaHUPOBAHUA Uconb30Banus UP;

— cTparernyeckoe (ynpeskaatomee) ynpasienue VP, Bkirrouaromiee pa3paboTKy U peann3aluio Me-
POTIPUSATHIA TI0 yCOBEPIIEHCTBOBAaHMIO opranu3anuu 1P, a Takxke MporHO3upoBaHHE XapaKTEPHUCTHK
Harpy3ok Ha UP;

— MoaepHu3anuio (pazsurue) 1P.

O6bem nmpocTpancTBa P onpenensercs BIpakeHUEM

m n

rae Iyp — npoctpancteo UP; UE . UE ocHOBHBIX cpeacTB oOpabaTeiBacMol uHpopmanuu UP;

MO ocH. ¢
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n — xonmmuecTBO UE OCHOBHBIX CpPEICTB, MPEACTABISIOMIX KOHKpeTHBIH MO; m — kommaecTBo Oy OC-

HOBHBIX CPEJCTB, npercrasieHnsix 8 P, UE, i UE wundpactpykrypsr UP; k — xommaectso UE,

NpeCTaBIIOMNX KOHKpeTHbIN Oyo uHGpacTpykTypsl UP; 4 — kommyectBo Oyo undpactpyktypsl UP.
IIpeniaraercs cleqyrOIM COCTaB OCHOBHBIX XapakrepucTtuk HP.
OO0muit 00beM mamsTH, 3aHUMaeMoi MepBUYHBIME Oy OCHOBHBIX CPEICTB M WH(PPACTPYKTYPHI
NP, pazmemaemsix Ha TP AVC, onpenensercst kak cyMMa:

n

Ql‘lepB.O”O = Z (aneps. Oy ocH. cp * anepB.OMO ungp )i-rO cepsepa AUC) (6)
i=1

rae ancp.;_om — 00beM nmaMaTu OocHOBHBIX cpenctB WP, pasmernaembix Ha WP i-ro cepsepa nadopma-

unoHHOU cuctembl, Mb; Q' — 00BeM mamaTu cpenactB uHPpacTpykTypsl P, pazmemaemprx

neps. Oy uug
Ha WP i-ro cepBepa nHMOPMAIMOHHOM cucTeMbl, MB; 7 — KOJIMYECTBO CEPBEPOB CUCTEMBI, Ha KOTOPBIX
XpaHarcs nepBuuHble Opo OCHOBHBIX CPEACTB, NpeAcTaBiIeHHbIX B 1P.

O0beM IOCTYITHOM IOJIB30BATEN0 WH(POPMAIMH TI0 MPOOJIEeMe OIPENeNsIeTcs COTIACHO BBIpaXKe-
HUIO

inlim/m, (7)

rae |, sux — o6beM i-ro Buna nadopmaunn, MB; n — KOIM4ecTBO BUI0B HHPOPMALH, IPEAOCTABIISIC-

MO I0JIb30BATEIIIO.

Ionnoma npedocmasnsemort ungpopmayuu UP (II) — 3T0 COOTHOIIEHHE MEXay uMetomeiics B 1P
uH(pOpMaIei 1mo npobdieme u Tol HHPOpMaIMel, KOTopasi MOXKET ObITh MPeloCTaBlIeHa M0JIb30BaTe-
JII0 coriacHo mpasam jgoctyna. Yem Oomnbie nHpopManuu coniepxut P o koHkpeTHOM mpobiieme,
TeM BbIlIe 3PPEKTHBHOCTH UCIOJIL30BAHUS JAHHOTO pecypca MpH MOCIeNYIOmEeM ero MpeaocTaBe-
HUH M0JIB30BATEISIM, HUMEIOIIMM PAa3IMYHbI YPOBEHb 3HAHUH O HEH:

Q uH. 1ocT

Q und. UP

I1= =1

®)

nmpu
Q und. moct ~ Q und. UP»

r1€ O ygioer — OOBEM JOCTYNHOM Moab30BaTento nHGopmanuu, Mb; O ¢, up — 00beM nHGOpMaLIIH
NP, Mb.

[Mpumenenne ¢opmynbl (8) MO3BONSET KOJMYECTBEHHO OIPEACINUTHh 3HAa4YeHHE Kod(huImeHTa
MIOJTHOTHI MPEJOCTABIIIEMOM IMOJB30BATEN0 MH(POPMAIMK 1O OTHOIIEHUIO K MH(pOpMayM, HaXOoAs-
nieiics B UP.

Hocmamounocme ungpopmayuu UP (/]) aBAsieTCS €ro KOJINYECTBEHHON XapaKTePUCTHKOM, KOTOpast
ompeiesIieT BO3MOXHOCTD JTIOCTHXKEHHsI TOCTaBICHHOM e NMPpY HaJIMYUKu MH()OpMAIK, JOCTYIHON
noJsip3oBaTento qanaoro MP, T. e. xorna 3Hauenue /| ctpemurcs k equamne [S]:

II: QHHC[)./I[OCT =1

Q uH. Tped
npu 9

Q und. toct Q uH. Tpeds
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1€ O g rocr — 00BEM JOCTYNHOMN Mosb30BaTento nHPopmanuu, Mb; O yup pes — 00beM TpeOyeMoii
nHapopmaruu, Mb.

[Tpumenenue Gpopmysbl (9) MO3BOSET KOTMYSCTBEHHO ONPEICIUTh 3HAUeHHEe K03 duimenra 1o-
CTaTOYHOCTH TPEJOCTaBIEMON ITOJIb30BaTEN0 WH(POPMAIIMH IO OTHOIIEHUIO K TpeOyeMoil mHbpop-
Manuu, Haxogsmelcsa B UP.

Locmynuocme ungopmayuu HMP XapakTepu3yeT NpeAoCTaBlICHHE MOJIb30BATEII0 BO3MOXKHOCTU
paboTel ¢ uHQoOpMaluel, ee MOAy4eHUs (B TOM YHCIE W B TEUCHHE 33JaHHOTO BPEMEHHU) W Jajlb-
Helmero ucnonp3oBaHus. llpu 3TOM mpenocTaBiseTcs BO3MOMKHOCTh IOJTYYEHHsI AOCTYNA K HC-
TOYHHKaM, coJiepKalluM TpeOyemylo HHGOpMalMio, B YZOOHOW il monb3oBarels ¢opme, 4To
B OIIPEJCNICHHON Mepe MOXKET BIHTH Ha BOCIPUATHE MPEA0OCTaBIsieMO HH(pOpMaIMy 1 U3BJICUCHUE
13 Hee HEOOXOMMBIX I10JIb30BATENIO0 CBEACHUI.

HoctynHocTs nH(pOpMAIMHK, KaK MIPaBUiI0, PEIVIAMEHTUPYETCSI CUCTEMON OrpaHUYCHUH Pa3IndHo-
TO YPOBHS: OT YCTAaHOBJICHHBIX B KOHKPETHOW OpraHu3anuu — nons3osarene AVC — npaBui 1o 3aKo-
HOJATEJIbHBIX aKTOB, MPUHATHIX Ha TOCYAaPCTBEHHOM H MEKAYHAPOJHOM YPOBHSX.

Hcnonp30BaHuE NMEPEUNCIICHHBIX BBIIIE XapaKTEPUCTUK MTO3BOJIMUT ONPENCNIUTh 3HAYCHUS IOKa3a-
TeJiel KadecTBa YCIYr MO NpPeAOCTaBICHHIO WH(pOpMaluy, HEOOXOIUMBIX AJS MPOTHO3UPOBAHUS
Y KOPPEKTHUPOBKH peryiaMeHTa JOCTyMa K HHPOpPMAaLUK 00CTyKUBaHHS.

OmnpenesneHue «JO0CTYIHOCTh HH(POPMALIMH — CBOMCTBO OBITH NOCTYIHBIM U F'OTOBBIM K MCIIOIB30-
BaHUIO TI0 3ampocy aBTopuzoBaHHOTO cyobekTay (I'OCT 33707-2016 MuapopMannoHHbIE TEXHOIOTHH
(UT). CnoBapp Information technologies, URL: http://docs.cntd.ru/document/1200139532), o mHe-
HUIO aBTOPA, SIBJISIETCSI HE COBCEM KOPPEKTHBIM, TaK KaK OHO B JJAHHOM ClIy4yae XapakTepu3yeT He TUII
U BUJ 00BEKTa, K KOTOPOMY MPENOCTABJIEH AOCTYI, a TO, YTO MH(POpMALUs caMa MOXKET yCTaHaBJIH-
BaTh JJAHHOE CBOWCTBO.

PaccMmoTpenHble ITOKa3aTeny XapakTepu3yloT cTaTHueckue ceoiictsa 1P.

Ob6cayxuBanue nosnb3osateneil P BeIoOMHIETCS MO YCTaHOBICHHBIM NPABHIIAM B COOTBETCTBUU
¢ IpUHUMaeMbIMH 3anpocamu. P ocymecTBisifoT ipueM, 0TOOp M CHCTEMAaTH3AIMI0 BBOJUMBIX CBe-
nennit. CBoiictBa P Ha cTaguy SKCIUTyaTaliyl )XKU3HEHHOTO ITUKJIA MOCTOSIHHO U3MEHSIOTCS U OTIpe-
JEISIOTCS. JTUHAMUYECKUMH XapaKTEPUCTHKAMU CHCTEMBI.

OpHUM U3 OCHOBHBIX ITOKa3arenel moToka 3anpocoB K 1P sBisercs yactota nx oOpamieHus, KOTo-
past XxapakTepHu3yeTcs CICAYIOINMI CBOMCTBAMH:

— 4acToTa 3anpocoB HHGOPMALUH (Fyyy yug) 3HAYUTENBHO OOJIBIIE, YEM YACTOTA NOMEILEHHUS €€ Ha
CEPBEP (RHOM. m—r(i)) ¥ OOHOBJICHUH (Faan. uHp > Rnom. MHQ));

— 4acTOTHI 3aIIPOCOB MH(OPMAIMU U €€ MOMEIIEHUS Ha CepBEP IPUMEPHO OAUHAKOBBI (Fyun wup ~
~ Rl‘lOM. m—lq));

— 4acTOTa 3allpoCOB MH(OPMAIIMK 3HAYUTEIILHO MEHbIIE, YeM YacTOTa €€ MOMEILEHHUs Ha CepBep
(F3an. e < Rnom. m-lc[))-

B kadecTBe XapaKTEpHCTHK MOTOKa 3allPOCOB TPEAJIaracTcsl B3SATh MOKa3aTelld YacTOTHOCTH 3a-
npocos uHopmanuu k MP: nocrosanHuo 3anpamusaemyto nHdopManuio (invariable, Fiy ug i) B D1H-
30/IMYECKH 3anpainBaemMyto nHdopmanuro (occasionally, Fiuy ug occ). XapaKTEPUCTUKK IOTOKOB 3a-
MPOCOB M MPOIECCOB PEILIMKAIMK 0a3 JaHHBIX Ompeaessorcs cpoictBamu MO: TeMaTHKOM
WHQOPMAITUH, €€ aKTYaAITbHOCTBIO | JIP.

B xopnopatuabix AUC, Kak npaBuilo, BHIMOJIHSETCS PACCHUIKA LHUPKYJSIPHBIX YBEIOMJICHUH 00
W3MEHEHUsIX B 0a3zax JaHHBIX, KOTOpas MpEAIIecTBYeT MpolieccaM peIuTMKaIiK JaHHbIX. [Ipomecch
perKanuy 0a3 JaHHBIX CEPBEPOB XapaKTEPH3YIOTCS TAKUMHU TOKA3aTeNsIMH, KaK ONEepaTHBHOCTh
perMKanuy nHGOpMauu (MUHIMAaIbHOE BpeMs OKUIAHHS PACCBUIKM AHHBIX MOCTE OKOHUAHMS MX
MOCTYIUICHUSI WJIM OOHOBJIEHHUS) U PUTMUYHOCTh TIOMeIeHNs1 HH(popMauy B 0a3y JaHHBIX.

CxeMa pacChUIKH PEIUIMIUPYEMbIX 0a3 JaHHBIX B 3aBHCUMOCTH OT UX COJIEPKAHUSI MOXKET M3Me-
HATbCs. OHa onpeAessieTcsl HaTMYHeM 3alpocoB HHPOPMALUK K KOHKPETHBIM CEpBEpaM.

3aximouenue. [Ipennaraemple KoauyecTBeHHbIE (YHKIMOHAIBHBIE XapakTepuctuku MP opuenTtu-
POBaHbI Ha coJlep KaTelIbHbIE CBOMCTBA pa3MellaeMol B HUX MH(GOPMAIMU U MI03BOJIIIOT CTPYKTYPUPO-
BaTh €€ MMEHHO II0 CMBICIIy C HEOIPAaHHUYCHHON CTENEHbIO AETAIM3alMM, HEOOXOIUMOMN Ul IOHUCKA
Y CUCTEMAaTH3allUH AaHHBIX. DTH XapaKTEPUCTUKU MOKHO MPHUMEHATH TOJBKO IS ACTaTH3alUH Npe-
crarienus MO B VP, HO HU B KOeM citydae He JUII UX CHHTE3a.
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KonndecTBeHHble 3HaYeHUST (QYHKIUOHAIBLHBIX Xapaktepuctuk Opp, oMmemeHHbx B VP, mator
BO3MOXKHOCTH 0OJiee PAlMOHATBLHO KCIOJIB30BaTh PECYPChI MAMATH TEXHUYECKHX CPEJCTB XPaHCHHS
AUNC, yMeHBIIHTE BpeMsi (JOPMUPOBAHHS NIPEAOCTABISIEMON MOJIH30BATENO HHOOPMAIIMU U TIOBBICHTh
ee HH(POPMATUBHOCTD 32 CUET IMOUCKA TI0 CMBICTIOBOMY COJIEPKAHHIO.

[Ipennaraemple B CTaThe KOJHMYECTBEHHBIC XapAaKTEPUCTUKHU IIelieco00pa3Ho NpuMeHsTh aius WP,
B KOTOPBIX pa3MeMIaroTcsi OOIbIe 00beMBbI CTPYKTypHUpOBaHHONW WH(popMarmy, HampuMep big data,
u npu coznanuu MMC. OHu MOryT OBITh TaK:K€ UCIONB30BaHbI sl onucanus VP B dopmanuszoBaH-
HOM BUJI€ U, COOTBETCTBEHHO, MPEIOCTABICHHUS BO3MOXHOCTH aHATUTHYCCKON 0OpabOTKH M OIIEHKH
ux 3 GEeKTUBHOCTH.

[IpumeHeHne paccMaTpUBAEMBIX KOJHUYECTBEHHBIX xapakTepucTtuk Oyo VP mo3BomuT Ha cramusx
CO3MaHMS W IKCIUTyaTallnu (peayu3aliiiii IPOIecCOB HEMpephIBHOTO coBepmieHcTBoBaHms) AWC mo-
BBICHTH KaU€CTBO NIPOCKTHBIX PEIICHUH M SKCIUTyaTallMOHHbIe Tokazarenu 3tux AVC.
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Abstract. The Internet continues to grow at a fast pace with over 1.5 billion websites in 2019 as compared
with only one in 1991. The emergence of enormous websites of various complexities and types makes assessing
the quality of these sites a vastly important, difficult and complicated task. With this concern, the current paper
proposes a novel approach for website assessment by developing a new Website Quality Evaluation
Methodology Universal Star (WQEMUS) with a theoretical and empirical basis. It became possible through the
employment of the grounded theory methodology that enables relevant concepts to emerge from data.
To improve the reliability and validity of the findings, an extensive literature review, in-depth and qualitative
interviews, and a user evaluation survey were conducted and associated together. In this way, the study presents
the results of the selection and categorization of generic quality attributes for WQEMUS with a three-tier
structure, consisting of top-level quality criteria, sub-criteria and indicators. These quality dimensions are
grounded on a combination of subjective and objective indicators. Consequently, WQEMUS becomes capable of
estimating a wide range of different websites irrespective of domain affiliation and services they provide,
including Web 3.0 sites.
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AHHOTamms1. VIHTEepHET NMpoIoipKaeT pacTi ObICTphIMH TemnamHu, Ooiee yeM 1,5 mupn Beb-caiiroB B 2019 1. o
CpaBHEHHIO TOJNBKO ¢ omHMM B 1991 r. TlosBieHHE OTPOMHBIX BeO-CAaHTOB Pa3TUYHOW CIOXHOCTH U THIIOB
JleNaeT OLIEHKY KadecTBa TUX CAaWTOB YpE3BbIUAHHO BaXKHOM WM TpyAHOH 3amauedl. B cBsi3u ¢ 3TUM B cratbe
MpeICTaBJICH HOBBIM MOJXOJ] K OIlEHKE BeO-CaliTOB MyTeM pa3paboTku HoBoW Metomosnorun Ouenku Kadectsa
Be6-CaiitoB  YauBepcampHas 3Besnma (MOKBY3) Ha TeopeTwueckodl M 3IMIHUPUYIECKOW OCHOBE. YUTOOBI
MTOBBICUTh HANICKHOCTh W JIOCTOBEPHOCTH PE3YyJbTATOB HWCCIIECIOBAHUS, OBIIM NMPUBEACHBI OOMIMPHBIA 0030p
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JIUTEpaTypsl, yIIIyOIeHHBIE W KaueCTBCHHBIC MHTEPBBIO M OILEHKHU IoJb30Bareneil. Takum oOpa3oM, B cTaTbe
MIPEICTaBICHEl Pe3yabTaThl 0TOOpa M KaTeropm3amuu oOmmx atpuOyroB KadectBa mii MOKBVY3 c tpex-
YPOBHEBOH CTPYKTYpOH, COCTOSIIEH M3 KPUTEPUEB KaueCTBa BBHICIIEIO YPOBHS, CYOKpUTEpHEB U MOKa3aTeleH.
OTH acHeKThl Ka4eCcTBa OCHOBAHBI HA COUETaHHH CYOBEKTHBHBIX M OOBEKTUBHBIX NOKa3aTesel. CienoBaTenbHO,
MOKBY3 cTaHOBUTCS CHOCOOHOW OLIEHMBATh LIMPOKHI CHEKTP pas3lIMuHBIX BeO-CaliTOB HE3aBHCHMO OT
MIPUHA/IIC)KHOCTH K IOMEHY U IPEIOCTaBISIEMbIX IMH YCIIyT, BKIIfodas caiTel Beo 3.0.

KiaoueBble ciioBa: BeG'CaI‘/‘IT, METOO0JIOTHA OICHKH, KOHTCHT, KpI/ITepI/Iﬁ Ka4eCTBa, MyJIbTUMEIUA

Buaaronapnoctb. Pabora npodunancupoana npoekrom TARGET II nporpammer Opasmyc MyHayc u mpo-
BOAMJIACH B YyHUBepcuTeTe uMeHu Moranna Kemnepa B r. JIunn, ABctpus.
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Introduction. Any serious activity or business need a web presence to compete in today’s fast
growing digital age and a good website is the best tool to achieve assigned goals with a greater speed
and ease. Every day, the amount of governmental and non-governmental organizations, companies and
individuals, who are creating their branded websites, is growing up. There are over 1,5 billion
websites on the world wide web by September 2019 as compared with 1 in 1991 [1], but only
56,45 % [2] are active and succeed to satisfy their users’ requirements and needs. The main causes
affecting the current unfavorable situation are the limited background and knowledge of designers, the
blunt tolerance of browsers to endure even incorrect code [3] and the evolution of information and
communications technology (ICT) which sets new and severe conditions for website development.
Moreover, available websites in various domains are not only document-oriented, but also application-
oriented and user-driven. As a consequence, they are complex systems [4, 5] with different types, very
dynamic and application- and user-oriented. Therefore, today more than ever, high-quality sites are
especially important.

Website quality is recognized as a key factor affecting the improvement or deterioration of website
reputation, the increase or decrease of the number of online users and successful or unsuccessful
customer retention [6-10]. A high quality makes websites relevant, quickly accessible, easily usable,
beneficial and successful. The site should ensure accurate and credible information, attractive design
and exterior view [11] to meet the continuing needs and assumptions of its users.

Typically, the website assessment process identifies existing problems and levels of website
feasibility, as well as indicates problematic areas of the website that the developer should pay
special attention. Having a proper website quality evaluation method (WQEM) with the possibility
of its maximum usage at all stages of site construction can be extremely useful because such
WQEMs help to identify existing problems and set tasks for a successful development of sites.
In the development process, WQEMs enable developers to be on the alert and immediately respond
to arisen problems. Next, after the website development process, WQEMSs can estimate and
benchmark the quality of the entire website. As for the process of website operation, WQEMSs might
be applied as a compass to indicate correct directions for the improvement of sites. For these various
reasons, WQEMs assist web developers to remain concentrated on critical aspects to maintain the
high quality of their sites.

Background information. Due to the proliferation of a huge number of sites of various
complexities, which involve various systems and subsystems, applications, web technologies,
languages and databases, website quality assessment remains a vibrant area of research and will
require numerous experimental and analytical advances using well-designed WQEMs. Over many
years a great number of various website assessment practices, schemes, models, frameworks,
techniques, methods, metrics and methodologies were developed. According to our literature review,
anumber of metrics were built to measure specific sets of website quality features since the
1990s [12, 13]. Many experts have offered numerous innovative approaches called WQEM, which is
described by ISO/IEC25000-20051EC as “defined set of characteristics and of relationships between
them, which provides a framework for specifying quality requirements and evaluating quality”. Some
of them investigate websites based on subjective forms of the appraiser’s personal privileges, while
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the others perform in the form of objective and statistical measurements. Consequently, they approach
problems from different angles. During the 1950s, 1960s and 1970s, after many efforts, “user
satisfaction” was introduced to WQEMSs as an important aspect of software quality [14]. The earliest
WQEMs checked picture size, background colors, audio files and content. These were substantial
measurable attributes of software quality [15].

However, there is vagueness in the choice of WQEMs and no generally accepted agreement
about the correctness of their identification, structure and classification. Some WQEMSs are mainly
geared towards estimating specific web services or types of websites such as electronic commerce,
academic, tourist, cultural, enterprise environment, news and etc., while others check certain web
quality parameters including content or design (e.g. [9, 16-18]). The majority of WQEMs are
focused on ISO quality standards and particularly, on using it [19-22] as the root of their methods.
As for the WQEMs that are designed for the assessment of all types of websites, they are either
dealing with a limited number of quality attributes or outdated because of the rapid development of
web technologies.

With these considerations in mind, the purpose of this paper is to propose a new theoretically and
empirically based WQEM that can provide all-important assessment characteristics and encourage
website quality improvement. Furthermore, newly introduced WQEM should be capable to reliably
estimate a wide range of different sites regardless of their domain types. Thus, a comprehensive
selection of relevant measurable quality features for all types of sites, a detailed definition of their
importance and relationships, and properly placing them in a hierarchical structure are considered as
strategic tasks for the engineering of a new WQEM.

Our critical literature review of existing relevant works in the area did not provide sufficient
information about new breakthroughs in the development of holistic WQEMs over last decades. In this
relation, six relatively exhaustive assessment methods with their standard characteristics will be
considered in detail.

In 1992, the International Organization for Standardization (ISO) in cooperation with the
International Electrotechnical Commission introduced a hierarchical model “ISO 9126 — Information
Technology — Software Product Evaluation — Quality characteristics and guidelines”. It consists of six
major quality characteristics, each of which is very broad in nature. They are functionality, usability,
efficiency, reliability, maintainability and portability. Further, these characteristics are refined into
twenty-one internal quality sub-characteristics and twenty-seven external quality sub-characteristics.
The main peculiarity of this quality model is that it can be applied to any kind of software products.
Also, it is the most recognized and the fundamental model for many WQEMs, e.g. those created by
[17, 23-28]. Then, it has been replaced by more extensive series of standards — ISO/IEC 25010:2011
that is called SQuaRE (Software product Quality Requirements and Evaluation), as demonstrated
in fig. 1.
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Fig. 1. Informative hierarchy of the ISO SQuaRE’s Model
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Mich et al. [29] have created an approach called “2QCV3Q” for designing and assessing sites,
which is independent of website goals and domains. 2QCV3Q was recently renamed to 7Loci and
takes its name from the initials of Ciceronian Loci. It was developed for marketing purposes and was
applied in a number of evaluation projects such as education, business, customer service [29, 30] and
mainly in tourism sites [3]. Table 1 summarizes the proposed 2QCV3Q model.

Table 1
2QCV3Q or the 7-loci quality meta-model by Mich et al. [29]
CICERONLAN ATTRIBUTES AND SUB-ATTRIBUTES
QVIS(Persona: Identification (— Brand or Charisma, Image; — Target
Who?) users’ profiles)
IDENTITY Characterisation (— Design; — Personalization)
QVID Coverage(— Domain referred to owner’s and users’ goals;—
(Factum: What?) | Value of information and links)
CONTENT Accuracy (— Quality of information;— Source(s), author(s))
CVR Functionalities (— Functions needed by owner and users;—
(Causa: Why?) Adequacy to owner’s and users’ goals)
SERVICES Control (— Correctness;— Security, ethics and privacy)
VBI Reachability (— Intuitive URL;— Retrieval)
(Locus: Where?) | Interactivity (= Contact information;— Community
LOCATION building)
QVANDO Corrective maintenance (— Check-up, links, dates;— User
(Quando: When?) | assistance)
MAINTENANCE | Adaptive Maintenance (— Enhancement;— Reengineering)
QVOMODO Accessibility (— Hardware and Software requirements;—
(Modus: How?) People with disabilities
USABILITY Navigability(— Structure, Orientation;— Download times)
Understandability(— Languages;— Level of terminology)
Q(\I/«‘l(gi?tf;\;/)%lﬁgl}])b Resources (— Financial and Human Resources;— Time)
what mear.ls and | [nformation and Commaunication Technology (— Hardware
devices?) (computer, networks);— Software (implementation,
FEASIBILITY integration))

As reported in the above table, 2QCV3Q is based on seven main dimensions corresponding to six
loci, namely: Quis (ldentity), Quid (Content), Cur (Services), Ubi (Location), Quando (Management),
Quomodo (Usability), Quibus Auxiliis (Feasibility).

After reviewing previous studies about different WQEMSs, we come to know that Hasan and
Abuelrub [31] presented another theoretical, all-purpose and more comprehensive framework for
testing the quality of any sites and thereby, promoting the improvement of site design. They suggested
four general dimensions such as content, design, organizational quality and user-friendliness.
Subsequently, the framework is composed of three hierarchical levels, as shown in fig. 2.

Website Quality

|
l I l I

Content Design Organization User-friendly
— Timely Attractive — Index — Usability
L Relevant Appmpfiateness — l\da'p])illg — Re].iablhty
— Mult./Culture Color |— Consistency —Interactive Fea.
— Variety of Pres. Image/Sound/Video I o L & ity/Priv.
— Accuracy Text | Logo | .
— Objective | Domain
— Authornity

Fig. 2. Hierarchical structure of the quality items of the framework proposed by Hasan and Abuelrub [31]
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As a further example, a scientific paper by Polillo [32] has introduced a practical quality model for
evaluating any kind of sites, including Web 2.0 sites. Accordingly, this methodological approach is
structured into a set of nine measures that are further decomposed into thirty sub-characteristics, as
listed in fig. 3. It is specifically designed to identify the needs of end-users and works in all the phases
of the website development life cycle. Fig. 3 displays Polillo’s dimensions, appointed for his web
evaluation framework.

CHARACTERISTICS SUB-CHARACTERISTICS
f Architecture . ] Information architecture Brand identity
Navigation Visual design
Communication < Typography
Functional adequacy Multimedia usage
Functionality < Functional correctness = =
B Security / privacy Categonz.atlonllabelhr)g
£ wn Conformity to style guide
o 2 Content < Information/data quality
oS C i User relations Contenttimeliness
g % mEsiniey ¢ Community management Contentlocalization
o 3
5 cg Platform < Platform adequacy
Findability Site availability
Accessibility Band requirements Site Derforrf'lanFES
Client independence Access monitoring
Users ability requirements -
Usabillity < Efffe(.:tlveness
Reliability tHidency
| User satisfaction
T > ‘ :
c £ Software code €«————— Compliance to standards
35 Maintainability
e T

_|

Fig. 3. Screenshot of the constructed quality model by Polillo [32]
The sub-characteristics for the Web 2.0 sites are written in italics

A holistic, scalable and easy to apply Web Q-Model for evaluating websites of different domains,
which is provided by Cimino and Micali [3], encompasses six dimensions that include interface
communication (IC), content (CO), navigation (NA), management and accessibility (MA),
interactivity (IN) and accessibility for people with disabilities (AD). It is aimed at helping web
designers and managers to develop accurate sites and categorizes the quality factors into three levels
with associated symbols such as “Basic”-Q, “Normal”-QQ and “Exciting”-QQQ to differentiate the
features on the basis of their importance.

Last but not least, a three-factor framework that placed emphasis on relatively recent quality issues
was evolved to evaluate multidimensional websites [33]. Rocha believes that any assessment research,
organized in accordance with these three main criteria (content, service and technical qualities) would
assure cross-sectional and detailed information of the global quality of sites (fig. 4). The features of
this method can be measured using a 3 or 5-point Likert scale (1 — completely disagree; 2 — disagree;
3 —do not agree or disagree; 4 — agree; 5 — completely agree).

Services'
quality

Contents'
quality

Technical
quality

i

Websites'
quality

Fig. 4. Three main dimensions for website quality assessment by Rocha [33]
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In conclusion, several other WQEMSs were not considered because of their predestination for
specific types of websites and/or dealing with a limited number of quality factors. However, they
helped to increase our understanding and interpretation of quality attributes and their relationships to
properly formulate basic and new quality requirements for a novel WQEM.

Qualitative and quantitative research methodology approaches. Grounded Theory Method
(GTM) as a flexible, heuristic and systematic way was adopted to address the assigned purposes of
this paper. Strauss and Corbin acknowledged the importance of the multiplicity of perspectives and
truth in the evolution of grounded theory [34-37]. Therefore, in order to cover such a multiplicity and
diversity of quality elements we used literature review, interviews and survey techniques as well as
other sources of information, including field notes, letters and books to collect data within the confines
of GTM. However, collected data should be weighed in the terms of relevancy, quality and quantity
[38, p. 16].

Literature review. In our grounded theory-based research, conducting a review of literature prior to
data collection and analysis has provided not a theoretical background, but rather analytic
underpinnings and strategies for the research. Accordingly, in the last decades, numerous studies in the
context of website quality assessments have established website quality as a complex construct [39],
which can be evaluated by defining measurable factors [7, 8, 40, 41] or pervasive sets of features [42].
A number of scientists emphasized website measurement as multidimensional in nature [39, 43-48]
and combined various website quality dimensions into one evaluating framework [49, 50].
Furthermore, it is difficult to determine website quality attributes since they are impacted by issues
related to culture, participants and even time [51] as well as refer to different levels of user
expectations' [52]. In order to provide users with a quality site, the developer should first understand
various aspects of quality, which are influenced by user expectations and preferences and then, reflect
them in the design, construction and operation of sites [53].

Hence, in order to develop a new WQEM, a multi-dimensional approach has been adopted. An in-
depth and extensive analysis of a broad range of previous related studies on key quality factors for
websites, evaluation metrics and various assessment methods with their specific quality attributes was
performed to identify all necessary sets of top-level quality criteria, sub-criteria and indicators for our
new methodology. These quality characteristics can be selected in accordance with their semantic
orthogonality, measurability, possibility of automated assessment, attitude towards the site
development process, and/or use in statistical or probabilistic analysis and etc. [9, 25, 29, 54-57].
Moreover, quality characteristics should be based on both theoretical and empirical knowledge to be
sure of their importance and coverage of different aspects of successful websites.

In accordance with our research aims, all four coding categories of GTM such as open, axial,
selective and theoretical were employed in the data analysis. Accordingly, existing repetitive item
names were eliminated. Furthermore, similar items were merged and a wide set of quality items with
an equivalent semantic meaning were categorized under top-level quality items. We focused on the
broad characteristics of research units and subsequently, seven groups with twenty quality attributes
were picked out based on the results of the coding processes. These seven groups are content,
presentation, organization, ease of use, responsibility, functionality and security characteristics.
In sum, an initial version of the methodology in the form of a requirement tree and a fairly broad list
of representative quality criteria and sub-criteria was generated by studying literature sources.

In-depth interviews. Within the framework of the constructivist GTM, an in-depth interview
research was carried out after finishing the literature review that helped establish a preliminary
WQEM, i.e. a series of questions from the quality characteristics. Mills et al. [58, p. 9] stated that
interview processes give the researcher an opportunity to raise ideas and mutually construct
knowledge through engaging in discussions. Interviewing should be open-ended, conversational and
mutually shaped. In this way, it can ensure the required depth, richness and rigor of scientific research.
In-depth interviews enable the inventor to ask for more details and explanation, delve more deeply into
thematic issues [38] and contrast most important points and key details. Thirty-six international

The International Academy of Digital Arts and Sciences, “The webby awards 2003 judging criteria” 2003
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contributors from in-depth face to face interviews gave their voice and thoughts in our research

directions, as characterized in table 2.

Table 2

Background characteristics of eligible in-depth interview respondents

Characteristics Statistics
Gender
Male 22 (62.5%)
Female 14 (37.5%)
Age

up to 22 8 (21.7%)

23-30 12 (32.3%)

31-40 13 (37.4%)

41 or older 3 (8.6%)
Age Average daily inter-

net consumption

up to 22 4.9 hours

23-30 5.2 hours

31-40 5.4 hours

41 or older 3.4 hours

Education
6 (17.4%)
30 (82.6 %)

Secondary education
High education
Specialty
Information Technology
Other specialties

11 (31.6 %)
25 (68.4 %)

Table 2 presents the distribution of interviewed women and men of all ages, educational levels and
specialties with average daily internet consumptions. As planned, we were able to have a diverse and
international sample of respondents, including 31,6 % specialists and experts in the field of

Information Technology.
Next, the final numbers and countries of origin of the respondents are summarized in fig. 5.
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Fig. 5. Numerical distribution of in-depth interview participants by their country of origin

According to fig. 5, the resulting international sample of thirty-six competent respondents from
twenty-four countries gave more confidence and strength in the results of the study.
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The process of data analysis in this in-depth interview research involved open, axial, selective and
theoretical coding. After constantly comparing the collected data, codes, categories and memos
between themselves, modern concepts of quality attributes for a new framework were conceptualized.
As a result, the number of the most salient categories of quality items was five and not seven. These
five categories comprise content, design, usability, reliability and organization. Moreover, seven new
quality sub-items were merged from our data analysis. They are multilingualism, performance,
compatibility, advertisement, intelligibility, searchability and evolvability. Besides, new relevant
names have emerged instead of the previous ones such as up-to-date content, importance, multimedia,
accuracy, reference, authorship, aesthetics, color, consistency, security, logos and brands, URL and
interactivity.

It must be stressed that these various interpretations of the quality elements’ meanings by in-depth
interview participants have provided a broader picture of the topic and new perspectives. Therefore,
they were conceptualized harmoniously to generate a grounded integration of concepts into the
assessment theory and were also taken into account in determining indicators that comprise the third
level dimensions of new Website Quality Evaluation Methodology Universal Star (WQEMUS).

Qualitative interviews (Part 1 of the results). This qualitative interview research, played an
essential role in the formation of WQEMUS’ attributes. In particular, Part 1 of the study results
stimulates the perfection of the first two levels of WQEMUS. It also provides an opportunity to more
confidently conduct upcoming series of closely interrelated studies. As a result of the data analysis
using GTM’s open, axial and theoretical coding, new codes and concepts such as mapping,
privacy and traffic were derived. The uniqueness of content, design and other visual components of
the site was confirmed to be a useful sub-criterion for the design criterion of WQEMUS. Further,
the names of up-to-date content and evolvability have been replaced by currency and maintainability,
respectively to make them shorter, more descriptive and common. More than this, the name of the core
category — organization was renamed to “Reputation”, which is considered to be more relevant for
WQEMUS.

User evaluation and judgment survey. Following the previous in-depth and qualitative interviews,
the author used the questionnaire technique with 162 respondents that took part in group-administered
questionnaire survey 1 (GAQS 1). Accordingly, 31 (16,06 %) out of 193 participants of GAQS 1 left
the proposed questions unanswered or answered only partially. It happened because they might not
have enough time to answer a few more questions. Another reason might be that some respondents
were in a hurry because they had scheduled meetings after the end of courses. Correspondingly, a total
of 162 questionnaire responses were analyzed and all answers were pooled to produce reliable results
in this user assessment and judgments survey research. Surely, the majority of answers had affirmative
nature. That is why the amount of information provided was not complex.

The interview questions were based on the results of the previous in-depth and qualitative interview
studies. The next step to produce reliable results in this semi-structured user evaluation and judgment
survey was to analyze the responses of 162 questionnaire participants. Basically, the results of all four
previous studies — the literature review, in-depth and qualitative interviews and the present study were
compared and integrated together. In this survey, an optimal mix of various selection and elimination
procedures for agreeing on categories, recommended by GTM such as open, axial and theoretical
coding was necessary to characterize quality measures and obtain the final list of the criteria and sub-
criteria of WQEMUS.

In fact, three new quality concepts such as compliance with usability and accessibility standards
and taking antispyware actions were revealed, which were not mentioned in our previous in-depth and
qualitative interview studies. Also, a new name “Identification” was given instead the “Logos and
brands” sub-criterion. Notably, we were very fortunate that a new sub-criterion - antispyware was
proposed at the very beginning of the survey since because of it we had to rearrange the questionnaire
structure to be able to further intensify and carry out GAQS 1. Essentially, all important changes are
taken into account.

Findings about three levels of WQEMUS: quality criteria, sub-criteria and indicators.
The application of the above-mentioned GTM for conducting the literature review, in-depth interview
and user evaluation and judgment survey gave the ground to concentrate around five top-level quality
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criteria for WQEMUS, which are exhaustive and used almost in all previous quality testing methods
and techniques. Now, WQEMUS is able to adequately assess all kinds of websites and fig. 6 below
summarizes the findings about it visually:

1. Content

1. Design

3. Usability

4. Reliability
5. Reputation™

Fig. 6. Selected five top-level quality criteria for WQEMUS

The most often met website assessment dimensions in the scientific literature are considered as
Web content [23, 33, 39, 59-71], Web design [39, 50, 61, 65, 71-75] and usability [19, 76-81]. As for
the names of the last two top criteria of the novel methodology, they were then identified by the
participants of our research studies and the author as “Reliability” and “Reputation”, because they
better describe their corresponding sub-criteria. Later on, the author came up with the name of new
WQEM, which is Website Quality Evaluation Methodology Universal Star (WQEMUS) by taking into
account the formed five top-level quality criteria, groups or directions. “Universal”, because the new
WQEM is applicable to all kind of websites. The word “Star” was used in the name, since the new
WQEM has five directions or points (the top-level quality criteria) like the star has (See fig. 6 and 7).
Generally, all the listed top-level quality criteria establish the scope of WQEMUS and reflect the
conceptual and holistic description of site quality.

The top-level quality criteria of WQEMUS unite sub-criteria. In turn, the sub-criteria that
contribute to the improvement of the quality of sites are dependent on their top criteria, but should be
independently measured during an estimation process using WQEMUS. All of the quality dimensions
together are also interconnected and form a general idea and logic of WQEMUS. The developed
hierarchical structure of WQEMUS with its classified quality criteria and sub-criteria is shown in
fig. 7. Consequently, a rather large set of important quality factors for all kind of websites have been
established.

Fig. 7. Final sets of sub-criteria grouped into the content criterion of proposed WQEMUS
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Top quality criterion “Content”. This criterion has been recognized as the most critical aspect of
the website [82, 83], the king dimension of websites [84] or a fundamental quality attribute that
indicates the information architecture of a site [85]. It is associated with a distinctive quality,
property [33], advantage and/or the trustfulness of presented information [86] about
companies/organizations, site owners, provided goods and services, activities and others under the
responsibility of content editors. Many respondents of our conducted studies replied that the main
reason they come to the website is due to content and its diversity. Moreover, without content, there
would be no views of website pages. Most of the surveyed users were goal oriented and usually look
only for specific types of information while paying less attention to the other aspects of the website
such as navigation, visual design and interactivity and others. Content reflects the ability of the site to
meet users’ request, responsiveness and trustworthiness [87, 88]. Furthermore, worthy content takes a
stand and considers issues of interest from different perspectives. It can be informative, useful or
funny, but it always should encourage users that want more. Therefore, relevance, high quality,
entirety and a good degree of content specialization are actually important.

Sub-criteria of “Content”

Currency. Currency refers to how far the website’s content is modern, how often it is updated and
whether the date of the last update is specified [43, 50, 56, 59, 64, 89-100]. Our indepth and
gualitative interviews revealed that old content is boring and unbearable. An interesting statement
“Why should I read old information?” has been given by some respondents. The final name was
assigned to this criterion as currency after the qualitative interviews.

Furthermore, every activity or business tends to change over time with new improvements, ideas,
products, services, staff, innovations, news items and more. These changes need to be reflected not
only for information portals, but on every site by involving continuous modification, transformation,
correction and improvement to reflect changes in the environment, business etc. [101, 102].
A frequently updated website increases its visit rate and avoids outdated information [103] since
outdated information appears to be the primary causative factor of website failures and business
losses [104]. Up-to-date content on the Internet is likely to be more relevant and useful for visitors as
well as for search engines that are always looking for contemporary information. Modern search
engine mechanisms have been established in accordance with the terms of real-time with using “Fresh
Factor” in order to index online content.

Importance. The importance of content is related to the appropriate range, depth and scope of
information [105], which in turn, is also exhaustive, complete, thorough [30, 41, 50, 53, 59, 64, 66, 89,
94, 106] useful, comprehensive and audience-oriented. Furthermore, it was hard to choose a suitable
name for this sub-criterion because names were very different even in the literature. After analyzing
the data from in-depth interviews, we came to the conclusion to give this criterion the name of
importance. Then this name was confirmed in further studies. The respondents of the current research
proved that irrelevant or incomplete information will likely not be read by users and moreover, cause
negative feelings to the site if they read it. Thence, specific, relevant, up-to-date and detailed
information should be provided.

Written content is necessarily considered to be informative, meaningful and value added in the
conformity with its audience [98] and should serve the needs of diverse users [30, 64, 84, 95, 98, 107,
108]. In addition, web content expect to be sufficient, understandable and appropriate [94, 109] to the
needs and requirements of all targeted groups of users, e.g. local or foreign citizens, travelers,
researchers, clients, patients, students and others [61, 65, 71]. The other important features are
content’s accurateness and suitability to fit the task at hand [110]. A content-rich website [111] causes
more traffic of visitors and increases the site’s visibility across search engines. On the other hand,
a complete content with the expected level of detail ensures users to come to adequate and reasonable
decision-making on products or services [103]. Finally, the nature and volume of website usage are
both essential detectors of success [65].

Multilingualism. A multi-language website allows visitors to interact with more than a single or
official state language [89, 92, 98, 108, 112-116]. In this connection, the content of sites should be
provided at least with a minimum required number of languages in order to be understandable to
everyone or support the execution of specific tasks on sites. Our findings from semi-structured
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in-depth and qualitative interviews as well as user evaluation and judgement survey revealed that it is
very difficult for foreigners, who arrived in another country, but do not know its official language, to
read and understand the proposed content in the local language. On the other hand, if a site wants to
compete at an international level, then at least some of the international languages such as Arabic,
English, German, Russian and/or others must be used. Here, as an international language, site owners
usually choose the language that is understandable across the whole continent, mainland or group of
countries in which the site is focused. However, we also revealed that specific or detailed information
should be represented in local languages.

A multilanguage website attracts additional customers to business, more participants to projects
and new visitors to content. Moreover, Fitzpatrick [89] and Krauss [108] believe that a multi-language
support is claimed as the appropriateness of sites to different cultural backgrounds. In other words,
multilingualism also satisfies the needs of clients, irrespective of their country of origin [31, 113, 117].
Finally, in most cases, it is essential to address a large number of visitors and it will thereby increase
the significance of websites [118].

Multimedia. Multimedia directly affects to the website’s aspect “look and feel”. It is associated not
only with text, but also non-text elements that provide more engaging contextual value of the site’s
content and purposes [30, 59, 64, 66, 84, 98, 100, 108, 119-125]. Furthermore, non-text formats are
worth more than a thousand words as far as they are visual and very effective for perception.
In addition, our in-depth and qualitative interviews and user evaluation survey state that many people
have difficulties in reading a long text. Content in the form of only text is boring and requires visitors
to spend a lot of time and effort to master it. Therefore, integrating non-text formats with text when
creating content makes it more easily understandable for a majority of the population, including
people who are uneducated or have limited literacy skills. Additionally, multimedia increases users’
desire and motivates them to pay more attention to the written content.

A number of scientists suggest that site visitors should get information they have requested in most
commonly known types or formats [84, 91, 98]. Alternative text as a description could be also
associated with all non-text information [56, 98, 126]. However, the application of multimedia
components has to be effective without significantly affecting loading time [56, 117, 127]. It means
that the amount of dedicated non-text information should not be too large, but in a reasonable amount
and format as well as their size must also be maximally compressed and reduced to a minimum, since
large-size multimedia slows down a page’s rendering. As a result, it causes a deeply negative
impression on users [56, 128].

Accuracy. Presented content for a site ought to be free from spelling and grammar errors, accurate,
precise and reliable [29, 41, 50, 53, 59, 84, 89-91, 93-95, 98, 121]. Grammar, spelling and
punctuation mistakes that may change the meaning of content should be fixed or removed [129]. More
importantly, correctly represented content, in turn, should not mislead users [94, 113] and white spaces
should be used necessarily to avoid overcrowded pages [128]. Further, web content has to be
accurately and clearly worded as words intensify meanings. Accurate content and data, which are
written in a systematic order, strengthen the reliability of trust in the website’s founders [52, 117].
The author explored that the respondents of the in-depth and qualitative interviews have been
supporting both sides of this issue. The majority of participants have argued that spelling and
grammar errors show the lack of essence, responsibility and seriousness of given content and
professionalism of authors. As a result, the credibility and trust of users to such Internet content will
be diminished as well as the image of the organization will continue to worsen dramatically.
However, the remaining few participants, on the contrary, claimed that the presence of spelling and
grammar errors is not problematic as users can still read online content, understand its meaning and
benefit from it.

References. This sub-criterion involves stating references used from other information sources
[59, 64, 130], adding sources of statements such as citations and direct links to other related sites
[84, 98, 124] and data repositories in text. Thereto, various forms for repeated links, text and images
[117, 131] as well as conventional means for highlighting links and underlining words/labels, can be
used. Following these, indicating resources such as source materials, references and citations increases
the trustworthiness of web content [8]. Another critical issue is “how many outbound links, external
outlinks or external links should one page have?”” which involved a lot of debate and discussions in the
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world, particularly in SEO & marketing departments of mid-size and larger organizations. Well, the
answer is not that simple. Fig. 8 reflects possible and optimal numbers. Here, it is worthy to note that
emphasis should be on quality and not on quantity, since it is impossible to beat out sites that have
10,000 links.
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Fig. 8. Optimal numbers of external outlinks suggested for one web page

As shown in fig. 8, red section in the middle is “interquartile range” that covers everything from
the 25th percentile (called Q1) to the 75th percentile (called Q3). So, the total range for external
outlinks per web page was from 0 to 254. The Q1-Q3 range goes from 5 to 42. The median, dividing
the top 50 % and bottom 50 %, was 192 Our findings from the conducted literature review and in-
depth interviews exhibit that indicating different sources of information and links to other sites is not
so important, but useful and additional plus point, which as a consequence, reduces significant time
and efforts required to find more information on a topic of current interest.

Authority. References used to confirm the identification of resources increase the level of users’
confidence and credibility as well as the reliability of sources. This can be done by providing
information about authors, groups and individuals who are responsible for the content as well as
website sponsors [30, 64, 89, 114, 119] and website managers [59, 64, 89, 119]. Moreover, details
about the qualifications, expertise levels [59, 89] and legitimacy of authors for writing certain topics
and responsible staff for adding or updating content on particular pages of the site should be also
indicated. Furthermore, the physical addresses [92, 98, 132] and official e-mails of authors, site
managers and/or organizations have to be available on sites [64, 92, 119]. There is an emphasis on a
fair use of copyright sign [64] that is located mostly in the header section and the persistence of
metadata and its components in necessary web pages [89, 97]. The author’s first three types of
research confirm the fact that the Internet offers a huge amount of information today, but the question
of guaranteeing their authenticity is the most essential and still remains an ongoing and challenging
issue. Thus, there is nothing worse than the site that has no contact information. Authority is
critical, especially for business sites as long as this sub-criterion requires the provision of
additional information and key links to real authors or responsible staff members. By doing so, the site
strengthens the customers/stakeholders’ confidence that they are dealing with a real business
or serious organizers rather than scammers. In sum, worthy websites cannot be made without
authority.

Measurable indicators for the sub-criteria of “Content”. As mentioned in the previous chapters,
the content criterion on the high-levels of WQEMUS is decomposed into the sub-criteria such as
currency, importance, authority, multimedia, multilingualism, accuracy and references. In turn, the
sub-criteria are split up into measurable indicators, as summarized in table 3.

%Carter Bowles, How Many Outbound Links Per Word or Page? Available at: https://northcutt.com
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Table 3

Descriptions of indicators for each sub-criterion of “Content”

Sub-criteria Measurable indicators

Reasonable indication of the date/time of posting and last update of materials

Currency Reasonable indication of the date/time of creation and updates of the site

design, graphics and other non-content features figures

Obijectiveness, relevance and trustworthiness of content

IR PERETES Completeness, richness and usefulness of content, but avoiding redundant and

conflicting information

Appropriate numbers, sizes, forms and types of text, images,
flash, audio, video etc.

Multimedia Good visibility and sharpness of multimedia

Appropriately incorporated multimedia

Multilingualism | Foreign language support

Accuracy Absence of grammar, punctuation and spelling mistakes

Reasonable statement about the professional qualifications
of authors, owners, etc.

Authority Rational use of newsletters, flyers, greeting cards, posters and announcements

Availability of official e-mail, phone/fax, physical addresses and
post mail of owners, authors, sponsors, managers and etc.

Clear in-text citations and footnotes/endnotes

References Important links, references and/or bibliographies to other quality
sites and sources

Conclusion. This paper has methodological, practical and theoretical implications. The credibility
of the Grounded Theory Methodology has been established through the adoption of certain methods
such as a literature review, in-depth and qualitative interviews and semi-structured user evaluation and
judgment survey. Further, these methods ensured the accuracy, reliability and validity of the research
results. In the literature review study, early and most recent WQEMS, quality factors and metrics, their
state-of-the-art were thoroughly reviewed to better understand and select quality elements for the
further research. Surprisingly, not too many published studies on generic WQEMs were found. Apart
from this, a unified and generally accepted classification of the most important, specific or even
holistic quality attributes that relate to any kind of websites does not exist. Most of the WQEMs had
mere theoretical descriptions, without empirically exploring their assessment characteristics.
Consequently, it was difficult to design the first of the five points of WQEMUS, which is content.
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